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Preface

Intended audience. This document isintended as a guide for those who have aready installed Liferay
Portal and want to customize it for specific needs. It covers configuration options and deployment of
existing themes, portlets, and layouts. It does not cover development of new themes, portlets, or any
other plugins.

Liferay version. This guide has been written for Liferay 4. Some details might be different for previous
versions. Do not expect it to be accurate for older versions.

Related documents. If thisis not what you are looking for consider the following related documents:

 Liferay Porta 4 - Installation Guide
 Liferay Portal 4 - Portal Administration Guide

 Liferay Portal 4 - Development in the Extension Environment

Mor e information and support. If you have are looking for help for an specific issue we invite you to
use our community forums: http://www.liferay.com/web/guest/devzone/forums
[http://forums.liferay.com] to ask your questions. We also offer professional support services
(support@liferay.com [mailto:support@liferay.com]) where your company will be assigned a Liferay
developer ensuring your questions are answered promptly so that your project is never compromised.
Purchased support always gets first priority. This business model allows us to build a company that can
contribute a great portal to the open source community. If your company uses Liferay, please consider
purchasing support. Liferay has an extremely liberal license model (MIT, very similar to Apache and
BSD), which means you can rebundle Liferay, renameit, and sell it under your name. We believe free
means you can do whatever you want with it. Our only source of revenue is from professional support
and consulting.



http://forums.liferay.com
http://forums.liferay.com
mailto:support@liferay.com
mailto:support@liferay.com

Chapter 1. Configuration Options

Liferay has been built to be highly customizable through the web and through configuration files. This
chapter reviews the two files where Liferay Portal storesits configuration, port al . properti es and
system properti es, and how to override their values.

1. Customizing the configuration

Liferay provides an easy way to override the properties of its configuration files. This can be done
through thefilespor t al - ext. properti es andsyst em ext. properti es that can be created
and stored in any place in the classpath. When the Liferay extension development environment is used
these files are already present in the directory ext - ej b/ VEEB- | NF/ ¢l asses. Otherwisg, it is
recommended to store them in the global classpath of the application server. For example:

e Tomcat: place them in TOMCAT_DI R/ shar ed/ cl asses
» JBoss: placethem in JBOSS DI R/ server/ def aul t/ conf

 Other application server: read the documentation provided with them.

Let's see an example of how to customize Liferay Portal's configuration. In this example Liferay Portal
has been installed using the Tomcat bundle and then a custom theme called mytheme has been deployed
as aWAR (using the procedure explained later in this document). The administrator wants this themeto
be used by default in any newly created desktop or community. To achieve that he/she looksin

portal .properties and finds that the property default.theme.id can be used to set the default theme and
default.color.scheme.id the default color scheme of that theme. In this case the theme only has one color
scheme called mycol or scheme so the administrator createsthe fileport al - ext . properti es in
JBCSS DI R/ server/ def aul t/ conf with the following contents:

defaul t.themre. i d=nyt hene
defaul t. col or. schene. i d=mycol or schene

After aserver reboot the new properties are applied to the portal. The following sections include an
annotated copy of both por t al - ext . properti es andsyst em ext. properti es that canbe
used as areference of the available properties.

Note

Liferay uses EasyConf to read portal.properties, so al functionalities provided by thislibrary are also
available. Y ou can read more about it in EasyConf's website [ http://easyconf.sourceforge.net]

2. portal.properties

The main configuration file for Liferay Portal isport al . properti es, which contains detailed
explanation about the properties that it defines. To change the value of any of its properties do it through
afilecalled portal - ext. properties.

#it
## Properties Override
#t

#

# Specify where to get the overridden properties. Updates should

1
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not be nade

# on this file but on the overridden version of this file.
Furthernore, each

# portal instance can have its own overriden property file
followm ng the

# convention portal - conpanyi d. properties.

#
# For exanple, one read order nmamy be: portal.properties, then
# portal -ext.properties, then portal-liferay.com properti es.

#
i ncl ude- and- overri de=portal - ext.properties

i ncl ude- and- overri de=portal - ${ easyconf: conpanyl d}. properties
i ncl ude- and-override=portal -test.properties

#t

## Portal Rel ease

#t

#

# The enterprise release of the portal nust run inside a J2EE 1.3
conpl i ant

# application server. The professional release of the portal can
run inside

# a standal one servl et container

#

portal .rel ease=enterprise

#portal . rel ease=prof essi ona

HH#
## Portal Context
#i#t

#

# Specify the location of the shared portal web context. Al other
portals

# utilize this shared instance of the portal web context.

#

# For example, the web application by the name of
"liferay.comweb" is

# deployed with the context root at "/" while the web application
by the

# nanme of "portal-web" is deployed with the context root at
"/portal". The

# web application at "/" is |lean and doesn't contain any actua
JSPs, but

# uses the JSPs and resources found at "/portal".

#

# Anot her web application deployed with the context root at
"/another" could

# also be its own portal instance by reusing the resources found

at
# "/portal". This allows one server to host nultiple instances of
t he portal
# whil e m nim zing depl oyed resources.
#
portal.ctx=/
portal .instances=1
#i#t
## Error
#t

#
# Set the following to true to log the error nessage.

2
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error. message. | og=true

#

# Set the following to true to print the error nessage to the
consol e.

#

error. nmessage. pri nt =fal se

#

# Set the following to true to show the error nmessage to the user
#

error. nessage. show=t rue

#

# Set the following to true to log the stack trace
#

error.stack.trace. | og=fal se

#

# Set the following to true to print the stack trace to the
consol e.

#

error.stack.trace. print=true

#
# Set the following to true to show the stack trace to the user
#
error.stack.trace. show=fal se
#it
## TCK
#it

#

# Set the following to true to enabl e programmati c configuration
to let the

# Portlet TCK obtain a URL for each test. This should never be set
to true

# unl ess you are running the TCK tests.

#

tck.url =fal se

#it
## Upgr ade
#it

#

# Input a list of comma delimted class nanes that inplenent

# comliferay. portal.upgrade. UpgradeProcess. These cl asses will
run on

# startup to upgrade older data to match with the [ atest version

#

upgr ade. processes=com | i feray. portal . upgrade. Upgr adePr ocess_Legacy, com | i feray. por
com liferay. portal.upgrade. UpgradeProcess_ 4 0 0,comliferay. portal.upgrade. Upgrade
comliferay. portal.upgrade. UpgradeProcess 4 2 0

#it
## Auto Depl oy
#it

#
# Set the following to true to enabl e auto depl oy of I|ayout
t enpl at es,
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# portlets, and thenes.
#
aut o. depl oy. enabl ed=t r ue

#

# Set the directory to scan for |ayout tenplates, portlets, and
themes to

# aut o depl oy.

#

aut o. depl oy. depl oy. di r=/ home/ | i f er ay/ depl oy

#

# Set the directory where auto depl oyed WARs are copied to. The
application

# server or servlet container must know to listen on that
directory.

# Different containers have different hot depl oy paths. For
exanpl e, Tontat

# listens on "../webapps" whereas JBoss |istens on
# "../server/defaul t/deploy".
#

aut o. depl oy. dest . di r=
#aut o. depl oy. dest . di r
#aut o. depl oy. dest . di r

.. I webapps
=../server/ defaul t/ depl oy
=../../webapps/ aut ol oad

#

# Set the interval in mlliseconds on how often to scan the
directory for

# changes.
#
aut o. depl oy. i nt erval =10000
#
# Set the following to true if deployed WARs are unpacked.
#
aut o. depl oy. unpack. war =t r ue
#
# Set the path to Tontat's global class |oader. This property is
only used
# by Tontat in a standal one environnent.
#
aut o. depl oy.tontat.lib.dir=../comon/li b/ ext
#it
## Resource Actions
#it
#
# Input a list of conma delinited resource action configurations
that wll
# be read fromthe class path.
#
resource. acti ons. confi gs=resource-acti ons/defaul t.xmn
#it
## Model Hints
#it
#
# Input a list of comma delimted nodel hints configurations.
#

nodel . hi nts. confi gs=META-| NF/ port al - nodel - hi nts. xm , META- | NF/ wor kf | ow nodel - hi nt s.
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#it
## Spring
#t

#

# Input a list of comua delimted Spring configurations. The file
name w | |

# be namespaced depending on the rel ease of the portal if and only
if the

# specified file name ends with spring.xm .

ﬁ For exanple, if you are starting Liferay Portal Professional
then# VETA- | NF/ count er - spri ng- professional .xm wll be |oaded. If you
e # starting Liferay Portal Enterprise, then

# META-|I NF/ counter-spring-enterprise.xm wll be | oaded.

ﬁ Certain configurations, like mail-spring-jnms.xm, are shared by
bOth# prof essional and enterprise editions and will not be

automatically

# namespaced because it does not end with spring.xm.

#
spring. confi gs=META-| NF/ count er - spri ng. xm , META- | NF/ docunent | i brary-spring. xm , MET
META- | NF/ | ock-spring. xm , META-|I NF/ mai | - spring. xm , META- | NF/ mai | - spring-j nms. xm , MET
META- | NF/ portal -spring-jcr.xm , META-I NF/ portal -spring-jns.xm, META- | NF/ ext - spri ng.

#
# Set the bean nane for the Liferay data source.
#
spring. hi bernat e. dat a. sour ce=l i f erayDat aSour ce
#
# Set the bean name for the Liferay session factory.
#
spring. hi bernate. session. factory=&iferaySessi onFactory
H#H#
## Hi bernate
#H#
#
# Input a list of coma delimted H bernate configurations.
#
hi ber nat e. confi gs=META- | NF/ count er - hbm xm , META- 1 NF/ mai | - hbm xm , META- I NF/ portal - h
#
# Use the Liferay SQ dialect because it will automatically detect
t he proper
# SQ. di al ect based on your connection URL.
#

hi bernat e. di al ect =com | i feray. portal . spring. hi bernate. Dynani cDi al ect

#

# Set the Hibernate cache provider. If you choose to use the
OSCache in a

# clustered environnent, be sure to check with the OSCache
settings bel ow

#

#hi ber nat e. cache. provi der _cl ass=or g. hi ber nat e. cache. EhCachePr ovi der
#hi ber nat e. cache. provi der _cl ass=net . sf. hi ber nat e. cache. Hasht abl eCachePr ovi der
hi ber nat e. cache. provi der _cl ass=com | i feray. portal . spring. hi bernate. OSCachePr ovi der
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#

# Set other Hibernate cache settings.

#

hi ber nat e. cache. use_query_cache=true

hi ber nat e. cache. use_second_| evel cache=true
hi ber nat e. cache. use_m ni mal _put s=true

hi ber nat e. cache. use_structured_entri es=fal se

#
# Uncomment these properties to disable Hi bernate caching.
#
#hi ber nat e. cache. provi der _cl ass=or g. hi ber nat e. cache. NoCachePr ovi der
#hi ber nat e. cache. use_query_cache=f al se
#hi ber nat e. cache. use_second_| evel cache=fal se

#

# Set the JDBC batch size to inprove performance. However, if
you' re using

# Oracle 9i, you nust set the batch size to 0 as a workaround for
a hangi ng

# bug in the Oracle driver. See
http://support.liferay.com browse/LEP-1234

# for nore information.

#

hi ber nat e. j dbc. bat ch_si ze=20

#hi bernat e. j dbc. bat ch_si ze=0

#

# Set other miscellaneous Hi bernate properties.
#

hi bernat e. j dbc. use_scrol | abl e_resul tset=true

hi ber nat e. byt ecode. use_refl ection_optim zer=true
hi ber nat e. show_sql =f al se

#
# Use the classic query factory until WeblLogi c and H bernate 3 can
get
# along. See http://ww. hibernate. org/250. ht M #A23 for nore
i nformation.
#
hi bernat e. query. factory_cl ass=org. hi bernate. hgl . cl assi c. C assi cQueryTr ansl at or Fact

#t
## Cust om SQL
#t
#
# Input a list of comma delimted custom SQL configurations.
#
custom sql . confi gs=cust om sql / def aul t. xm
#
# Sonme dat abases do not recognize a NULL IS NULL check. Set the
# "customsql.function.isnull" and "customsql.function.isnotnull"
# properties for your specific database.
#
#
# DB2
#
#cust om sql . function. i snul | =CAST(? AS VARCHAR(32672)) IS NULL
#custom sqgl . function.isnotnul | =CAST(? AS VARCHAR(32672)) 1S NOT
NULL
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#

# MySQ (for testing only)

#

#custom sql . function.isnull =l SNULL(?, '"1') ="1
#custom sql . function.isnotnul | =I SNULL(?, "1') ="'0
#

# Sybase

#

#custom sql . function.isnul | = FNULL(?, "1") = "1
#custom sql . function.isnotnul | =I FNULL(?, '1') ="'0
#

p://thedailywtf.com foruns/thread/ 26879. aspx for nore

# Oracle has a nasty bug where it treats as a NULL val ue. See

# t

ion on
[

ht
i nf or mat
th

# s nasty bug. Uncomment this if you're connecting to Oracle.
#
#cust om sql . vendor. oracl e=t rue

#it

## OSCache

#it

#
# The foll owi ng OSCache settings are used in conjunction with
H bernate if
o # you set Hibernate to use OSCache as its cache provider. Consult
t he
# OSCache docunentation for an exhaustive list of available
settings.
#
cache. menory=true
cache. capaci t y=10000
cache. al gori t hmecom opensynphony. oscache. base. al gorit hm LRUCache
cache. bl ocki ng=t rue

#

# Uncomrent the "cache.event.listeners" property if you are
depl oyed in a

# clustered environment. Then unconmment either
"“cache.cluster.multicast.ip"

# or "cache.cluster.properties”, but do not unconment both. You
nust al so

# configure the properties found in cache-nulti-vm properties to
saf eguard

# your data in a cluster.

#

# The multicast ip is a unique nanespace for a set of cached
obj ect s.

# Set it to 231.12.21.100 to keep it unique fromthe nulticast ip
set in

# cache-nulti-vm properties.

#

# Uncomrent the "cache.cluster.properties" property if your cache
i s binding

# to 127.0.0.1 and not to a network ip. Your cache nust be
listening on a

# network ip to talk to other servers. You can test the clustered
cache by

# running two portals on two nachines. Do not attenpt to run both
portal s on

# one machi ne because the nulticast will not know to | oopback

#
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#cache. event . | i st ener s=com opensynphony. oscache. pl ugi ns. cl ust er support. JavaG oupsB
#cache. cluster. mul ticast.ip=231.12.21.100

#cache. cl uster. properti es=UDP(bi nd_addr=127. 0. 0. 1; ncast _addr=231. 12. 21. 100; ntast _p

i p_ttl=32; ntast_send_buf size=150000; ntast _recv buf _si ze= 80000) : PIhKthneout =2000;

NERGEZ(n1n i nt er val =5000; max i nterval =10000) : FD_SOCK: VERI FY _SUSPECT( t i meout =1500) :

pbcast . NAKACK( gc_| ag=50; retransmit _ti neout =300, 600, 1200, 2400, 4800; max_xmit _si ze=81

UNI CAST(t i meout =300, 600, 1200, 2400) : pbcast . STABLE(deS|red avg_gossi p=20000) :\

FRAG frag_si ze=8096; domn_thread fal se; up_t hread=fal se):\

pbcast.GNB(join_tineout:SOOO;join_retry_tineout:ZOOO;shun:false;print_IocaI_addr:t

#i#t
## JavaScri pt
#t
#
# Set the following to true to speed up the |oading of JavaScri pt
files by

~ # loading /htnl/js/everything.js instead of |oading multiple
fIIe;'./ﬁ?(raﬂ/commn/thenes/top_js.jsp and the Ant task build-javascript
foung Lgrtal—meb for nore information on how this works.
favascript.fast.loadzfalse

#
# Set the following to true to enable the display of JavaScri pt
| oggi ng.
#
javascript.| og. enabl ed=f al se
##t
## Conpany
#it
#
# The portal can authenticate users based on their email address
and
# password or based on their user id and password.
#
conpany. security. aut h. t ype=enai | Addr ess
#conpany. security. auth. type=userld
#
# Set the following to true to allow users to select the "renenber
e

# feature to automatically login to the portal
#
conpany. security. auto. | ogi n=true

#

# Set the following to true to allow users to ask the portal to
send t hem

# their password.

#

conpany. security. send. passwor d=t r ue

#

# Set the following to true to allow strangers to create accounts
and

# regi ster thensel ves on the portal.

#

conpany. security. strangers=fal se
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#t

## Users

Hit
#
# Set the following to false if users cannot be del et ed.
#

users. del et e=true

#

# Set the following to true to always autogenerate user ids even
if the user

# gives a specific user id.

#

users.id. al ways. aut ogener at e=f al se

#

# Input a class nane that extends

# comliferay.portal.security.auth. UserldGenerator. This class
will be

# called to generate user ids.

#
users.id.generator=com|iferay.portal.security.auth.UserldCGenerat or

#

# Input a class name that extends

# comliferay.portal.security.auth.UserldValidator. This class
will be

# called to validate user ids.

#

users.id.validator=com|iferay.portal.security.auth.UserldValidator
#users.id.validator=com|iferay.portal.security.auth.Liberal UserldVal i dat or

#
# Set the maximumfile s

ize for user portraits. A value
# of O for the maxi mum fi

e size can be used to indicate unlimted

file
# size.
#
users. i mage. max. si ze=307200
#t
## G oups and Rol es
##t

#

# Input a list of comua delimted system group nanes that wll
exist in

# addition to the standard system groups. Wen the server starts,
t he portal

# checks to ensure all system groups exist. Any mi ssing system
group will be

# created by the portal.

#

system groups=

#

# Input a list of commma delimted systemrole nanes that will
exist in

# addition to the standard systemrol es. Wen the server starts,
t he portal

# checks to ensure all systemroles exist. Any m ssing systemrole
will be

# created by the portal.
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#

systemrol es=

#

# Omi admin users can adnminister the portal's core functionality:
gc,

# shutdown, etc. Multiple portal instances m ght be depl oyed on
one

# application server, and not all of the admnistrators should
have access

# to this core functionality. Input the ids of users who are
omi adm n

# users. Leave this field blank if users with the Adm nistrator
role are

# allowed to adninister the portal's core functionality.

#

omi admi n. users=liferay.com1

#

# Set the following to true if all users can personalize pages. If
set to

# false, only Adm nistrators and Power Users can personalize.

#

uni versal . personal i zat i on=f al se

#
# Set the following to true if all users are required to agree to
the terns

# of use.

#

terns. of . use. requi red=true
#t
## Organi zations and Locations
#it

#

# Set the following to true if users nust belong to a parent
organi zati on.

#

or gani zati ons. par ent. or gani zati on. requi r ed=f al se

#

# Set the following to true if users nust belong to a location. If
| ocation

# is required, then a parent organization is also required.

#

organi zati ons. | ocati on. requi red=f al se

H#
## Languages and Ti me Zones
#H#

#

# Specify the avail able | ocal es. Messages corresponding to a
specific

# |l anguage are specified in properties files with file names
mat chi ng t hat

# of content/Language_*.properties. These val ues can al so be
overridden in

# properties files with file nanes matchi ng that of

# content/Language-ext _*.properties. Use a conma to separate

# each entry.

#

10
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# Al |ocales nmust use UTF-8 encodi ng.
#

# See the following links specifiy | anguage and country codes:
# http://ftp.ics.uci.edu/pub/ietf/http/related/iso639.txt
#

http://userpage. chenie. fu-berlin.de/diverse/doc/| SO 3166. ht n
#
| ocal es=ar _SA, ca_AD, zh_CN,zh_TWcs_CZ,nl _NL,en _US,fi FI,fr FR de DE el GR hu HU, it

#

# Set the following to true if unauthenticated users get their
preferred

# |l anguage fromthe Accept-Language header. Set the following to
false if

# unaut henticated users get their preferred | anguage fromtheir
conpany.

#

| ocal e. def aul t. request =f al se

#

# Specify the Struts character encoding. UTF-8 allows for the use
of nore

# | anguages but takes a 15% perfornmance hit conpared to
| SO 8859- 1.

#

struts. char. encodi ng=UTF- 8

#

# Specify the available time zones. The specified ids nmust match
t hose from

# the class java.util.Ti neZone.

#
ti me. zones=Paci fi c/ M dway, Paci fi c/ Honol ul u, AST, PST, MST, CST, EST, PRT, CNT, BET, Aneri ca
GMI, VEET, CET, EET, Asi a/ Jer usal em Asi a/ Baghdad, | r an, Asi a/ Dubai , Asi a/ Kabul , Asi a/ Kar ach
Asi a/ Dhaka, Asi a/ Rangoon, VST, CTT, JST, ROK, ACT, AET, SST, NST, Paci fi c/ Ender bury, Paci fi c/

#i#t
## Look and Fee
HH#

#

# Set the following to false if the system does not use all ow
users to

# modi fy the | ook and feel

#

| ook. and. f eel . nodi fi abl e=true

#

# Set the default thene id.
#

defaul t.thene.id=cl assic

#

# Set the default color schene id.
#

def aul t. col or. schene. i d=01

##
## Request
##t

#
# Portlets that have been configured to use private request
attributes in

11
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# liferay-portlet.xm may still want to share some request
attributes. This

# property allows you to configure which request attributes will
be shar ed.

# Set a comma delimted list of attribute nanes that will be
shared when the

# attribute name starts with one of the specified attribute nanes.
For

# exanple, if you set the value to "hello_,world ", then al
attribute nanes

# that start with "hello_" or "world_

#

request. shared. attri but es=LlI FERAY_SHARED _

wi || be shared.

HH#
## Sessi on
HH#

#

# Specify the nunber of minutes before a session expires. This
value is

# al ways overridden by the value set in web.xm.

#

sessi on. ti meout =30

#

# Specify the nunber of minutes before a warning is sent to the
user

# informng the user of the session expiration. Specify 0 to
di sabl e any

# war ni ngs.

#

sessi on. ti meout . war ni ng=1

#

# Portlets that have been configured to use private session
attributes in

# liferay-portlet.xm may still want to share sone session
attributes. This

# property allows you to configure which session attributes will
be shared.

# Set a comma delimted list of attribute nanes that will be
shared when the

# attribute name starts with one of the specified attribute nanes.
For

# exanple, if you set the value to "hello_,world_", then al
attribute nanes

# that start with "hello " or "world_

#

# Note that this property is used to specify the sharing of
session

# attributes fromthe portal to the portlet. This is not used to
speci fy

# session sharing between portlet WARs or fromthe portlet to the
portal .

#
sessi on. shared. attri but es=org. apache. struts. acti on. LOCALE, COVWPANY _, USER _

wi || be shared.

#

# Set this to false to disable all persistent cookie. Features
like

# automatically logging in will not work.

#

sessi on. enabl e. persi stent. cooki es=true
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#

# Input a list of commma delimted class names that extend

# comliferay.portal.struts. SessionAction. These classes will run
at the

# specified event.

#

#

# Servl et session create event

#
servl et.session.create.events=com liferay. portal.events. Sessi onCreat eActi on

#

# Servl et session destroy event

#

servl et. sessi on. destroy. events=com | iferay.portal.events. Sessi onDestroyAction

#

# Set the following to true to track user clicks in nenmory for the
duration

# of a user's session. Setting this to true allows you to view all
live

# sessions in the Admin portlet.

#

session. tracker. menory. enabl ed=true

#

# Set the following to true to track user clicks in the database
after a

# user's session is invalidated. Setting this to true allows you
to generate

# usage reports fromthe database. Use this cautiously because
this will

# store a |l ot of usage data.

#

sessi on. tracker. persi st ence. enabl ed=f al se

##
## JAAS
##

#

# Specify a class nane that inplenents

# comliferay.portal.security.auth.Principal Finder. A custom
version of this

# class is needed for portals that integrate with external EJBs
t hat have a

# different schene for storing principals. This will allow the
portal to

~ # dynamical ly convert the principal of an external systeminto the

uni que

# user id of the portal system

#

principal.finder=comliferay.portal.security.auth. BasicPrincipal Fi nder

#

# Set the following to true if the portal wll use

# comliferay.portal.security.jaas.Portal Configuration as the JAAS
mast er

# configuration.

#

portal .configuration=true
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#

# Set the following to false to disable JAAS security checks.
Di sabl i ng JAAS

# speeds up login. JAAS nust be disabled if administrators are to
be able to

# i npersonate other users.

#

portal.jaas. enabl e=fal se

#

# By default, comliferay.portal.security.jaas. Portal Logi nModul e
| oads the

# correct JAAS | ogi n nodul e based on what application server or
servl et

# container the portal is deployed on. Set a JAAS inpl enentation
class to

# override this behavior.

#

#portal .jaas.inpl=

#
# Set the following to true to enable adm nistrators to
i mper sonat e ot her
# users. JAAS nust al so be disabled for this feature to work.
#
portal .inpersonation. enabl e=true

##
## LDAP | nport
##

| dap. i nport. enabl ed=f al se
| dap. i nport.on. startup=fal se

#

# Enter time in mnutes. This is how often the inporter wll
synchroni ze

# with LDAP. This property is portal w de. Conpany override wll
be i gnored.

#

| dap. i nmport.interval =10

| dap.inmport.factory.initial=comsun.jndi.|dap. LdapC xFactory

| dap. i nport. base. provi der.url =l dap://1 ocal host: 10389

| dap. i nport . base. dn=dc=exanpl e, dc=com

| dap. i mport.security. principal =ui d=adm n, ou=syst em

| dap. i mport.security.credential s=secret

| dap. i mport.search.filter=(objectd ass=i net Or gPer son)
| dap. i nport. user. mappi ngs=user | d=cn\ npasswor d=user Passwor d\ nemai | Addr ess=mai [\ nfir
| ast Name=sn\ nj obTi tl e=titl e\ ngr oup=gr oupMenber ship

| dap. i nport. group. mappi ngs=gr oupName=cn\ ndescri pti on=descri pti on

#H#
## Aut hentication Pipeline
#it
#
# Input a list of commma delimted class nanes that inplenment
# comliferay.portal.security.auth. Authenticator. These cl asses
will run
# before or after the portal authentication begins.
#

# The Authenticator class defines the constant val ues that shoul d
be used
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# as return codes fromthe classes inplenmenting the interface. If

# authentication is successful, return SUCCESS; if the user exists
but the

# passwords do not match, return FAILURE; and if the user does not
exi st on

# the system return DNE

F*

# Constants in Authenticator

public static final int SUCCESS
public static final int FAlI LURE
public static final int DNE = O;

1;
_1'

In case you have several classes in the authentication pipeline,

f

# them have to return SUCCESS if you want the user to be able to
login. If

# one of the authenticators returns FAILURE or DNE, the |ogin
fails.

#

# Under certain circunstances, you nmight want to keep the
information in the

# portal database in sync with an external database or an LDAP
server. This

# can easily be achieved by inplenmenting a class via LDAPAut h t hat
updat es

# the information stored in the portal user database whenever a
user signs

#in.

O HHHFHH

al |

#

# Each portal instance can be configured at run tine to either
aut henticate

# based on user ids or ennil addresses. See the Adm n portlet for
nor e

# information.

#

# Avai |l abl e authenticators are:

# comliferay.portal.security.auth. LDAPAut h
#

aut h. pi peline. pre=com | iferay. portal.security.auth. LDAPAut h
#aut h. pi pel i ne. post =

#

# Set this to true to ensabl e password checking by the interna
portal

# authentication. If set to false, you're essentially del egating
passwor d

# checking is delegated to the authenticators configured in

# "aut h. pi peline.pre" and "auth. pi peline.post" settings.

#

aut h. pi peline. enabl e.liferay. check=true

#

# LDAPAut h can be configured fromthe Admin portlet. It provides
out of the

# box support for Apache Directory Server, Mcrosoft Active
Directory

# Server, Novell eDirectory, and OpenLDAP. The default settings
are for

# Apache Directory Server.

#

# Encryption is inplenented by
comliferay.util.Encryptor.provider.class in

# system properties.

#
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aut h. i npl . | dap. enabl ed=f al se
aut h. i npl . | dap. requi r ed=f al se
auth.inpl.ldap.factory.initial=%${ldap.inport.factory.initial}
aut h. i npl .| dap. base. provi der. url =${1 dap. i nport. base. provider.url}
#aut h. i npl . | dap. base. dn=${I dap. i mrport . base. dn}
aut h. i npl . | dap. base. dn=dc=exanpl e, dc=com
#auth. i npl . | dap. security. princi pal =${I dap. i nport.security.principal}
aut h.i npl .| dap. security. princi pal =ui d=adm n, ou=system
auth.inpl.ldap.security.credential s=${Idap.inport.security.credential s}
aut h.i npl .| dap.search.filter=(mail =@nmai| _address@
aut h. i nmpl . | dap. password. encryption. al gorithne
aut h.i nmpl . | dap. password. encryption. al gorithmtypes=NMD5, SHA
aut h. i npl . | dap. user. mappi ngs=%${| dap. i nport. user. mappi ngs}

#

# Input a list of conma delinmted class names that inplenent

# comliferay.portal.security.auth. AuthFailure. These classes will
run when

# a user has a failed |login or when a user has reached the maxi num
nunmber of

# failed | ogins.

#

aut h.failure=comliferay. portal.security.auth. LoginFailure
aut h. max. fail ures=com |iferay. portal .security.auth. Logi nMaxFai | ures

auth. max. failures.limt=5

#

# Set the following to true if users are allowed to have
si mul t aneous | ogi ns

# fromdifferent sessions.

#

aut h. si nul t aneous. | ogi ns=t rue

#
# Set the following to true if users are forwarded to the | ast
visited path

# upon successful login. If set to false, users will be forwarded
to their

# default |ayout page.

#

aut h. forwar d. by. | ast. pat h=f al se

#
# Enter a list of paths that can be considered part of the |ast
visited

# path.

#

aut h. forward. | ast. pat h. 0=/ docunent _|ibrary/get _file

#

# Enter a list of paths that do not require authentication.
#

aut h. public. path. 0=/bl ogs/find_entry

aut h. publ i c. pat h. 1=/ bl ogs/rss

aut h. publ i c. pat h. 2=/ docunent _|library/get file

aut h. publ i c. pat h. 3=/ googl e_maps/ save_desti nati on_addr ess
aut h. publ i c. pat h. 4=/ googl e_maps/ save_sour ce_addr ess

aut h. public. path.5=/journal/get_articles

aut h. public. path. 6=/journal /get_latest_article_content
aut h. publi c. path. 7=/ ournal / get _structure

aut h. public. path. 8=/journal/get _tenplate

aut h. public. path.9=/journal _articles/view article_content
aut h. publ i c. pat h. 9=/ nessage_boar ds/fi nd_cat egory

aut h. publ i c. pat h. 10=/ nessage_boards/fi nd_nessage
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aut h. publ i c. path. 11=/ message_boar ds/fi nd_t hr ead
aut h. publ i c. pat h. 12=/ mnessage_boar ds/ get _nessage_at t achnment
aut h. publ i c. pat h. 13=/ nessage_boards/rss
aut h. publ i c. pat h. 14=/ messagi ng/ acti on
aut h. publ i c. pat h. 15=/ pol | s/ vi ew_chart
aut h. public. path. 16=/portal /json_regi ons
aut h. public. path. 17=/ portal / session_click
aut h. public. path. 18=/portal /session_tree js_click
aut h. publ i c. pat h. 19=/ shoppi ng/ noti fy
#i#t
## Auto Login
#t
#

# Input a list of conma delinmted class names that inplenent

# comliferay.portal.security.auth. AutoLogin. These classes will
run in

# consecutive order for all unauthenticated users until one of
themreturn a
_ # valid user id and password conbination. If no valid conbination
is

# returned, then the request continues to process normally. If a
valid

# conbination is returned, then the portal will automatically
[ ogi n t hat

# user with the returned user id and password combi nation

#

# For exanple, comliferay.portal.security.auth.Basi cAutolLogin
reads froma

# cookie to autonatically log in a user who previously logged in
whil e

# checking on the "Renember Me" box.

#

# This interface all ows deployers to easily configure the porta
to work

# with other SSO servers. See
comliferay.portal.security.auth. CASAut oLogin

# for an exanple of how to configure the portal with Yale's SSO
server.

#

aut 0.1 ogi n. hooks=com | i feray. portal .security. auth. Basi cAut oLogi n
#aut 0.1 ogi n. hooks=com | i feray. portal . security. auth. Basi cAut oLogi n,comliferay. port

#t
## SSO with MAC (Message Aut henticati on Code)
#it
#
# To use SSO with MAC, post to an URL |ike:
#

http://1 ocal host: 8080/ c/portal/logi n2cnmd=al r eady-r egi st er ed& ogi n=<user | d| emai | Add
#
# Pass the MAC in the password field. Make sure the MAC gets URL
encoded
# because it mght contain characters not allowed in a URL.
#
# SSOwith MAC al so requires that you set the follow ng property
# system properties:
#
# comliferay.util.servlet.SessionParaneters=fal se
#
#

See the follow ng |inks:
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# http://support.liferay.conl browse/LEP-1288

# http://en.w ki pedi a. or g/ w ki / Message_aut henti cati on_code

#

# Set the following to true to enable SSO wi th MAC

#

aut h. mac. al | ow=f al se

#

# Set the algorithmto use for MAC encryption

#

aut h. mac. al gori t hm=MD5

#

# Set the shared key used to generate the MAC

#

aut h. mac. shar ed. key=
#it
## Passwor ds
#it

#

# Set the following to true to encrypt passwords using a MD5 hash
al gorithm

# If set to false, passwords are stored in the database as plain
text.

#

passwor ds. encrypt ed=true

#

# Input a class nane that extends

# comliferay.portal.security. pwd. Basi cTool kit. This class will be
called to

# generate and val i date passwords.

#

passwords.tool kit=com liferay. portal.security. pwd. RegExpTool ki t

#

# If you choose to use the default

# comliferay.portal.security. pwd. RegExpTool kit as your passwords
tool kit

# set the regul ar expression pattern that will be used to generate
and
val i dat e passwords

Note that \ is replaced with \\ to work in Java.

The first pattern ensures that passwords must have at |east 4
val
characters consisting of digits or letters.

The second pattern ensures that passwords nust have at | east 8
val
characters consisting of digits or letters.

HTHOFHHFOHFHEHFHH

passwor ds. regexpt ool kit. pattern=(?=.{4})(?:[a-zA-Z0-9]*)
#passwor ds. regexpt ool kit. pattern=(?=.{8})(?:[a-zA Z0-9]*)

#

# Set the following to true if passwords can be a dictionary word.
#

passwor ds. al | ow. di cti onary. word=true

#
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# Set the following to true if users ought to change their
passwords on

# first use when an Administrator creates their account.

#

passwor ds. change. on. first. use=fal se

#

# Set the nunber of days that will pass before users are pronpted
to change

# their password. Set the nunber of days to O if passwords never
expire.

#

passwords. | i fespan=0

#

# Set the nunber of days that nust have passed before a password
is allowed

# to be recycled and used again. Set the nunber of days to O if
passwor ds

# can al ways be reused.

#

passwor ds. recycl e=0

H##
## Permn ssi ons
H##

#
# Set the default permi ssion checker class used by
# comliferay.portal.security. perm ssion. Perm ssi onCheckerFactory
to check
# perm ssions for actions on objects. These cl asses can be
overrided with
# custom cl asses that extend
# comliferay.portal.security. perm ssion.Perm ssionChecker| nmpl .
#
per i ssi ons. checker=com |iferay. portal.security. perm ssion. Perm ssi onChecker | npl

#

# Set the algorithmused to check pernissions for a user. This is
useful so

# that you can optinize the search for different databases. See

# comliferay.portal.service.inpl.Perni ssionLocal Servicel nmpl.

#

#per m ssi ons. user. check. al gorithnFl

per m ssi ons. user. check. al gorit hm=2

#per m ssi ons. user. check. al gorit hm=3

#per m ssi ons. user. check. al gorit hm=4

Hit
## Capt cha
Hit

ﬁ Set the maxi mum nunber of captcha checks per portlet session.
Set thglue to 0 to always check. Set this value to a nunber |ess than
° to# never check.

ﬁaptcha.nax.challengeszl

#
## Startup Events
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#i#t

#

# Input a list of commma delinmted class names that extend

# comliferay.portal.struts. SinpleAction. These classes will run
at the

# specified event.
#

#
# d obal startup event that runs once when the portal initializes.
#

gl obal . startup. events=com |iferay. portal.events. d obal StartupAction

#

# Application startup event that runs once for every web site
i nstance of

# the portal that initializes.

#
application.startup.events=comliferay.portal.events. AppStartupAction

#it
## Shut down Events
#it
#
# Input a list of comma delimted class names that extend
ﬁ comliferay.portal.struts. SinpleAction. These classes will run
at the

# specified event.
#

#
# d obal shutdown event that runs once when the portal shuts down.
#

gl obal . shut down. event s=com | i feray. portal . events. @ obal Shut downActi on

#
# Application shutdown event that runs once for every web site
i nstance of
# the portal that shuts down.
#
appl i cation. shut down. events=com | i feray. portal . events. AppShut downAct i on

#it
## Portal Events
#it
#
# Input a list of comma delimted class names that extend
# comliferay.portal.struts. Action. These classes will run before
or after
# the specified event.
#
#

# Servlet service event (The pre-service events have an associ at ed
err?L page and will forward to that page if an exception is thrown
durlQfgexcecution of the events. The pre-service events process before
ziru%sprocesses t he request. The post-service events process after

ruts
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# processes the request.
#

servl et.service.events. pre=com liferay. portal.events. Servi cePreAction

#servl et. service. events. pre=com | iferay. portal.events. LogMenor yUsageActi on, com | i f

comliferay. portal.events. ServicePreAction

#servl et. service. events. pre=com | iferay.portal.events. LogSessi onl dAction,comlifer

#servl et. service. events.pre=com|iferay.portal.events. Servi cePreAction,comliferay

#servl et. service. events.pre=com|iferay.portal.events. Servi cePreAction,comliferay
#servl et. servi ce. events. pre. error. page=/common/ error.jsp

servl et.service. events. post=com|iferay. portal.events. Servi cePost Acti on

#

# Logi n event

#

| ogi n. events. pre=com | iferay.portal.events. Logi nPreAction

| ogi n. events. post=com liferay. portal.events.Logi nPost Acti on

#
# Logout event
#
| ogout . events. pre=com | i feray. portal.events. Logout PreAction
| ogout . events. post=com | i feray. portal . events. Logout Post Acti on,com |iferay.portal.e

H##
## Default QGuest
H##

#

# The Guest group at |east one public page. The settings for the
initial

# public page are specified in the follow ng properties. For nore
conpl ex

# behavi or, override the addDefaul t Layouts nethod in

# comliferay.portal.service.inpl.G oupLocal Servicel nmpl.

#

#

# Set the |ayout nane.

#

defaul t. guest .| ayout. nane=\Wel cone

#

# Set the layout tenplate id that matches an existing TPL
#

#defaul t. guest.layout.tenplate.id=1 2 1 col ums

#def aul t. guest. | ayout.tenpl ate.id=1_col umm

#def aul t. guest. |l ayout.tenplate.id=2_2_ col umms

#def aul t. guest. |l ayout.tenpl ate.i d=2_col ums_i

def aul t. guest .l ayout.tenpl ate.id=2_col ums_ii
#def aul t . guest. |l ayout.tenpl ate.i d=2_col umms_i i
#def aul t . guest .l ayout.tenpl ate.i d=3_col ums

#

# Set the layout ids for the colum specified in the | ayout
tenpl at e.

#

defaul t. guest. | ayout. col um- 1=58,

defaul t. guest. | ayout. col um-2=47,

def aul t. guest .| ayout. col umm- 3=

def aul t. guest .| ayout. col um- 4=

#
# Enter either "800x600" or "1024x768" to set the | ayout
resol ution.
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#

def aul t. guest. | ayout. resol uti on=800x600
#H#
## Default User
#it

#

# Users who have the Power User role must have at |east one
private personal

# page. The settings for the initial private page are specified in
t he

# followi ng properties. For nore conpl ex behavior, override the

# addDef aul t Layouts met hod in
comliferay. portal.events. ServicePreActi on.

#

#

# Set the |ayout nane.

#

defaul t. user. | ayout. nane=Hone

#

# Set the layout tenplate id that matches an existing TPL
#

#defaul t.user.layout.tenplate.id=1_2 1 columms

#defaul t. user. |l ayout.tenplate.i d=1_col um

#defaul t. user. |l ayout.tenplate.i d=2_2 col ums

#defaul t.user. |l ayout.tenplate.i d=2_col ums_i

defaul t.user.layout.tenplate.id=2_columms_ii

#defaul t.user.layout.tenplate.id=2_colums_ii

#defaul t. user. |l ayout.tenplate.i d=3_col ums

#

# Set the layout ids for the colum specified in the | ayout
tenpl at e.

#

def aul t. user. | ayout. col um-1=82, 23, 61, 65,
def aul t. user. | ayout. col um-2=8, 11, 36, 33,
defaul t.user. |l ayout.col um- 3=
defaul t.user.layout.col um-4=

#

# Enter either "800x600" or "1024x768" to set the | ayout
resol ution.

#

defaul t.user. | ayout.resol uti on=800x600

#t
## Default Adm n
Hit
#
# Set the default admin password.
#
def aul t. adm n. passwor d=t est
#
# Set the default admin enail address prefix.
#

defaul t.adm n. emai | . addr ess. prefi x=t est

#
# Set the default admn first name.
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#
defaul t.adm n.first. nane=Test
#
# Set the default adm n niddl e nane.
#
def aul t. adni n. m ddl e. nane=
#
# Set the default adm n | ast name.
#
defaul t.adm n. | ast. nane=Test
#H#
## Layouts
#H#

#

# Set the list of layout types. The display text of each of the
| ayout types

# is set in content/Language. properties and prefixed with
"l ayout.types.".

#

# You can create new | ayout types and specify custom settings for
each

# layout type. End users input dynami c val ues as designed in the
edit page.

# End users see the layout as designed in the view page. The
gener at ed

# URL can reference properties set in the edit page. Parentable
| ayout s

# can contain child layouts.

#

| ayout . types=portlet, enbedded, article,url
#

# Default settings |ayouts.

#

| ayout . edit. page=/portal/layout/edit/portlet.jsp
| ayout . vi ew. page=/ portal /|l ayout/view portlet.]sp
[ayout.url =${liferay: mai nPath}/portal/layout?p_| _id=${liferay:plid}
l ayout.url.friendliabl e=true
| ayout . parent abl e=t rue

#

# Settings for portlet layouts are inherited fromthe default
settings.

#

#l ayout . edi t. page[ portlet]=/portal/layout/edit/portlet.jsp

#l ayout . vi ew. page[ portlet]=/portal /|l ayout/view portlet.jsp
#layout.url[portlet]=%{liferay: mai nPath}/portal/layout?p_| _id=${liferay:plid}

#l ayout . url .friendliabl e[ portlet]=true

#1 ayout . parent abl e[ portl et]=true

#
# Settings for enbedded | ayouts.
#
| ayout . edi t. page[ enbedded] =/ portal /| ayout/ edi t/ enbedded. j sp
| ayout . vi ew. page[ enbedded] =/ portal /| ayout/ vi ew enbedded. j sp
 ayout. url [ enbedded] =${Ii f eray: mai nPat h}/portal /Il ayout ?p_| _id=${liferay: plid}
[ ayout.url.friendliabl e[ embedded] =t rue
| ayout . par ent abl e[ enbedded] =f al se

#
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# Settings for article |ayouts.

#

| ayout . edit.page[article]=/portal/layout/edit/article.jsp

| ayout . vi ew. page[article]=/portal/layout/view article.jsp

layout.url.friendliable[article]=true
layout.url[article]=${liferay: mai nPath}/portal/layout?p_| _id=${liferay

| ayout . parentabl e[ articl e] =fal se

#

# Settings for URL | ayouts.

#

| ayout . edit. page[url]=/portal/layout/edit/url.jsp
| ayout . vi ew. page[url]=

layout.url[url T=${url}
layout.url.friendliable[url]=true

| ayout . parentabl e[url]=fal se

#

# Specify static portlets that cannot be noved and will al ways
appear on

# every layout. Static portlets will take precedence over portlets
t hat may

# have been dynanically configured for the |ayout.

#

# For example, if you want the Hello World portlet to al ways
appear at the

# start of the iteration of the first colum for user |layouts, set
t he

# property "layout.static.portlets.start.colum-1[user]" to "47"
If you

# want the Hello World portlet to always appear at the end of the
second

# columm for user |ayouts, set the property

# "layout.static.portlets.end.colum-2[user]” to "47". You can
i nput a

# list of comm delimted portlet ids to specify nore than one
portlet.

#

# The static portlets are fetched based on the properties
control | ed by

# customfilters using EasyConf. By default, the available filters
are

# user, comunity, and organization.

#

#l ayout . stati

#| ayout . stati

#l ayout . stati

#l ayout . stati

#l ayout . stati

#l ayout . stati

.portlets.start.colum-1[user]=3,6
.portlets. end. col um-1[user] =14
.portlets.start.col um-2[user]=
.portlets. end. col um-2[user]=
.portlets.start.col um-3[user]=7
.portlets. end. col um-3[user] =8

sNeNeoNeNeNel

#

# It is also possible to add a static portlet which only shows in
the first

# layout of a user or conmunity.

#

#l ayout . static.portlets.start.colum-1[user][firstLayout]=3,6

#l ayout . static. portlets. end. col um-2[comunity][firstLayout]=14

#

# Set the static layouts for comunity | ayouts.

#

#l ayout . static.portlets.start.colum-1[comunity]=
#l ayout . static. portlets.end. col um-1[ community]=

24

cplid}



Configuration Options

#l ayout . static.portlets.start.col um-2[ comunity]
#l ayout . static. portlets. end. col um-2[ comuni ty] =
#l ayout . static.portlets.start.col um-3[comunity]
#l ayout . static. portlets. end. col um-3[ comrmunity]=

#
# Set the static layouts for organization |ayouts.
#
#l ayout . static.portlets.start.colum-1[organi zation]=
#l ayout . static. portlets. end. col um-1[ organi zati on] =
#l ayout . static. portlets.start.col um-2[organi zati on]
C.
C.
C.

#l ayout . static. portlets. end. col um-2[ organi zati on] =
#l ayout . static. portlets.start.col umm-3[organi zati on]
#l ayout . static. portlets. end. col um-3[ organi zati on] =

#

# Set the public and private servlet napping for

# comliferay.portal.servlet.Friendl yURLServlet. This val ue nust
mat ch t he

# servl et mapping set in web.xn.

#

# For example, if the private pages are mapped to "/group” and the
group's

# friendly URL is set to "/guest"” and the layout's friendly URL is
set to

# "/ conmpany/ communi ty", then the friendly URL for the page will be

# http://ww. |iferay.com group/ guest/conpany/ comunity. Private
pages are

# only available to authenticated users with the proper
per m ssi ons.

#

# For exanple, if the public pages are mapped to "/web" and the
group's

# friendly URL is set to "/guest” and the layout's friendly URL is

# "/ conpany/ community", then the friendly URL for the page will be
# http://wwv |iferay.con web/guest/conpany/conmunity. Public pages
#
#

are
avai | abl e to unaut henti cated users.
# The friendly URL's for users, groups, and |ayouts can be set
during
# runtinme.
#

| ayout.friendly.url.private.servlet. mappi ng=/group
[ ayout.friendly.url.public.servlet. mppi ng=/web

#

# Redirect to this resource if the user requested a friendly URL
t hat does

# not exist. Leave it blank to display nothing.

#

#l ayout . friendly. url.page.not.found=/htm /portal/404.htm

#
# Set the reserved keywords that cannot be used in a friendly URL.

#
| ayout.friendly.url.keywords=c, group, web, i mage, wsr p, page, public, private, bl ogs, cal e
i mage_gal |l ery, j ournal , message_boar ds, podcast, rss, w ki

#

# Set the following to true if users are allowed to add portlets
fromthe

# | ayout page.
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#

[ ayout . add. portl ets=true

#

# Set the maxi mumlength to display a |ayout name.

#

| ayout . nane. max. | engt h=10

#

# Set the maxi mum nunber of tabs per row

#

| ayout . t abs. per.row=7

#

# Set the following to true if |layouts should renmenber (across
sessi ons)

# that a wi ndow state was set to nmaxini zed

#

| ayout . remenber. sessi on. wi ndow. st at e. maxi m zed=f al se

#

# Set the following to true if layouts should renenber (across
requests)

# that a wi ndow state was set to maxi m zed

#

| ayout . remenber. request.w ndow. st at e. maxi m zed=t r ue

#

# Set the following to true if guest users should see the naxim ze
wi ndow

# icon.

#

| ayout . guest . show. nax. i con=f al se

#

# Set the following to true if guest users should see the ninimze
wi ndow

# icon.

#

| ayout . guest . show. ni n. i con=f al se

#

# Set the following to true if users are shown that they do not
have access

# to a portlet. The portlet init paraneter
"show portl et-access-deni ed” wll

# override this setting.

#

[ ayout . show. portl et. access. deni ed=true

#

# Set the following to true if users are shown that a portlet is
i nacti ve.

# The portlet init paraneter "show portlet-inactive" will override
this

# setting.

#

| ayout . show. portlet.inactive=true

#

# Set the default |ayout tenplate id used when creating |ayouts.
#

 ayout . default.tenplate.id=2_colums_ii
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#

# Set the following to false to disable parallel rendering. You
can al so

# disable it on a per request basis by setting the attribute key

# comliferay.portal.util.WbKeys. PORTLET_PARALLEL_RENDER to the

# Bool ean. FALSE in a pre service event.

#

| ayout . paral |l el . render. enabl e=true

#it
## Portlet URL
#t
#
# Set the following to true if calling setParaneter on a portlet
URL appends

# the paraneter value versus replacing it. There is sone
di sagreenent in the
o # interpretation of the JSR 168 spec anong portl et devel opers over
this
# specific behavior. Liferay Portal successfully passes the
portlet TCK
# tests whether this value is set to true or false
#
# See http://support.liferay.con browse/LEP-426 for nore
i nformati on.
#
portlet.url.append. paraneters=fal se

#
# Set the following to true to allow portlet URLsS to generate with
an anchor

# tag.
#
portlet.url.anchor. enabl e=fal se
##t
## Preferences
##t

#

# Set the following to true to validate portlet preferences on
startup.

#

preference. val i date. on. startup=fal se

H#Hit
## Struts
H#Hit

#
# I nput the custom Struts request processor that will be used by
Struts
# based portlets. The custom cl ass nmust extend
# comliferay.portal.struts. Portl et Request Processor and have the
sane
# constructor.
#
struts.portlet.request. processor=comliferay.portal.struts.PortletRequestProcessor

##
## | mages
##
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#
#

m ssin

Set the | ocation of the default spacer
g
[

mage that is used for

# inmages. This inage nust be found in the class path.
#

i mage. def aul t. spacer=coni |l iferay/ portal/dependenci es/spacer. gif

H* 3=

for
#
cl ass
#

Set the | ocation of the default

m ssi ng user

pat h.

portrait

i mages.

user

portrait inmage that is used

This image nust be found in the

i mge. defaul t.user.portrait=con|iferay/portal/dependencies/user_portrait.gif

##
## Edi
##

#

# You can configure individual

tors

i mpl enent ati on of

# the avail abl e WYSI WG editors:

tinync

e,

# or tinynctesinple.

#

JSP pages to use a specific

edi tor.wysi wyg. def aul t =f ckedi t or

edi t or.
edi t or.
edi tor.

edi tor

edi tor.
edi tor.

edi t or

edi tor.
edi tor.

edi t or

edi tor.

##
## Fie
##

#

| ds

WySI wyg.
WySI wyg.
WySI wyg.
. Wysi wyg.
WySI wyg.
WySI wyg.
. Wysi wyg.
WySI wyg.
WySI wyg.
. Wysi wyg.
wysi wyg.

portal - web.
portal - web.
portal - web.
portal - web.
portal - web.
portal - web.
port al - web.
port al - web.
port al - web.
portal - web.
portal - web.

docr oot .
docr oot .
docr oot .
docr oot .
docr oot .
docr oot .
docr oot .
docr oot .
docr oot .
docr oot .
docr oot .

htm .
htm .
htm .
htm .
htm .
htnm .
htm .
htm .
htm .
htm .
htm .

[iferay,

portl et
portl et

portlet.
portlet.
portlet.
portlet.
portlet.
portlet.
portlet.
portlet.

portl et

fckeditor, sinple,

.adm n. users. j sp=fckedi t or

.blogs. edit_entry.jsp=fckeditor

cal endar. edit_configuration.jsp=fck
journal .edit_article _content.jsp=fc
journal .edit_article _content_xsd_el
journal .edit_configuration.jsp=fcke
mai | . edit.]sp=fckeditor

mai | . edit _nessage. j sp=f ckedi t or
nmessage_boards. edit _configuration. ]
shoppi ng. edit _configuration.jsp=fck
. W ki . edit_page.]jsp=fckeditor

# Set the following fields to false so users cannot see them Sone

conpan

y

# policies require gender and birthday information to al ways be

hi dden
#

field.enable.comliferay. portal.nodel.Contact. mal e=true
field.enable.comliferay. portal.nodel.Contact.birthday=true

##

## Amazon License Keys

##

#
#
keys b

# incrementing the | ast

Round-

Enter a list of valid Arazon |license keys. Configure additional

y
Robi n

nunber .

The keys are used follow ng a

# algorithm This is nade available only for personal use. Please

see th

e

# Amazons |icense at

http://ww. amazon. com for nore infornmation
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#
#amazon. |l i cense. 0=
#amazon. |l i cense. 1=
#amazon. | i cense. 2=
#amazon. | i cense. 3=
#t
## Googl e Li cense Keys
#t
#
# Enter a list of valid Google |license keys. Configure additional
keys by

# incrementing the |last nunmber. Each key is valid for 1000
requests. This is

# made available only for personal use. Please see the Google
i cense at

# http://ww. googl e.confapis for nmore infornmation.

#
#googl e. | i cense. 0=
#googl e. | i cense. 1=
#googl e. | i cense. 2=
#googl e. | i cense. 3=
#

# Enter a valid Google Maps |icense key for your domain. See
# http://ww. googl e. conf api s/ maps for nore information
#

#googl e. maps. | i cense=

#t
## | nstant Messenger
#t

#

# Set the AIMIogin and password by which the systemw |l use AIM
to

# communi cate with users.

#

ai ml ogin=

ai m passwor d=

#

# Due to a bug in JGscarLib 0.3bl, you nust set the full path to
the 1CQ

# jar.

#

# See the foll ow ng posts:

# http://sourceforge. net/forum nmessage. php?nsg_i d=1972697

# http://sourceforge. net/forum nmessage. php?nsg_i d=1990487

#

icg.jar=C /Javalorion-2.0.7/1ib/icqg.jar

#

# Set the ICQ login and password by which the systemw || use |ICQ
to

# comuni cate with users.

#

i cq.login=

i cq. password=

#

# Set the MBN | ogin and password by which the systemw ||l use MSN
to
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# communi cate with users.
#

nmsn. | ogi n=

nen. passwor d=

#
# Set the YMIlogin and password by which the systemw |l use YMto
# comuni cate w th users.

#

ym | ogi n=

ym passwor d=
#t
## Lucene Search
Hit

#

# Set the following to true if you want to i ndex your entire
library of

# files on startup.

#

i ndex. on. startup=true

#

# Set the following to true if you want the indexing on startup to
be

# executed on a separate thread to speed up execution

#

i ndex. wi t h. t hread=f al se

#

# Desi gnate whet her Lucene stores indexes in the file systemor in
t he

# dat abase.

#

#l ucene. store. t ype=j dbc

| ucene.store.type=file

#

# Set the JDBC dial ect that Lucene uses to store indexes in the
dat abase.

# This is only referenced if Lucene stores indexes in the
dat abase. Liferay

# will attenpt to |oad the proper dialect based on the URL of the
JDBC

# connection. For exanple, the property
"l ucene.store.jdbc.dialect.nmysqgl" is

# read for the JDBC connection URL
"jdbc: nysql ://1ocal host/ I portal "

#

| ucene. store.jdbc. di al ect.db2=org. apache. | ucene. store. jdbc. di al ect. DB2Di al ect

| ucene. store.jdbc. di al ect. hsql db=or g. apache. | ucene. store. jdbc. di al ect. HSQLD al ect

| ucene. store.jdbc.dial ect.jtds=org. apache. | ucene. store.jdbc.dial ect. SQLServerDi al e
| ucene. store.jdbc. dial ect.nicrosoft=org. apache. | ucene. store.jdbc.dial ect. SQLServer

| ucene. store. jdbc. dial ect. nysql =org. apache. | ucene. store.jdbc. dial ect. yWSQLD al ect

| ucene. store.jdbc. dial ect. oracl e=org. apache. | ucene. store. jdbc. di al ect. Oracl eDi al ec
| ucene. store.|dbc. dial ect. post gresql =org. apache. | ucene. store.jdbc. di al ect. Post greS

#

# Set the directory where Lucene indexes are stored. This is only
ref erenced

# if Lucene stores indexes in the file system

#

[ ucene. dir=/hone/liferay/l ucene/
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#

# Input a class name that extends

# comliferay.portal.lucene. LuceneFil eExtractor

cal l ed by

This class is

# Lucene to extract text fromconplex files so that they can be

properly

# i ndexed.

#

lucene.file.extractor=comliferay.portal.lucene. LuceneFi| eExtractor

#

# Set the default analyzer

#

#l ucene.
#l ucene.
#l ucene.
#| ucene
#| ucene.
#| ucene.
#| ucene
#l ucene.
#| ucene.

anal yzer =or g.
anal yzer =or g.
anal yzer =or g.
. anal yzer =org.
anal yzer =org.
anal yzer =org.
. anal yzer =org.
anal yzer =org.
anal yzer =or g.

apache
apache
apache
apache
apache
apache
apache
apache
apache

used fo

.l ucene.
.l ucene.
.l ucene.

.lucene

.l ucene.
.l ucene.

.l ucene

.l ucene.

.l ucene

r i ndexi

anal ys
anal ys
anal ys
.anal ys
anal ys
anal ys
.anal ys
anal ys

ng and retrieval .

nnnnnnounuon

.br.BrazilianAnal yzer
. cn. Chi neseAnal yzer

. cj k. CJKAnal yzer
.cz.CzechAnal yzer

.nl . Dut chAnal yzer
.fr.FrenchAnal yzer

. de. Ger manAnal yzer

. Keywor dAnal yzer

. i ndex. menory. PatternAnal yzer
#1 ucene. anal yzer =or g. apache. | ucene. anal ysi s. Per Fi el dAnal yzer W apper
#l ucene. anal yzer =or g. apache. | ucene. anal ysi s. ru. Russi anAnal yzer
#l ucene. anal yzer =or g. apache. | ucene. anal ysi s. Si npl eAnal yzer
#1 ucene. anal yzer =or g. apache. | ucene. anal ysi s. snowbal | . Snowbal | Anal yzer
| ucene. anal yzer =or g. apache. | ucene. anal ysi s. st andar d. St andar dAnal yzer
#l ucene. anal yzer =or g. apache. | ucene. anal ysi s. St opAnal yzer
#1 ucene. anal yzer =or g. apache. | ucene. anal ysi s. Wi t espaceAnal yzer

# You can add a listener for a specific class by setting the

comliferay. portal.nodel. Mdel Li stener.

comliferay. portal . nodel
comliferay. portal . nodel
comliferay. portal . nodel
comliferay. portal . nodel
comliferay
comliferay

# Set the following to true to check | ast

# Enter a list of paths that wll

##t
## Val ue bj ect
#it
#
property
# "val ue.object.listener"
i mpl ement s
#
#
val ue. obj ect. | i stener
val ue. obj ect. | i stener
val ue. obj ect. | i stener
val ue. obj ect. | i stener
val ue. obj ect. | i stener
val ue. obj ect. | i stener
Hit
## Last Modified
Hit
#
si de CSS
# and JavaScri pt.
#
| ast. nodi fied. check=true
#
t he | ast

# nodi fi ed date.

These pat hs must extend

plus the class name to a class that

Layout =com | i feray. portal . nodel . Lay
Layout Set =com | i f eray. portal . nodel .
Portl et Preferences=com|iferay. port
User=com | i feray. portal . nodel . UserL

.portlet.journal.nodel.Journal Article=comliferay
.portlet.journal.nodel.Journal Tenpl ate=com | ifera

nodi fi ed date on server

only be executed when newer than

31



Configuration Options

# comliferay.portal.lastnodified. Last Modi fi edAction
#

| ast. nodified. path. 0=/ portal /css_cached

| ast. nodified. path. 1=/ portal /javascript_cached

#it
## XSS (Cross Site Scripting)
#it
#
# Set the following to false to ensure that all persisted data is
stri pped
# of XSS hacks.
#

xss. al | ow=f al se

#

# You can override the "xss.allow' setting for a specific class by
setting

# the property "xss.allow' plus the class nane.

#

xss.allow. comliferay. portal.nodel.Portlet=true
xss.allow. comliferay. portal.nodel.PortletPreferences=true

#

# You can override the "xss.allow' setting for a specific field in
a class

# by setting the property "xss.allow' plus the class and field
nane.

#
xss.al low.comliferay.portlet.journal.nodel.Journal Article.content=true
xss.al low.comliferay.portlet.journal.nodel.Journal Structure.xsd=true
xss.allow.comliferay.portlet.journal.nodel.Journal Tenpl ate. xsl =true

H#Hit
## Counter Server
H#Hit

#

# Uncomment the follow ng and set the appropriate values if the
server

# resides on a renote server. Make sure the EJBs are avail able on
the renote

# server and not on the portal server.

#
#com liferay_counter _ejb_Count er Manager j ava. nam ng.factory.initial=comevermnd.s
#com | iferay_counter_ej b_Count er Manager _j ava. nam ng. provi der. url =orm ://host/defau
#com | i feray_counter_ejb_Count er Manager _j ava. nam ng. security. princi pal =adm n
#com | i feray_counter_ej b_Count er Manager _j ava. nam ng. security.credential s=1234
#t
## Lock Server
#t
#

# Unconment the followi ng and set the appropriate values if the
server

# resides on a renote server. Make sure the EJBs are avail able on
the renote

# server and not on the portal server.

#
#com | iferay_|l ock_ejb_LockManager_java. nami ng.factory.initial =comevermn nd. server.
#com | iferay_| ock_ejb_LockManager _j ava. nam ng. provi der.url=orm ://host/default
#com|liferay | ock_ej b_LockManager | ava. nami ng.security. princi pal =adnin
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#com liferay_ |l ock_ejb_LockManager j ava. nami ng.security.credential s=1234

#
# Set the lock expiration tine for each class.
#
#
# 1 day
#
| ock.expiration.tine.comliferay. portlet.docunentlibrary. nodel.DLFil eEntryMdel =86
#
# 20 m nutes
#
| ock.expiration.tinme.comliferay.portlet.w ki.nodel.W ki PageMbdel =1200000
#H#
## Jabber
#it
j abber . xnmpp. server. enabl ed=f al se
| abber . xmpp. server. addr ess=I ocal host
| abber . xnmpp. server. nane=| ocal host
| abber . xnmpp. server. port=5222
j abber . xnmpp. user. passwor d=L1f 3RayJabb3r
H#H#
## JBI
#H#
j bi .workflow. url=http://1ocal host: 8080/ servi cem x-web/ wor kf | ow
#it
## JCR
#it

jer.initialize.on.startup=fal se

j cr.wor kspace. name=l i f eray
j cr. node. docunent | i brary=docunentli brary

jcr.jackrabbit.repository.root=/hone/liferay/jackrabbit
jcr.jackrabbit.config.file.path=${jcr.jackrabbit.repository.root}/repository.xm
jcr.jackrabbit.repository. honme=${jcr.jackrabbit.repository.root}/hone

jcr.jackrabbit.credentials.usernane=none

jcr.jackrabbit.credential s. password=none

#it
## Reverse AJAX
H#
reverse. aj ax. enabl ed=f al se
reverse. aj ax. heart beat =180000
#it
## SMIP
#it
snt p. server. enabl ed=t rue
snt p. server. port=48625
snt p. server. subdomai n=event s
H#H#

## Wb Server
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##

#

# Set the HTTP and HTTPs ports when running the portal in a J2EE
server that

# is sitting behind another web server |ike Apache. Set the val ues
to -1 if

# the portal is not running behind another web server |ike Apache.

#

web. server. http. port=-1

web. server. https. port=-1

#

# Set the hostnane that will be used when the portlet generates
URLsS.

# Leaving this blank will mean the host is derived fromthe
servl et

# cont ai ner.

#

web. server. host =

#

# Set the preferred protocol

#

#web. server. prot ocol =htt ps
Hit
## Main Servl et
Ht

F*

# Servlets can be protected by
comliferay.filters.secure. SecureFilter

F*

# Input a list of commma delimted IPs that can access this
servlet. Input a

# blank list to allow any IP to access this servliet. SERVER IP
will be

# replaced with the I P of the host server.

#

mai n. servl et. hosts. al | owed=

#
# Set the following to true if this servlet can only be accessed
via https.
#
mai n. servl et. https. required=fal se
#t
## Axis Servl et
Hit
#
# See Main Servlet on howto protect this servlet.
#
axi s.servl et. hosts. al |l owned=127.0.0. 1, SERVER | P
axi s.servl et. https.required=fal se
#i#t
## Liferay Tunnel Servl et
#t

#
# See Main Servlet on howto protect this servlet.
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#
tunnel . servl et. hosts. al |l owed=127.0.0. 1, SERVER | P
tunnel . servl et. https.required=fal se

Ht
## Spring Renoting Servl et
#t
#
# See Main Servlet on howto protect this servlet.
#
spring. renoting. servl et. hosts. al |l owed=127.0.0. 1, SERVER | P
spring.renoting.servlet. https.required=false
Hit
## WebDAV Servl et
Ht
#
# See Main Servlet on howto protect this servlet.
#
webdav. servl et. hosts. al | owed=127.0.0. 1, SERVER | P
webdav. servl et. https. requi red=fal se
#t
## Adm n Portl et
Hit
admi n. def aul t. group. nanes=
adm n. defaul t.rol e. names=Power User\ nUser
adm n. def aul t. user. group. nanes=
adm n. nai | . host . nanes=
adm n. reserved. enai | . addr esses=
adm n. reserved. user.ids=
adm n. enai | . from name=Joe Bl oggs
admin.emai |l . from address=test @i f eray. com
admi n. emai | . user. added. enabl ed=t r ue
adm n. enni | . user. added. subj ect=coni | i feray/ portl et/ adm n/ dependenci es/ emai | _user_a
adm n. enni | . user. added. body=coni | i f eray/ port| et/ adm n/ dependenci es/ enai | _user _adde
adm n. enni | . passwor d. sent . enabl ed=t r ue
adm n. emai | . passwor d. sent . subj ect=coni | i feray/ portl et/ adm n/ dependenci es/ emai | _pas
adm n. emai | . passwor d. sent . body=coni | i feray/ portl et/ adm n/ dependenci es/ emai | _passwo
#t
## Al fresco Content Portl et
Hit
#
# Set this TOtrue to sinulate single sign on for those who do not
have a

# true SSO engine installed. This should never be set in

producti on because

# of its inherent security hole.
#
al fresco. content. one. step. edit.sso. simul at e=f al se

#
# Set this to the |ocation of the Al fresco server URL
#

35



Configuration Options

al fresco. content.server.url=http://Iocal host: 8080

HH#
## Cal endar Portl et
HH#

#

# Set the list of event types. The display text of each of the
event types

# is set in content/Language. properties.

#
cal endar . event .t ypes=anni ver sary, appoi nt ment, bi | | - payment, bi rt hday, br eakf ast, cal |
cl ub-event, concert, di nner, graduat i on, happy- hour, hol i day, i nt ervi ew, | unch, neeti ng, no
ot her, party, performance, r euni on, sports-event, travel,tv-show vacati on, weddi ng

cal endar. emai | . from name=Joe Bl oggs
cal endar.ennil.from address=test @i feray. com

cal endar. enni | . event. rem nder. enabl ed=true
cal endar. emai | . event. rem nder. subj ect =com | i feray/ portl et/ cal endar/ dependenci es/ en
cal endar. emai | . event. rem nder. body=com | i feray/ portl et/ cal endar/ dependenci es/ emai

#it
## Document Library Portl et
#it

#

# Uncoment the followi ng and set the appropriate values if the
server

# resides on a renote server. Make sure the EJBs are avail able on
the renote

# server and not on the portal server.

#
#com liferay_docunentlibrary_ejb_DLManager java. nanmi ng.factory.initial=comevernin
#com | iferay_documentlibrary_ejb_DLManager _j ava.nam ng. provi der.url=orm://host/de
#com |iferay_docunentlibrary_ejb_DLManager java.nani ng.security. principal =adni n
#com |iferay_docunentlibrary_ejb_DLManager java.nani ng.security.credential s=1234

# Set the directories where docunents are stored. This is now
depr ecat ed
# because docunments are stored in Jackrabbit.

#
dl . root.dir=/hone/liferay/docunentlibrary/root/
dl . version.root.dir=/hone/liferay/docunentlibrary/vroot/

#

# Set the maximumfile size and valid file extensions for
docurents. A val ue

# of O for the maximumfile size can be used to indicate unlimnted
file

# size. Afile extension of * will pernmt all file extensions.

#

# You can map a G F for the extension by adding the inmage to the
t heme's

# inmage di splay and docunent |ibrary folder. The wildcard
extension of *

# will be ignored. For exanple, the default image for the DOC
ext ensi on

# woul d be found in:
/htm /thenes/cl assi c/i mages/ docunent _I i brary/doc. gif.

#

#dl . fil e. max. si ze=307200

#dl . fil e. max. si ze=1024000
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dl.file.mx. size=5120000
dl .file.extensions=. bnp,.css,.doc,.qgif,.gz,.htm.htm,.jpg,.js,.pdf,.png,.ppt,.rtf
.tar, . tiff,.tgz,.txt,.xls,.xm,.zip,.odt,.ott, ods

#
# Set the following to true to cache directory views.

#
dl . version. cache. directory. vi ews=true

#it
## lmage Gallery Portl et
#it

#

# Set the maximumfile size and valid file extensions for inages.
A val ue

# of O for the maximumfile size can be used to indicate unlimted
file

# size. Afile extension of * will pernmit all file extensions. Set
t he
# maxi mum t hunbnail height or width to 0 to ignore that di mension
#
i g.1 mage. max. si ze=307200
i g.1 mage. extensions=.gif,.jpeg,.jpyg,.png
i g.1 mage. t humbnai | . max. hei ght =50
i g.image. t hunbnai | . max. wi dt h=50
Hit
## Journal Portl et
##t

#

# Set the list of article types. The display text of each of the
article

# types is set in content/Language. properties.

#

journal .article.types=general, news, press-rel ease, t est, announcenent s, bl ogs

#

# Set this to true so that only the |latest version of an article
that is

# al so not approved can be saved w thout increnenting version

#

journal .article.force.increment.version=false

#

# Set the maximumfile size and valid file extensions for inmages.
A val ue

# of O for the maximumfile size can be used to indicate unlimnted
file

# size. Afile extension of * will permt all file extensions.

#

journal.imge. snal | . max. si ze=51200

journal .imge. extensions=.gif,.jpeg,.jpg,.png

#
# Input a list of comma delimted class nanes that extend
# comliferay.portlet.journal.util.TransformerlListener. These
cl asses w ||
# run in sequence to allow you to nodify the XM. and XSL before
it's
# transformed and allow you to nodify the final output.
#
journal .transforner.listener=comliferay.portlet.journal.util.TokensTransfornerLis
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comliferay.portlet.journal.util.PropertiesTransfornerLi stener,comliferay.portlet
#journal .transforner.listener=comliferay.portlet.journal.util.TokensTransfornerLi

#

# Set whether to synchronize content searches when server starts.
#

journal.sync.content.search. on. startup=fal se

journal .email.fromnane=Joe Bl oggs
journal .enail.from address=test @i feray.com

journal .email .article.approval . deni ed. enabl ed=f al se
journal .email.article.approval . deni ed. subj ect=coniliferay/portlet/journal/dependen
journal .email.article.approval.deni ed. body=coni|iferay/portlet/journal/dependencie

journal .email.article.approval.granted. enabl ed=f al se
journal .email .article.approval . granted. subject=coniliferay/portlet/journal/depende
journal .email.article.approval . granted. body=com |i feray/portlet/journal/dependenc

journal .email.article.approval . requested. enabl ed=f al se
journal .email.article.approval . requested. subject=com |iferay/portlet/journal/depen
journal .email .article.approval . requested. body=com | i feray/portlet/journal/dependen

journal .email .article.review enabl ed=f al se
journal .email.article.review subject=com |iferay/portlet/journal/dependencies/enai
journal .email.article.review body=coniliferay/portlet/journal/dependencies/enmail _a

Hit
## Journal Articles Portl et
##t
#
# Set the avail able values for the nunber of articles to display
per page.
#
journal .articl es. page. del ta. val ues=5, 10, 25, 50, 100
Hit
## Mail Portl et
Hit

#

# Unconment the followi ng and set the appropriate values if the
server

# resides on a renpte server. Make sure the EJBs are avail able on
the renote

# server and not on the portal server.

#
#com liferay_nmail _ejb_Mail Manager _j ava. nami ng.factory.initial =com everm nd. server.
#comliferay_nmail _ej b_Mail Manager | ava. nam ng. provi der. url =orm :// host/ defaul t
#com | iferay_mail _ej b_Mil Manager _j ava. nani ng. security. princi pal =admi n
#com |iferay_nmil _ejb_Mil Manager _j ava. nam ng. security. credenti al s=1234

#

# Set the following to false if adm nistrator should not be
allowed to

# change the mail domain via the Adm n portlet.

#

mai | . nx. updat e=t r ue

#

# Set the nanme of the class that inplenments
comliferay.mil.util.Hook

# The mail server will use this class to ensure that the mail and
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port al

# servers are synchroni zed on user information. The portal wll
not know

# how to add, update, or delete users fromthe nmail server except

t hr ough
# this hook.
#
# Avai |l abl e hooks are:
# comliferay.mail.util.CyrusHook
# comliferay.mil.util.DunmyHook
# comliferay.mail.util.Sendmail Hook
# comliferay.mail.util.Shell Hook
#
mai | . hook. i npl =com |iferay.mail.util.DunmyHook
#

# CyrusHook
#

# Set the commands for adding, updating, and deleting a user where
# %% is the user id. Replace the password with the password for
t he cyrus
# user.
#
mai | . hook. cyrus. add. user =cyrusadm n password create %1%
#mai | . hook. cyrus. add. user =cyrus_adduser password %%
mai | . hook. cyrus. del et e. user =cyrusadmi n password del ete %%
#mai | . hook. cyrus. del et e. user =cyrus_userdel password %1%
mai | . hook. cyrus. home=/ hone/ cyr us

#

# Sendnai | Hook

#

# Set the commands for adding, updating, and deleting a user where
# %% is the user id and %2% is the password. Set the honme and
# virtual user table information.

#

mai | . hook. sendnai | . add. user =adduser %% -s /bin/fal se

mai | . hook. sendnmai | . change. passwor d=aut opasswd %1% %2%

mai | . hook. sendmai | . del et e. user=userdel -r %%

mai | . hook. sendmai | . honme=/ hone

mai | . hook. sendmai | . virtusertabl e=/etc/mail/virtusertable

mai | . hook. sendnmi | . virtusertabl e.refresh=bash -c "nmakemap hash
/etc/mail/virtusertable < /etc/mail/virtusertable"

F*

# Shel | Hook

#

# Set the location of the shell script that will interface with
any nmail

# server.

#

mai | . hook. shel | . scri pt=/usr/sbin/mil adn n. ksh

#

# Set the mail box style that your |MAP server uses. Washington
| MAP uses

# "mail/" whereas Courier |IMAP and Cyrus | MAP use "I NBOX." as
their mail box

# styles. The mail box style is an I MAP inplenmentation specific
namespace

# that is used in referencing fol ders.

#

#mai | . box. styl e=mai | /

mai | . box. styl e=I NBOX.
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#

# Set the name of the Inbox folder. Mst | MAP servers use "I NBOX"
as the

# fol der nane. Domino requires "lnbox" as the fol der nane.

#

mai | . i nbox. nane=I NBOX

#mai | . i nbox. name=I nbox

#

# Set other default folder nanes.
#

mai | . spam nane=Spam

mai | . sent . nane=Sent

mai | . drafts. name=Drafts
mai | . trash. nane=Trash

#

# The user will be warned once per session to enpty their spamif
their spam

# fol der exceeds this size. Set the size to 0 to disable any
war ni ngs.

#

mai | . spam war ni ng. si ze=5120000

#

# The user will be warned once per session to enpty their trash if
their

# trash fol der exceeds this size. Set the size to 0 to disable any
war ni ngs.

#

mai | . t rash. war ni ng. si ze=5120000

#

# Some mail servers do not allowa "." in their user nanes. Set
t he

# following to true to replace all "." in a user name with a "_"
when nmaki ng

# calls to the mail server.

#

mai | . user nane. repl ace=true

#

# Set to true to enable SMIP debuggi ng.

#

mai | . st p. debug=f al se

#

# Input a list of comma delimted email addresses that will
receive a BCC of

# every email sent through the mail server.

#

mail .audit.trail =

#

# Set the maximumfile size for attachments.
#

mai | . att achnment s. max. si ze=3072000

#
# Specify a class nanme that inplenments
# comliferay.portlet.mail.util.nultiaccount.AccountFi nder
Anot her
# inplementation could allow the Mail portlet to access multiple

40



Configuration Options

accounts.
#
mai | . account.finder=comliferay.portlet.mail.util.nultiaccount.JferrerAccountFi nde

Ht
## Message Boards Portl et
#it

nessage. boards. emai | . from nane=Joe Bl oggs
nmessage. boards. ermai | . from address=test @i feray. com

nmessage. boar ds. emni | . nessage. added. enabl ed=t r ue
nessage. boards. emai | . mressage. added. subj ect . prefi x=conf|iferay/ portl et/ messageboard
nessage. boar ds. emai | . nessage. added. body=coni | i f eray/ portl| et/ nessageboar ds/ dependen
nmessage. boar ds. emai | . nessage. added. si gnat ure=coni | i feray/ portl et/ nessageboards/ dep

nessage. boar ds. emai | . nessage. updat ed. enabl ed=t r ue
nessage. boar ds. emai | . nessage. updat ed. subj ect. prefi x=com | i feray/ portl et/ messageboa
nessage. boar ds. emai | . nessage. updat ed. body=coni | i f er ay/ port| et/ nessageboar ds/ depend
nessage. boar ds. emai | . nessage. updat ed. si gnat ure=com | i f eray/ portl et/ messageboards/d

#it
## Shopping Portl et
#it

#

# Set the following to true if cart quantities nust be a nultiple
of the

# item s mninmumquantity.

#

shopping.cart.nmn.qty. nultiple=true

#

# Set the following to true to forward to the cart page when
adding an item

# fromthe category page. The item nmust not have dynamic fields.
Al items

# with dynanmic fields will forward to the itenis details page
regardl ess of

# the follow ng setting.

#

shoppi ng. cat egory. forward. to. cart =fal se

#

# Set the following to true to show special itens when browsing a
cat egory.

#

shoppi ng. cat egory. show. speci al . itens=f al se

#

# Set the following to true to show availability when view ng an
item

#

shoppi ng.item show. avai l abi | ity=true

#

# Set the maximumfile size and valid file extensions for inmages.
A val ue

# of O for the maximumfile size can be used to indicate unlimted
file

# size. Afile extension of * will pernmit all file extensions.

#

shoppi ng. i mage. smal | . max. si ze=51200

shoppi ng. i mage. medi um nax. si ze=153600
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shoppi ng. i mage. | ar ge. max. si ze=307200
shoppi ng. i nage. extensi ons=.gif,.jpeg,.jpy,.png

shoppi ng. enai | . from nane=Joe Bl oggs
shoppi ng. enai | . from address=test @i feray.com

shoppi ng. enmi | . order. confi rnati on. enabl ed=true
shoppi ng. enmi | . order. confirnation. subject=com |iferay/portlet/shoppi ng/ dependenci e
shoppi ng. enmi | . order. confirnation. body=cont|iferay/portlet/shoppi ng/ dependenci es/ e

shoppi ng. enai | . order. shi ppi ng. enabl ed=t r ue
shoppi ng. erai | . order. shi ppi ng. subj ect =coni | i feray/ portl et/ shoppi ng/ dependenci es/ en
shoppi ng. enai | . order. shi ppi ng. body=com | i f eray/ portl et/ shoppi ng/ dependenci es/ enmai |

Hit
## Transl ator Portl et
Ht

#

# Set the default |anguages to translate a given text.

#

transl ator. defaul t.| anguages=en_es
#it
## WKki Portl et
Hit

#

# Set the nane of the default page for a w ki node. The nane for
the default

# page must be a valid wiki word. A wi ki word follows the fornmat
of havi ng

# an upper case letter followed by a series of |ower case letters
fol | owed

# by anot her upper case letter and another series of |ower case
letters. See

# http://ww. usenod. coni cgi - bi n/ wi ki . pl ?What |l saWki for nore
i nformation on

# wi ki naming conventions. It is

#

wi ki . front. page. name=Fr ont Page

3. system.properties

Thesyst em properti es fileis provided as a convenient way to set al properties for the VM
machine and related system settings. Start your application server with the system property
system.properties.load set to true to load it. When the server starts, the portal will load

system properties andthensyst em ext. properties.

Start your application server with the system property system.properties.final set to true if the properties
of syst em properti es overrideall similar command line properties. If set to false, the properties
of system.propertieswill be set if and only if those properties are not currently set.

Some application servers require you to set the file.encoding and user.timezone on startup regardless of
system.properties because the application server reads these properties before syst em pr operti es
is ever loaded.

Following the default values of the syst em pr operti es properties are shown:
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#t
## Java
Hit
#
# The file encoding rmust be set to UTF-8 in order for the
# internationalization to work correctly.
#
file.encodi ng=UTF-8
#

# Java uses the underlying operating systemto generate imges. |f
you are

# using Uni x and do not start the portal in a X Wndows session,
t hen Java

# will not know how to generate inmages and you'll get lots of
nasty

# exceptions. Setting this property to true will fix that.
Sonetines this

# property cannot be set dynanically when the server starts and
you' || need

# to edit your start script to include this as a system property.

#

j ava. awt . headl ess=true

#

# Set the default |anguage.
#

user. count ry=US
user. | anguage=en

#
# The tine zone nust be set GMI so that the portal knows how to
properly
# translate tinme across time zones.
#
user.ti nezone=GJIl
Hit
## Servliet Filters
Hit

#

# |f the user can unzip conpressed HTTP content, the conpression
filter will

# zip up the HTTP content before sending it to the user. This wll
speed up

# page rendering for users that are on dial up

#

comliferay.filters.conpression. ConpressionFilter=true
comliferay.filters.conpression. ConpressionFilter.encodi ng=UTF-8

#

# The strip filter will renove blank |ines fromthe outputted
content. This

# will speed up page rendering for users that are on dial up.

#

comliferay.filters.strip.StripFilter=true

comliferay.filters.strip.StripFilter.encodi ng=UTF-8

#

# The |l ayout cache filter will cache pages to speed up page
rendering for

# guest users. Set the refresh time in mlliseconds on how often
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t he cache

# should refresh. Set it to O if the cache never tines out.
Default tine out

# is set to one hour.

#
comliferay.portal.servlet.filters.|ayoutcache. Layout CacheFilter=true
comliferay.portal.servlet.filters.|ayoutcache. Layout CacheFilter.encodi ng=UTF-8
comliferay.portal.servlet.filters.|ayoutcache. Layout CacheFilter.refresh.ti me=3600
#
# The virtual host filter maps hosts to public and private pages.
For
# exanple, if the public virtual host is ww. hell oworl d.com and
the friendly
# URL is /helloworld, then http://ww.helloworld.comis mapped to
# http://1ocal host: 8080/ web/ hel | owor| d.
#

comliferay.portal.servlet.filters.virtual host.Virtual HostFilter=true

#

# The CAS filter will redirect the user to the CAS | ogi n page for
SSO.  See

# http://ww. ja-sig.org/products/cas for nmore information

#

comliferay.filters.sso.cas. CASFilter=fal se

#t
## Loggi ng
#t

#

# Set any |ogger that inplenments org.apache. commons. | oggi ng. Log.

#

#or g. apache. commons. | oggi ng. Log=or g. apache. conmons. | oggi ng. i npl . Log4JLogger

#

# Set the following to true if Log4] conplains that it was not
properly

# confi gured.

#

| og4j . configure.on.startup=true
#t
## Encryptor
#t

#

# Set the security provider class.

#
comliferay.util.Encryptor.provider.class=com sun.crypto. provider.SunJCE
#H#

## HITP
##t

#

# Set the location of the HITP proxy that the portal will use to
fetch

# external content.

#

#ht t p. pr oxyHost =192. 168. 0. 200

#ht t p. pr oxyPort =4480

#
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# These are read for backwards conpatibility and only used if the
# "http. proxyHost" and "http.proxyPort" settings are not

speci fi ed.
#

#comliferay.util.Htp. proxy.host=192. 168. 0. 200
#comliferay.util.Http. proxy. port=4480

#

# Set the proxy authentication type.

#

#comliferay.util.Http. proxy.auth.type=usernane-password
#comliferay.util.Htp. proxy.auth.type=ntlm

#

# Set user nane and password used for HITP proxy authentication.
#

#comliferay.util.Http. proxy.usernane=

#comliferay.util.Http. proxy. password=

#

# Set additional properties for NILM authentication.
#

#comliferay.util.Htp. proxy.ntl mdomin=
#comliferay.util.Htp.proxy.ntlmhost=

#
# Set the connection tinmeout when fetching HTTP content.
#
comliferay.util.Http.tinmeout=5000
#it
## For mat
#it
#
# Set the location of the class that inplenents
# comliferay. format.PhoneNunmber Format. This class will format
phone
# nunbers.
#

comliferay.util.format.PhoneNunber Format =com |iferay.util.formt.USAPhoneNunber Fo
#comliferay.util.format.PhoneNunber Format=com|liferay.util.fornmat.|dentical PhoneN

##t
## AXi s
#it
#
# Urls that match the specified pattern will use the
Si npl eHTTPSender. Urls
# that do not match the specified pattern will use Axis' default
HTTPSender .
#
comliferay.util.axis.SinmpleHTTPSender. regexp. pattern=. *nappoi nt\. net.*
##t
## XSS (Cross Site Scripting)
#it

#
# Set the pattern to strip text of XSS hacks.
#

comliferay.util.XSSUil.regexp.pattern=(?i)<[\\s]*/?script.*?>]<[\\s]*/?enbed. *?>
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#it
## Upl oad Servl et Request
#H#
#
# Set the maximumfile size. Default is 1024 * 1024 * 1000.
#
comliferay.util.servlet. Upl oadServl et Request. nax. si ze=104857600
#
# Set the tenp directory for uploaded files.
#
#comliferay.util.servlet.Upl oadServl et Request.tenp. dir=C:/ Tenp
H#H#
## Session Paraneters
#H#

#

# Encrypt session paraneters so that browsers cannot renenber
t hem

#

comliferay.util.servlet.SessionParaneters=true

#t
## Lucene
Hit
#
# Set a timeout to avoid lock errors.
#
#or g. apache. | ucene. writ eLockTi neout =30000
#it
## Quartz
#t
#
# Make threads daenmon so the JVMexits cleanly.
#
org.quart z.t hreadPool . makeThr eadsDaenons=t r ue
#t
## Vel ocity Engi ne
#t

#

# Input a list of comma delimted class nanes that extend

# comliferay.util.velocity. Vel ocityResourcelistener. These
cl asses will

# run in sequence to allow you to find the applicable
Resour ceLoader

# to load a Velocity tenplate.

#
comliferay.util.velocity. Vel ocityResourcelListener=comliferay.portal.velocity. Ser
comliferay. portal.vel ocity. Journal Tenpl at eVel oci t yResour celLi st ener, \
comliferay. portal.vel ocity. DefaultVel ocityResourcelLi stener
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Chapter 2. Customizing Liferay with
plugins
Liferay support three types of deployable plugins to customize a Portal installation:

» Themes
» Layout templates

» Portlets

They are all packaged as WAR packages with specific configuration files. This section explains how to
deploy one of these plugins.

1. Introduction to Portlets

Portlets are web applications developed for integration within a portal. A portlet can provide any desired
functionality: showing the local weather, offering full message boards functionality, providing an
interface for back end services, or orchestrating different web servicesin a SOA architecture.

Liferay comes with several useful bundled portlets and also supports 100% the JSR-168 standard, which
allows the portal administrators to deploy any third party portlet devel oped according to this standard.

After deploying a portlet to Liferay any user that has the roles required by the portlet itself will be able
to useit in their private or public home pages, in the private or public website of a community, or in the
public website.

2. Introduction to Themes

Themes make it possible to easily switch to different presentations or "look and feel" layers. Within a
single .war file, a designer/developer can deliver an integrated package of Velocity or JSPs, Javascript,
image, and configuration files that will control all presentation logic and design attributes for a portal
community. Liferay Portal comes with a handful of pre-made themes that showcase its versatility:
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« Different themes can be assigned to specific user community websites or even to a specific page
within the website

 Users can choose a unique theme for their own personal portal page or for each of the pages
» Both Java Server Page (JSP) and Vel ocity (VM) languages are supported

 Velocity based Themes are hot-deployable as .wars (when supported by the application server)

To select adifferent theme, go to the L ook and Feel section in the header bar and choose one of the
available themes and a corresponding color scheme. The process is as straightforward as setting a new
desktop background in Windows.

3. Introduction to Layout Templates

Layout templates define the areas where a user can place the portletsin a page. By default, Liferay
comes with several different templates that are shown in the following picture:
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Users of private pages or administrators of communities or public websites can choose the layout to use
for each portlet page.

While the default layout options are suitable for most situations there can be situations when you need a
very specific portlet window organization, such as website frontpages. To achieve maximum flexibility
Liferay allows portal administrators to deploy extralayouts devel oped either by themselves or by third
parties. Developing alayout is easy and can be done in a short amount of time.
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1. Deployment Options
1.1. Standard Deployment

Portlet, themes, and layout templates are all packages as standard Java EE WAR files. For this reason
they can be deployed using the standard method for the application server being used.

Note that you will probably have to restart the application server so that the portal registers the new
portlet, theme, or layout. To avoid doing arestart follow the instructions in the next section.

1.2. Hot Deployment

Liferay allowsyou to easily hot deploy layout templates, JSR 168 portlets, and themes. Layout
templates allow portlets to be arranged inside the constraints of custom layouts. JSR 168 portlets add
functional abilitiesto the portal. Themes modify the look and feel of the portal. Layout templates,
portlets, and themes can be deployed at runtime by utilizing the hot deploy features of Liferay.

1. Gotothedrive where you installed your server. Check to see that /home/liferay/deploy exists. If it
does not exist, create it. Y ou can also customize the location of this directory from the Admin portlet:

Admin &
Server Auto Deploy Enterprise Portlets Users

Deploy Directory ‘home/liferay/deploy

Destination Directory . fwebapps

Interval IE Seconds -I

Unpack WAR I

Tomcat Libraw Directory |../common/lib/ext

Save

2. Start the server. The server will now automatically scan for *.war files.

3. Download one of the layout templates, sample portlets, or themes to /home/liferay/deploy. Click here
[http://www.liferay.com/web/guest/downl oads/samples] for alist of sample portlets, themes and
layouts. (Any JSR 168 compliant portlet WAR will work aswell.)

4. Install either JBoss+Jetty, JBoss+Tomcat, Jetty, Resin, Tomcat, or WebSphere.

5. If you have already set up the extension environment, you can hot deploy portlets, layouts, or themes
by dropping them into ext/portlets, ext/layouttpl, or ext/themes respectively. Y ou can then run ant
deploy from that directory.

Notes: If the hot deploy feature does not work, make sure that your *.war fileis a JSR 168 compliant
portlet WAR, theme, or layout. (Y ou cannot use themes and layouts designed for Liferay Portal
v3.6.1 or layouts and themes that were designed for other portas).

2. Deploying Third Party plugins
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2.1. Deploying Community Themes

Along with the prepackaged themesin Liferay Portal, there are many additional themes that are
available on Liferay’ s download page. In this section you will learn how to deploy a community theme
onto Liferay Portal.

1. Go to www.liferay.com.

2. Click Downloads.

3. Click Community Themes.

" LIFERAY

Bl Erempeie Open Source. For Life.

Products Sarvioes Global Team Develbper Zone o Shore Akt Us

Community Themes Cﬂmmunit'f ThEI'I"IES

=r-168 L-ompliant Fortlets

Liferay Sa

Al Catugonies | [ Page ° QdELI First | Previgus | Nexd | Lost

Ants - ants-hemes-4.2 0.war
Beauliful to the EI'IT:‘I'I‘I':ITDDIS‘I but scary for everybody else

Apple Tree - @ T RUET
Bring an 3D|.‘.'|E l'.'ll'd"lafﬂ ’KI -".'ILII' |'.'I{II'T4"]|

AU - hemes-4 2.0 .war
One of me 5I|dres1 windowing systems on one of the most
powerful portals.

Bedolla - bedolla-themes-4.2.00war
This theme i5 used by Jason's Deli and named after a man
named Badolla.

4. Select atheme. For this demonstration, the Aquatheme will be added. Click on the Breeze theme
link.

5. Choose alocation to download from and click Download.
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6. Savefile.

7. Loginto Liferay Portal and sign in as the Administrator.

8. Inthe Admin Portlet, click on Auto Deploy.

| Admin
Auto Deploy Enterprise Portlets

Deploy Directory hemelliteray deplay
Destination Directory fwebapps

Interval 5 Seconds | v

Unpack WAR =

Tomcat Library Directory | /eomman/linie

| Save

Hot Deplay

Upload 2 WAR file to hot deploy 2 layout template, portlet, or theme.

Deploy
9. Click Browse and locate the Aquathemefile.
10.Click Deploy.

11.To deploy the Aquatheme on the page, click Page Settings.
12.Click Look and Fedl.
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§ Support Edit Private Page: Support » Support

W] support
Page Chidren Lok and Feel

Inhent look and feel from the publc reet node? | Yes i]
Themas Cobr Schemas

Agua O Brochure O Bue &

¥ AT s Tab =1
Tab Unselected

Portlet Tithe
Parthet Body
Page Background
Grean O
Tab Unselacted
Porthet Tithe
Portlet Menu
Portlet Body
Page Background
Orange O
P
- ~ Tab Unselected
Porthet Tithe
Partiat Manu
Partiet Body
Page Badkground

Red O

Tab Selected

Tab Unselected

Portlet Body
Page Background
Shear O

FiEar

velery O

Tab Unselected
Porthet Tithe
Partlet Menu
Partlet Body

Page Badkground

13.Select the Agqua theme to deploy. The figure below shows the Aqua theme deployed.
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@@ Ssuch 21211 Messagn Boails
Cearch

Q

Categories My Posts Recent Posts Statistics

A Gl

=263 Adiniin

Sarver Aut Deploy Enterprise Portlets Users

Liferay Portal Professonal 4.2.0 (Cowper [ Buld 3500 [ Decembar 11, 2006)

[laln g -H 00:16:34

Free Mamaory: 68,594,464 Bytes
Total Memary: 133,300,224 Bytes
Maximum Memany: 532,742,144 Bytes

Mare Options =

2.2. Adding Layout Template

The pages of Liferay Portal are organized according to the layout templates used. Seven different layout
templates are provided with the option for usersto write and add new ones. This section will provide
instructions for adding a sample layout template.

1. Begin by logging in as the Administrator.

2. Toseealist of layout templates that comes prepackaged with Liferay Portal, click L ayout.

54



Deployment of Plugins

3. Seven templates are available.

Layout X
O 1 Colurmn (2 2 Columns (50/50) @ 2 Columns (30/70) ) 2 Columns (70/30)
O 3 Columns O 1-2-1 Columns O 2-2 Columns

Save

4. To add an additional template, go to Liferay’s download page located at
http://www.liferay.com/web/guest/downl oads.

ol

Click on Liferay Samples.

o

The sample layout template that will be added contains a 2-1-2 layout. The first row contains two
columns of portlets, the second row contains one column of portlets, and the third row contains two
columns of portlets. Click on the Sample Layout Template.

~

. Select alocation to download from and Save thefile.

[o¢]

. After the file has been saved, log back in as the Administrator.

©

In the Admin portlet, click Auto Deploy.
Admin

AUto Dheploy

Deplay Dréctony oz | by ooy
Destination Diractory wabapEy

Iriberaa 5 Gaoords  |w
Unpack WAR =

Tomcat Library Directory ETETory gy

HEE TS
Hot Deploy
Updsad a WAR file to hot deploy a Byout template, portiet, or thame,
Crzrec

Caploy

10.Click Browse to locate the file, and click Deploy.

11.To verify that the new template has been added, click on L ayout.
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12.The 2-1-2 layout template will appear in thelist.
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