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Preface

Intended audience. This document isintended for users of the portal who have administration
priviledges for the portal or for a given community. It covers administration of users, permissions, and
websites.

Liferay version. This guide has been written for Liferay 4. Some details might be different for previous
versions. Do not expect it to be accurate for older versions. It is assumed that Liferay has been installed
and accessible through the web interface.

Related documents. If thisis not what you are looking for consider the following related documents:

 Liferay Porta 4 - Installation Guide

 Liferay Portal 4 - Customization Guide

Moreinformation and support. If you are looking for help for a specific issue we invite you to use our
community forums: http://www.liferay.com/web/guest/devzone/forums [http://forums.liferay.com] to
ask your questions. We also offer professional support services (support@liferay.com
[mailto:support@liferay.com]) where your company will be assigned a Liferay developer ensuring your
guestions are answered promptly so that your project is never compromised. Purchased support always
getsfirst priority. This business model allows us to build a company that can contribute a great portal to
the open source community. If your company uses Liferay, please consider purchasing support. Liferay
has an extremely liberal license model (MIT, very similar to Apache and BSD), which means you can
rebundle Liferay, renameit, and sell it under your name. We believe free means you can do whatever
you want with it.
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Chapter 1. Initial Steps

1. Accessing the portal

Liferay portal may be accessed using a browser using aregular connection (HTTP) or a secured
connection (HTTPS). If you are using a default bundle installation in your local computer you can
access it through the URL http://localhost:8080. Otherwise, you will have to contact your administrator
to ask for theinitial URL.

2. Logging into the portal

The home page in adefault installation replicates the public Liferay website. Thereisalink in the upper
right corner that takes the user to the login page. If it is not available in your installation you can go
directly to the login page by using this URL: http://your-host-name.com/c/portal/login.

Once you arein the login page you will be asked for the following information:

Login name or e-mail address The default installation is configured to login by email address. It
comes with a preconfigured administrator account whose address
istest@liferay.com. If you are not using the default installation
you should ask the administrator which authentication system the
portal using (login name or email address) and the information of
an account that you can use.

Password The password of the preconfigured administrator account is test.




Chapter 2. Customizing the Personal Area
of a User

1. Ad

2. Ch

Note

Registered users of Liferay Portal who have the appropriate permissions (given with the Power User
role) have a personal area, also known as the user desktop or the user private pages. The personal areais
organized in a set of pages that can be organized in a hierarchy. The following sections explain how a
user can customizeit.

Before continuing this section we recommend that you login into the system as an administrator and go
to your personal area.

ding Portlets

Y ou can add additional portlets to your page by clicking on the Add Content link. Thiswill bring up a
Content Panel on your screen. Choose a portlet from the menu and add it to your page. If the Enterprise
Admin portlet is not on your page, add it now. Y ou will see that the portlet has been added to the
bottom of your page. To change the portlet placement, click on the title bar of the portlet and drag it to
where you like. Y ou can also change the template for your page with the L ayout button. Thiswill alow
you to arrange your portletsin one, two, or three columns as well as designate the width of the columns.
Try to experiment with adding and arranging all the portlets that you would like on this page. There are
quite afew portlets that come bundled with Liferay Portal so be sureto review them alls.

anging the Theme

At this point you have all the portlets you want on your page. Y ou can how change the look and feel of
your portal. Liferay Portal comes pre-bundled with different themes that you can apply to your page.
The administrator of your portal may have configured additional theme options.

To change the theme refer to the following instructions:

1. Click onthe Page Settings link at the top of your page.

2. Select the page you would like to theme on the left hand side. Note that by default all children pages
will inherit the theme from the parent.

3. Now select the L ook and Feel tab for that page.

4. You will see anumber of bundled themes that are available with Liferay Portal. Choose your theme
and color scheme. Y ou can experiment with it as much as you like until you find a theme that pleases
you.

Although Liferay comes with many bundled themes, there are also a vast number of themes contributed to

Liferay
for you

Portal from the community. Y ou can view these on our website or develop your own custom theme
r company or application. Please read the Liferay Portal 4 - Theme Development guide for more

information.




Chapter 3. User Administration

We will begin with an introduction to some new functionality in Liferay 4. This chapter will giveanin
depth tutorial on the Enterprise Admin, Organization Admin, and Location Admin portlets. Step-by-step

instructions and screen shots are provided to guide users through various administration functions which
are new to portal.

1. Overview

This document on user administration portlets begins by providing an overview of entitiesinvolved in
the administration portlets. Thiswill be followed by instructions on using each of the three
administration portlets.

1.1. Administration Portlets

Liferay Portal provides three administration portlets: Enterprise Admin, Organization Admin, and
Location Admin. The three portlets provide different scopes of administration.

Enterprise
Admin
Organization Crganization Organization
Admin Admin Admin

Location Location Location Location Location Location
Admin Admin Admin Admin Admin Admin

Asillustrated by the diagram, the Enterprise Admin Portlet has the highest level of administrative
functions. It has access to all organizations, locations, and users. The Organization Admin Portlet can
access its own information and information for any locations and users that belong to it. The Location
Admin Portlet can accessits own information and any usersthat belong to it. This chapter will only
address user administration functions contained within the various administration portlets. See the
Security and Permissions chapter for instructions on assigning permissions to existing portlets for
individual organizations, locations, and users.

1.2. User

A user is an individual who performs tasks using the portal.
1.3. Organizations and L ocations

Organizations and locations represent a corporate hierarchy. An organization represents a parent
corporation. An example would be Liferay USA. A location represents a child corporation of an
organization, often times distinguished by its geographic location. Organizations can have any number
of locations. Example locations of the Liferay USA organization might be Liferay Chicago, Liferay San
Francisco, and Liferay Los Angeles. A user can only belong to a single organization and location.




User Administration

1.4. User Groups

A user group is agrouping of users. Unlike organizations and locations, user groups have no context
associated with them. They are purely a convenience grouping that aids administrators in assigning
permissions and rolesto a group of usersinstead of individual users or assigning a group of usersto a
community. A user can belong to any number of user groups. Both roles and individual permissions can
be assigned to user groups, and every user that belongs to that user group will receive the role or
permission.

2. Enterprise Administration Portlet

Enterprise Administration has the highest level of administrative functions. It has access to all
organizations, locations, and users.

2.1. How to View, Search, Add, and Edit Organizations

Organizations are at the top of the group hierarchy and allows the configuration of permissionsto a
broad number of usersin the system.

Viewing Organizations

1. Click onthe Organizations tab in the Enterprise Admin Portlet to display the Organizations screen.
Enterprise Admin

Ilsars Org

ol

rations Locations IIser Groups Roles

First Mame Middle Name Last Name Ermail Address Active

Yes | W

And |w | | Search

2. A listing of organizations appears on the bottom of the Organizations Screen. Click on an
organization you want to view. A screen will appear showing the organization'sinformation.

Enterprise Admin -
Users Organizations Locations User Groups Roles
Mame Street City Zip
ijountr',r Region
W W

Add | | Delete

] Name City Region Country

¥ Liferay Asia China FTEFLrEE 0
7] Liferay Europe Spain @ & g & @ il
i Liferay USA California United States EE2FILIriEE@
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Sear ching Organizations

1. Click onthe Organizationstab in the Enterprise Admin Portlet.
2. Type organization information in the input fields and select from the menu options.

3. Click Search.

Adding Organizations

1. Click onthe Organizations tab in the Enterprise Admin Portlet.
2. Click Add.
3. Enter organization’ s information in the Name input field.

4. Select from the Country, Status, and Region menus.

5. Click Save.
Enterprise Admin -
Users Organizations Locations User Groups Roles
Hame | Country w
Status v Region v

Save

6. To add additional organizations, repeat steps 1-5.
Editing Organizations

1. Click onthe Organizationstab in the Enterprise Admin Portlet.

2. Locate organization you want to edit. Click the Edit icon (@)) to the right of the organization.

3. Type changesin the Name input field. Select from the Country, Status, and Region menus to make
changes.

4, Click Save.

2.2. How to View, Search, Add, and Edit L ocations

L ocations can give you broad permissioning and grouping within an organization.
Viewing L ocations

You can view alist of al locations or you can view alist of locations that belong to a specific
organization.

Viewing All Locations
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1. Click onthe L ocations tab in the Enterprise Admin Portlet.

2. A listing of locations appears on the bottom of the Locations Screen. Click on alocation you want to

view.

Enterprise Admin

Users Organizations Locations User Groups Raoles
Mame Street City Zip
Country ___ Region

b b

And [w| | Searen

Add | | Delste

] Name City Region Country

] Liferay Chicago Tlinois United States
"] Liferay Hong Kong China

F Liferay London United Kingdom
1 Liferay Los Angeles California United States
F] Liferay Madrid Spain

"] Liferay New York New York United States
F] Liferay San Francisco California United States
"] Liferay Shanghai China

ERLaem
EF@FLaem
EEFLD
EEFLD
EELLD
EELLD
EEFLD
EEFLD

&=

Viewing L ocationsthat Belong to a Specific Organization

1. Click onthe Organizations tab in the Enterprise Admin Portlet.

2. Click onthe View Locations(@) icon located to the right of an organization. A screen will appear

showing all organizations that belong to a specific organization.

Sear ching L ocations

1. To search for locations, click on the L ocations tab in the Enterprise Admin Portlet.

2. Type Location information in the input field and select from the menu options.

3. Click Search.

Adding L ocations

1. Click onthe L ocationstab in the Enterprise Admin Portlet.

2. Click Add.
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3. Enter location information in Name input field.

4. Select from the Country, Organization, Status, and Region menus.

Enterprise Admin -
Users Organizations Locations User Groups Roles
Hame | Country v
Organization | Select Region v
Status v
Save
5. Click Save.

6. To add additional locations, repeat steps 1-5.

Note

Y ou can also add organi zations through the Organizations screen.

Editing L ocations

1. To edit location information, click on the L ocations tab in the Enterprise Admin Portlet.

2. Locate the location you want to edit. Click the Edit icon (@)) on the right of the location.

3. Type changesin the Name input field. Select from the Country, Organization, Region, and Status
menu to make changes.

4, Click Save.

2.3. How to View, Search, Add, Edit, Deactivate, Restore, and
Delete Users

Viewing Users

Viewing All Users

Y ou can view active and deactivated users.

1. Click onthe Userstab in the Enterprise Admin Portlet.

2. A listing of users appears on the bottom of the Users Screen. Click on auser you want to view. To
see alist of additional users, click on the page numbers.

3. Toview deactivated users, click on the Active menu from the Users Screen, and select No.
4. Click Search to display alisting of deactivated users.
5. Repest step 2.
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Viewing Usersthat Belong to a Specific Organization

1. Click onthe Organizations tab.

2. Click the View User icon (ﬁlﬂ-) located to the right of an organization.
3. Click on auser to view.
Viewing Usersthat Belong to a Specific Location

1. Click on the L ocations tab.

2. Click the View User icon (ﬁlﬂ-) located to the right of alocation.
3. Click on auser to view.
Searching Users
1. To search for auser, click on the User stab in the Enterprise Admin Portlet.

2. Type user namein the input fields and select from the menus. To search for an active user, select Yes
from the Active menu. To search for a deactivated user, select No.

3. Click Search.

Adding Users

1. To add auser, click on the Userstab in the Enterprise Admin Portlet.

2. Click Add.
3. Enter user’sinformation in the input field and select from the pull down menus.
Enterprise Admin -«
Users Organizations Locations User Groups Roles
Prefix v User ID Autogenerate 1D
First Name Birthday January s (1 [se| | 1970 [s| [TH]
Middle Name Gender Male  |w
Last Name Organization | Select
Suffix hd Location Select
Nickname Job Title

Ermail Address

Save

4. Click Save.

5. To add additional users, repeat steps 1-4.
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You can also add usersthrough the L ocation Screen:
a. Click onthe L ocationstab in the Enterprise Admin Portlet.

b. Click onthe Add User icon ( f) located to the right of the location you want to add a user to.

c. Enter user’sinformation in the input fields and select from the pull down menus.

d. Click Save.

e. To add additional users, repeat steps 1-4

You can also add user sthrough the Organization Screen:

a. Click on the Organizationstab in the Enterprise Admin Portlet.

b. Click onthe Add User icon ( f) located to the right of the organization you want to add a user
to.

c. Enter user’sinformation in the input field and select from the pull down menus.

d. Click Save.

e. To add additional users, repeat steps 1-4.
Editing Users

1. To edit user information, click on the Userstab in the Enterprise Admin Portlet.
2. Click on the user you want to edit. A screen will appear displaying the user's innormation.

3. Type changesin the First Name, Middle Name, Last Name, Email, and Job Titleinput fields.
Select from the Prefix, Suffix, Birthday, Gender, L ocation menus to make changes.

4, Click Save.

Deactivating Users

1. To deactivate a user, click on the User stab in the Enterprise Admin Portlet.

2. Click on the box located next to the user you want to deactivate.

3. Click Deactivate.

4. You can also deactivate a user by clicking the Deactivate icon () next to a user.

5. To de:;\ctivate all userslisted on a page, click the box located next to the Name column. Click
Deactivate.

6. A screen will appear asking if you want to deactivate the selected users. Click OK to delete. Click
Cancel if you do not want to deactivate the selected users.
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Restoring Users

1. To restore deactivated users, click on the User stab in the Enterprise Admin Portlet.
2. Click on the Active menu, and select No.

3. Click Search to display alisting of deactivated users.

Enterprise Admin «
Users Organizations Locations User Groups Roles
First Name Middle Mame Last Name Errail Address Active
Mo |w

And |w | | Search

Add | | Delete Restore

[ HName Job Title Location City  Region Country
[] TestHKG1 Liferay Hong Kong China @ @& 2] m

4. Click on the box located next to the user you want to reactivate.
5. Click Restore.

6. You can aso reactivate a user by clicking the Activate icon (E) next to a user.

7. Torestore all userslisted on a page, click in the box located next to the Name column.

8. Click Restore.

Deleting Users

1. To delete auser you need to first deactivate the user. Follow instructions in the Deactivating Users
section to deactivate a user.

N

. Click on the User stab in the Enterprise Admin Portlet.

. Click on the Active menu, and select No.

AW

. Click Sear ch to display alisting of deactivated users.

(621

. Click on the box located next to the user you want to delete.
6. Click Delete.

7. You can aso delete a user by clicking the Deleteicon (m ) next to auser.

8. Todelete all userslisted on a page, click the box located next to the Name column.
9. Click Delete.

10.A screen will appear asking if you want to permanently delete the selected users. Click OK to delete.
Click Cancel if you do not want to del ete the selected user.

10
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2.4. How to Impersonate a User

Adminstrators and users with the Imper sonate function can conveniently review updates performed to
other users. For example, the adminstrator permissions user Test LAX 2 to edit al usersin the Liferay
Los Angeles location (see the Security and Per missions section to learn how to assign permissions). To
verify that the permission has been correctly given, the administrator can signin asuser Test LAX 2 to
verify that the edit permission has been given or the administrator can search for Test LAX 2 in the
Enterprise Admin portlet and click the Imper sonate icon ( lg). By using the | mper sonate function,

the adminstrator can impersonate Test LAX 2 to review updates without having to signinas Test LAX
2.

| Hi Jog Bloggs. ou are

AX 2. Chck here to be yourseF agan.

2 mmpersonating Test L
m Welcome Test LAX 21
g |_ | F E AY E

| 1| Ertarprise. Open Source For Life

e

Enterprise Admin
Lsars
First Ha!'re Middhe Harre Last Name Errigil Address Activg
Vs |

And || | Smmeh

Message Boards
Categorias
Add Caiegoey Search Categoies
Category Categories Threads Posts
Test Category & =@

Test Category 1, Test Category 2, Test 4 1 1
Category 3, Test Categary 4

2.5. How to View, Search, Add, Edit, Delete, and Assign User
Groups

User Groups can be used to group usersto simplify the process of assigning roles and permissionsto a
number of users and to simplify the process of assigning a number of usersto a community.

Viewing User Groups

1. Click onthe User Groupstab in the Enterprise Admin Portlet.

2. A listing of user groups appears on the bottom of the screen. Click on a user group you want to view.
NOTE: Clicking on a user group will only display the name and description of the group. To actualy
view the users associated with the user group, click on the Assign icon.

11
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Enterprise Admin -«
LUsars Organizations Locations Usar Graups Raolas

MName
Il Name
r Liferay Chicago Users @R
- Liferay Los Angeles Users @ @ @ ]
r Liferay Mew Yark Users @ E=Re |
r Liferay San Francisco Users EER@

Sear ching User Groups

1. To search for user groups, click on the User Groupstab in the Enterprise Admin Portlet.
2. Type auser group hame in the "Name" input field.

3. Click Search.

Adding User Groups

1. Click onthe User Groupstab in the Enterprise Admin Portlet.
2. Click Add.

3. Enter aname for the user group in the Name input field.
Enterprise Admin -

Users Organizations Locations User Groups Roles

Name |

4. Click Save.

5. To add additional user groups, repeat steps 1-5.

Editing User Groups

1. To edit user group information, click on the User Groupstab in the Enterprise Admin Portlet.

2. Locate the user group you want to edit. Click the Edit icon (EF) on the right of the user group.

12
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3. Type changesin the Nameinput field.

4, Click Save.

Deleting User Groups

1. Click onthe User Groupstab in the Enterprise Admin Portlet.
2. Todelete asingle user group, click on the Deleteicon (m ) to the right of the user group. Click OK
to delete.

3. To delete multiple user groups, check the boxes located to the Ieft of the user groups you want to
delete.

4. Click the Delete button.
5. Todelete al user groups listed on a page, check the box located next to the Name column.
6. Click the Delete button.

7. A screen will appear asking if you want to permanently delete the selected user groups. Click OK to
delete. Click Cancel if you do not want to delete the selected user groups.

Assigning Usersto User Groups

1. Click onthe User Groupstab in the Enterprise Admin Portlet.
2. Click onthe Assign icon (@) to the right of the user group. For this example, assume the Assign

icon for the Liferay San Francisco Users user group was clicked. The following screen is displayed.
Enterprise Admin L=

Lsers Organizations Locations User Groups Roles
Edit Assighrnents for ser Group: Liferay San Francisco Users
Current Awailable

First Marme Middle Marne Last Marme Ernail Address Artive
a5 ;I

And ;I Search

Update Azzaciations

I Name Email Address

Mo users were found,
3. Click onthe Available tab to display alist of al available usersin the system. For this example, we
are only interested in the users with "SFQO" in their name.

4. Search for the desired users using the search form. For this example, enter "sfo" into the Last Name
input field and click Search.
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5. Check the boxesto the left of the desired users. If you would like to select all of the users on the
page, check the box next to the Name column.

6. Click the Update Associations button.

7. To confirm the desired users were successfully associated with the user group, click on the Current
tab.

3. Organization Administration Portlet

Various functions can be performed to your organization and to location and users that belong to your
organization.

3.1. How to View and Edit your Organization

Viewing your Organization

1. Click onthe Organizationstab in the Organization Admin portlet to display the Organization
Screen.

2. Your organization appears on the bottom of the Organization Screen. Click on the organization to

view.
Organization Admin «
Users Organization Locations User Groups
Name City Region Country
Liferay USA California United States @’ E= e |§+

Editing your Organization

1. To edit your organization, click on the Organizations tab in the Organization Admin Portlet.

2. Click the Edit icon (EF) located to the right of the organization listing.

3. Enter changesin the Name input field. Select from the Country, Region, and Status menu to make
changes.

4, Click Save.

3.2. How to View, Search, Add, and Edit L ocationsthat Belong
to your Organization

Viewing L ocations

1. Toview alocation, click on the L ocations tab in the Organization Admin Portlet.
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2. A ligting of locations appears on the bottom of the Locations Screen. Click on alocation you want to

view.

Organization Admin

Users Organizatior
Hame
|
Country
w

Add | | Delete

a

P (] ]

Name

Liferay Chicago
Liferay Los Angeles
Liferay New York

Liferay San Francisco

Locations

Street

Region
-

User Groups

City

Cicy

Region

Ilinois

California
New York

Calfornia

Zip

Country

United States
United States
United States

United States

FeLLa
ZeLLa
feaLLm
ZeLLm

&=

3. A location information screen will appear.

You can also view locations through the Or ganization Screen:

a. Click on the Organization tab in the Organization Admin Portlet.

b. Click onthe View Location icon (@) located to the right of your organization.

c. Click onalocation to view.

Sear ching L ocations

1. To search for locations that belong to your organization, click on the L ocations tab in the
Organization Admin Portlet.

2. Typelocation information in the text boxes and select from the menu options.

3. Click Search.

Adding L ocations

N

N

. To add locations to your organization, click on the L ocations tab in the Organization Admin Portlet.

. Click Add.

. Enter location information in Name input field.

. Select from the Country, Status, and Region menus.

. Click Save.
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Organization Admin -
Users Organization Locations User Groups

Mame Country e

Organization Liferay USA Region b

Status v

Save

6. To add additional locations, repeat steps 1-5.
You can also add locations through the Organization Screen:
a. Click on the Organization tab in the Organization Admin Portlet.

b. Click onthe Add L ocation icon () located to the right of the organization.

c. Enter the location’ s information in the input fields and select from the menus.

d. Click Save.

Editing L ocations

1. To edit locations that belong to your organization, click on the L ocationstab in the Organization
Admin Portlet.

2. Locate the location want to edit. Click the Edit icon (gi)) located to the right of the location listing.

3. Type changesin the Name input fields. Select from the Country, Region, and Status menu to make
changes.

4, Click Save.
3.3. How to View, Search, Add, Edit, and Deactivate Usersthat
Belong to Your Organization

Viewing Users
You can view all usersthat belong to your organization or view users that belong to a specific location.

Viewing All Users

1. Click onthe Userstab in the Organization Admin Portlet.
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Organization Admin

zers Organization Locations Iser Groups
First Mame Middle Name Last MName

And V- Search

Email Address

2. A listing of users appears on the bottom of the Users Screen. Click on auser you want to view. To
view additional users, click on the page numbersto see additional user listings.

Organization Admin

Users Organization Locations User Groups
First Mame Middle Name Last Mame Ermail Address
And (s | | Search
Add Deactivate
7 Name Job Title Location City
[0  Joe Blogas Liferay Los Angeles
[ TestlLax1 Liferay Los Angeles
[0  TestLAX 10 Liferay Los Angeles
[0  TestLAX 100 Liferay Los Angeles
[0  TestLAX 11 Liferay Los Angeles
[  TestLAX 12 Liferay Los Angeles

You can also view usersthrough the Organization Screen:

Region

California
California
California
California
California

California

a. Click on the Organization tab in the Organization Admin Portlet.

Country

United States
United States
United States
United States
United States

United States

b. Click onthe View Usersicon (i:k ) located to the right of the organization.

c. Click on auser to view.

Viewing usersthat belong to a specific location

1. Click on the L ocations tab.

2. Click onthe View Usersicon (ik) located to the right of alocation.

3. Click on auser to view.

Searching Users

& @
& &
& &
& &
& @
& @

1. To search for users that belong to your organization, click on the User stab in the Organization
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Admin Portlet.

2. Type user namein the input fields and select from the menu.
Organization Admin
tions User Groups

tion Loc

Users Organiz

ol
1)

First Name Middle Mame Last Mame Errail Address
|

aray]

Add Desctivats

3. Click Search.
Adding User

1. To add usersto your organization, click on the User s tab in the Organization Admin Portlet.
2. Click Add.

3. Enter user’sinformation in the input fields and select from the pull down menus.

Organization Admin

Users Organization Locations User Groups
Prefix ] User ID Autogenerate ID
First Name Birthday danuary  [se] [1 [ae] [ 1970 [ne] [
Middle Name Gender Male [
Last Mame Organization Liferay USA
Suffix ™ Location Select
Hickname Job Title

Ermail Address

Save

4. Click Save.
5. To add additional users, repeat steps 1-4.
You can also add user sthrough the Organization Screen:
a. Click on the Organizationstab in the Organization Admin Portlet.

b. Click onthe Add User icon (f) located to the right of the organization.

c. Enter user’sinformation in the input fields and select from the pull down menus.
d. Click Save.

e. To add additional users, repeat steps 1-4.

Editing User
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1. To edit user information, click on the Userstab in the Organization Admin Portlet.
2. Click on the user you want to edit.

3. Type changesin the First Name, Middle Name, L ast Name, Email, and Job Titleinput fields.
Select from the Prefix, Suffix, Birthday, Gender, L ocation menus to make changes.

4. Click Save.

Deactivate User

1. To deactivate users, click on the User s tab in the Organization Admin Portlet.
2. Click on the box located next to the user you want to deactivate.
3. Click Deactivate.

4. To deactivate all users listed on a page, click the box located next to the Name column. Click
Deactivate.

5. A screen will appear asking if you want to deactivate the selected users. Click OK to delete. Click
Cancel if you do not want to deactivate the selected users.

3.4. How to View, Sear ch, Edit, Delete, and Assign User
Groups

Viewing User Groups

1. Click onthe User Groups tab in the Organization Admin Portlet.

2. A listing of user groups appears on the bottom of the screen. Click on auser group you want to view.
NOTE: Clicking on a user group will only display the name and description of the group. To actually
view the users associated with the user group, click on the Assign icon.

Organization Admin L
Users Organization Locations User Groups

Name

|
Delete
] Name
i Liferay Chicago Users @ @R m
] Liferay Los Angeles Users @ @ @ w
7] Liferay New York Users @ E=] @ |}
] Liferay San Francisco Users @ E=RES |
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Sear ching User Groups

1. To search for user groups, click on the User Groupstab in the Organization Admin Portlet.
2. Type auser group name in the Name input field.

3. Click Search.

Editing User Groups

1. To edit user group information, click on the User Groups tab in the Organization Admin Portlet.

2. Locate the user group you want to edit. Click the Edit icon (@) on the right of the user group.

3. Type changesin the Name input field and, optionally, the Description text area.

4. Click Save.

Deleting User Groups

1. Click onthe User Groupstab in the Organization Admin Portlet.
2. To delete asingle user group, click on the Deleteicon (m ) to the right of the user group. Click OK
to delete.

3. To delete multiple user groups, check the boxes located to the left of the user groups you want to
delete.

4. Click the Delete button.
5. Todelete all user groups listed on a page, check the box located next to the Name column.
6. Click the Delete button.

7. A screen will appear asking if you want to permanently delete the selected user groups. Click OK to
delete. Click Cancd if you do not want to delete the selected user groups.

Assigning Usersto User Groups

1. Click onthe User Groupstab in the Organization Admin Portlet.
2. Click onthe Assign icon (@) to the right of the user group. For this example, assume the Assign

icon for the Liferay San Francisco Users user group was clicked. The following screen is displayed.
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Organization Admin L]
Users Organization Locations User Groups

Edit Assignments for User Group: Liferay San Francisco Users
Current Available

First Name Middle Name Last Name Email Address

And |w | | Search

Update Associations
a Name Email Address

Mo users were found.

3. Click onthe Availabletab to list al of the available usersin the system. For this example, we are
only interested in the users with "SFO" in their name.

4. Search for the desired users using the search form. For this example, enter "sfo" into the Last Name
input field and click Sear ch.

5. Check the boxesto the left of the desired users. If you would like to select all of the users on the
page, check the box next to the Name column.

6. Click the Update Associations button.

7. To confirm the desired users were successfully associated with the user group, click on the Current
tab.

4. L ocation Administration Portlet

Various functions can be performed to your location and users that belong to alocation.

4.1. How to View and Edit your Location

Viewing your Location

1. Toview your location, click on the L ocations tab in the Locations Admin portlet.

2. Your location appears on the bottom of the Location Screen. Click on the location to view.

Location Admin e
Users Organization Locations User Groups
Name City Region Country
Liferay Los Angeles California United States g8 F

Editing your location
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1. To edit your location, click on the L ocation tab in the Location Admin Portlet.

2. Click the Edit icon (@)) located to the right of the location listing.

3. Type changesin the Name input field. Select from the Country, Region, and Status menus to make
changes.

4, Click Save.

4.2. How to View your Organization

Y ou can view your organization’s services, email addresses, addresses, phone numbers, websites, and
comments.

1. Click onthe Organization tab in the Location Admin Portlet.

2. Click on the organization that appears on the bottom of the screen.

Location Admin L
Users Organization Locations User Groups
Hame City Region Country
Liferay USA California United States @& F &

4.3. How to View, Search, Add, Edit, and Deactivate Users

Viewing Users

1. Click on the Userstab in the Location Admin Portlet.

2. A listing of users appears on the bottom of the Users Screen. Click on auser you want to view. To
view additional users, click on the page numbers and click on a user you want to view.

You can also view usersthrough the L ocation Screen:
a. Click on the Location tab in the Location Admin Portlet.

b. Click the View Usersicon (éf‘-) located to the right of the location. A User Screen will appear.

c. Click on auser to view.
You can also view usersthrough the Organization screen:
a. Click onthe Organization tab in the Location Admin Portlet.

b. Click onthe View User icon ( ﬁ‘) located to the right of the organization.

c. Click on auser to view.
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Searching Users

You can search for auser listed or not listed on the display.

1. Click the Userstab in the Location Admin Portlet.

2. Type user namein the input fields and select from the menu.

Location Admin

Users Organization Lacations

First Name Middle Marme

|

s [v]

Add Deactivate

[] HName Job Title
[1  Joe Blogas

[0 TestLax1

[0 TestLAX 10

A Test LAX 100

[] TestLAX 11

a Test LAX 12

3. Click Search.
Adding Users

Last Name

Errail Address

Location

Liferay Los Angeles
Liferay Los Angeles
Liferay Los Angeles
Liferay Los Angeles
Liferay Los Angeles

Liferay Los Angeles

Region

California
California
California
California
California

California

1. To add users, click on the User stab in the Location Admin Portlet.

2. Click Add.

Country

United States
United States
United States
United States
United States

United States

3. Enter user’sinformation in the input fields and select from the pull down menus.

Location Admin

Users Organization

Prefix [v]
First Mame

Middle Marme

Last Mame

Suffix ]
Micknarme

Errail Address

Save

4, Click Save.

User ID

Birthday January

Gender Male ||
Organization Liferay USA
Location Liferay Los Angeles
Job Title

5. To add additional users, repeat steps 1-4.

You can also add user through the Organization Screen:

Autogenerate ID

w|[1 [se] | 1970 [s] [F]

& @
& &
& &
& &
& @
& &

23



User Administration

a. Click onthe Organizationstab in the Location Admin Portlet.

b. Click onthe Add User icon ( f) located to the right of the organization.

c. Enter user’sinformation in the input fields and select from the pull down menus.
d. Click Save.

e. To add additional users, repeat steps 1-4.
Editing Users

1. To edit user information, click on the Userstab in the Location Admin Portlet.
2. Click on the user you want to edit.

3. Type changesin the First Name, Middle Name, Last Name, Email, and Job Titleinput fields.
Select from the Prefix, Suffix, Birthday, Gender, L ocation menus to make changes.

4, Click Save.

Deactivating Users

1. To deactivate users, click on the User stab in the Location Admin Portlet.

Location Admin

HEFATEH Organizatio Eocatio

[t Masrie Mirlelle Magrie [ agnts Mgt [ il Aclelron

2. Click on the box located next to the user you want to deactivate.

3. Click Deactivate.
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Location Admin «
Users Organization Locations User Groups
First Name Middle Marme Last Name Errail Address

|
aa [

Add Deactivate

] Name Job Title Location City  Region Country

[1  Joe Blogas Liferay Los Angeles California United States @ B
1 Test LAY 1 Liferay Los Angeles California United States @ @
il Test LAY 10 Liferay Los Angeles California United States @ @
A Test LAY 100 Liferay Los Angeles California United States @ @
i Test LAY 11 Liferay Los Angeles California United States @ @
"] Test LAX 12 Liferay Los Angeles California United States @ @

4. To deactivate all users listed on a page, click the box located next to the Name column. Click
Deactivate.

5. A screen will appear asking if you want to deactivate the selected users. Click OK to delete. Click
Cancel if you do not want to deactivate the selected users.

4.4. How to view, search, add, edit, delete, and assign user
groups

See section 2.4, but replace all references to the Enterprise Admin Portlet with Location Admin Portlet.
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Chapter 4. Community Administration

This chapter will provide areference for administering communities within Liferay Portal 4. It will
include a discussion of how to create and manage communities, as well as how to create and manage the
pages and users within a community.

1. Overview

A community is defined as a grouping of users by interest or skill set. For example, a“Pet Lovers'
community would consist of userswho have an interest in their pets, while a“ Tech Support” community
would consist of users who have the skills to provide technical support to an organization. A user can
belong to any number of communities (NOTE: In previous versions of Liferay, communities were called
groups). Communities are entities in and of themselves -- they do not belong to a specific organization
or location.

A community contains a collection of pages. Each page consists of one or more portlets. Every
community must have at |east one page (represented by tabs) to be active, but there is no limit to how
many pagesit can have. Users can be assigned directly to a community or indirectly via an organization,
location, or user group. User assignments will be discussed in alater section. Communities can either be
open or closed. Open communities allow a user to join or leave them at any time without any type of
approval from Administrators. Closed communities can only receive new users who are explicitly
assigned by Administrators. These concepts will also be discussed in alater section.

Once a user has been assigned either directly or indirectly to a community and assuming that community
has at |east one page defined, that user will see the community appear as an item in the My Places
menu. By clicking on that menu item, the user will be taken to the selected community.

Communities are managed viathe Communities Portlet. This portlet can be used to create, update, and
delete communities; control the permissions of communities (including permission delegation); manage
the pages of communities; assign users to communities (either directly or indirectly); and join or leave
open communities. The pages of acommunity can either be managed via the Communities Portlet or by
using the Add Content and Page Settings links. Examples of how all this works are provided in later
sections.

Asageneral rule, objectsin the portal can only belong to one community. For example, if a Message
Board portlet is added to the " Support” community, all of the topics created through that portlet belong

only to the " Support" community. There are only afew objects that do not belong to a single community
such as organizations, locations, and user groups. These exception objects span all communities.

2. Communities Portlet

The Communities Portlet allows Administrators the ability to create and manage communities and their
associated pages. Regular users can use the Communities Portlet to join or leave open communities

2.1. How to View, Search, Add, Edit, and Delete Communities

Viewing Communities

1. Login to the portal asan Administrator

2. Add the Communities portlet to your page (if it doesn't already exist) by clicking on the Add
Content link, searching for "Communities", clicking the Add button next to the portlet, and clicking
the Finished button). Click on the Current tab in the Communities portlet. The following screen is
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displayed.

Communities

Current Awailable

MName

[ search |

Add

Name

Guest

&EETRO
&EETRO
&EETRO

s

Support

3. Inthe screen above, notice that alisting of the current communities that the user belongs to appears

on the bottom of the screen. If you were to click on the Available tab, you would see alisting of al
the available communities that exist in the system.

Sear ching Communities
1. To search for communities on either the Current or Available tab, type a community namein the
"Name" input field.
2. Click Search.

Adding Communities

1. On either the Current or Available tab, click Add.
2. Enter aname for the community in the Name input field.
3. Optionally, enter adescription for the community in the Description text area. Check the Open box

if you want usersto be able to join and leave this community on their own.
Communities

&

Commmunity

MName

Description

COpen [l

[ save |[ Cancel |

4. Click Save.

5. To add additional communities, repeat steps 1-4.
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Editing Communities

1. On either the Current or Available tab, locate the community you want to edit. Click the Edit icon (
@) on the right of the community.

2. Type changesin the Nameinput field and, optionally, the Description text area and the Open
checkbox.

3. Click Save.

Deleting Communities

1. Click onthe Deleteicon (m ) to the right of the community.

2. A screen will appear asking if you want to delete the selected community. Click OK to delete. Click
Cancel if you do not want to delete the selected community.

2.2. How to View, Add, Edit, Permission, delete, M anage L ook
and Fedl for, and Import/Export Pages for a Community
Without pages, acommunity is just an empty shell. All portletsin the portal are displayed on pages.
They can be thought of as desktops on which you put your portlet applications. The desktops can be
shared with other users or they can be restricted for your own personal use. By default, if auser isgiven
the Power User role, that user is given a personal community that only he/she can access, and he/she has

permissions to do anything in that community. Under the My Places menu, that community will appear
asthe user's name.

Viewing Pages

1. Click on the Pagesicon (%) to the right of the community. A screen similar to the following is
displayed.

Communities «

Edit Pages for Cornmunity: Test
Public Private Back

_15 Test Manage Top Public Pages for: Test

Page Children Look and Feel Irmport | Export

Enter the friendly wrl that wil be used by both public and private pages,

Friendly LRL

Save

2. Inthe screen above, notice that the pages that belong to the Test community are displayed in atree
structure on the left. Also notice that every page can have child pages. To actually view these pages
in the portal, use the My Places menu to navigate to the Test community. The following screenis

displayed.
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ED I FE welcome Joe Bloggs!
I Horne - My Account - Sign Ouk

[EIM Enterprise. Open Source. For Life. Add Content - Page Settings

I Places » Test (Publich

Test 1 Tast 2 Tast 3 Search... pe

Navigation

Test 2

Child 1
Child 2
Child 3

3. Inthe screen above, notice that every top level page represented in the tree structure is represented by
atab in the portal. Also, every child page is represented in the Navigation portlet. The Navigation
portlet is the only means to navigate to pages that are not at the top level. Therefore, make sure you
put an instance of the Navigation portlet on every page that is not top level.

Adding Pages

1. Go back to the Communities portlet, and click on the Pages icon to the right of the community to
which you want to add a page.

2. Decideif you want to add a Public or Private page.
A public pageis apagein your community that can be accessed by guests. Aslong asthe guest has
the appropriate URL (Friendly URLs will be discussed in the next section), the guest has permission
to access any public page.
A private pageis a page in your community that can only be accessed by logged in users who are part
of your community. If auser isnot logged in (i.e., the user isaguest) or if a user does not belong to

your community, then the user cannot access your private page.

If you would like to create a public page, make sure the Public tab is selected. If you would like to
create a private page, click on the Private tab.

3. Intheleft-hand tree structure, click on the node that should be the parent of your new page. If you
want to create atop level page, make sure the community nameis selected (it has the jl' icon to the

left of it). If you want to create a child page, make sure the appropriate parent page is selected.
4. Click on the Children tab.

5. Type the name of the new page in the Name input field. Optionally, you can change the Type and
Hidden settings.

6. Click on the Save button.

7. Optionally, you can use the up and down arrows underneath the main form to update the display
order of the child pages.

8. Usethe My Places menu to go to your community, and click on the tab for your new page if it'satop
level page, or use the Navigation portlet to get to your new page if it isa child page.

9. Usethe Add Content link to add portlets to your new page.
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Editing Pages

1. Go back to the Communities portlet, and click on the Pages icon to the right of the community for
which you want to edit a page.

2. Intheleft-hand tree structure, find the page you want to edit and click oniit.

3. Click on the Page tab.

4. You now have the option to change the Parent of the current page, rename the current page, change
the display language of the current page, change the type of the current page, and change whether the
current page is hidden or not. After making your changes, click the Save button.

5. You can aso provide a Friendly URL for this page. Normally, portal URLs are very long and
difficult to read because so many parameters are passed in through the URL. However, you can give
your page a Friendly URL to make it easier to read and access.

Before you can give your page a Friendly URL, your community must have a Friendly URL. Click
on the community name in the left-hand tree structure, click on the Page tab, and put in a Friendly

URL for your community (it must start with "/*). Click the Save button.

Now go back to the page you're editing, click on the Page tab, and put in a Friendly URL for your
page (it must also start with "/*). Click the Save button.

If everything was done correctly, you can now access your page using the following URL pattern:
* http://server-name/web/community-friendly-url/page-friendly-url

6. If you already have a page in your community that is set up exactly like you want your current page
set up, then you can use the Copy Page function. Just select the page that you want to copy from the

drop-down next to Copy Page and click the Save button. Y our current page will be an exact copy of
the page you selected except for the page's name.

Per mission Pages

1. An exhaustive discussion of page permissionsis provided in Chapter 3. In particular, see section
393

Deleting Pages

1. Go back to the Communities portlet, and click on the Pages icon to the right of the community for
which you want to delete a page.

2. Intheleft-hand tree structure, find the page you want to delete and click on it.

3. Click on the Page tab.

4. Click on the Delete button.

Manage L ook and Feel for Pages
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1. Go back to the Communities portlet, and click on the Pagesicon to the right of the community for
which you want to manage the look and feel for a page.

2. Intheleft-hand tree structure, find the page you want to change the look and feel for and click oniit.
3. Click onthe Look and Fedl tab.

4. You now have the option to select anew Theme or Color Scheme by clicking on the desired radio
buttons.

Import/Export Pages

1. Go back to the Communities portlet, and click on the Pages icon to the right of the community for
which you want to import/export pages.

2. Click onthe Import / Export tab.

3. If you click on the Export button, it will export al of the pages, their layouts, their configurations,
their look and feel, and their permissionsto aLAR file (Liferay ARchive). By default, it usesthe
current timestamp as the name of the LAR file, but you have the option to change it. After you click
the Export button, you will be prompted with a dialog window asking where to save thefile.

4. You can asoimport aLAR fileinto your current community. BE VERY CAREFUL, however,
because importing aLAR file will overwrite any existing pages with the pages configured in the LAR
file. Toimport aLAR file, click on the Browse button, find the LAR file on your hard drive, click the
Open button, and then click the Import button.

2.3. How to Assign Usersto a Community

Users can either be assigned directly or indirectly to a community. Both methods of assignment will be
discussed below.

Assigning Users Directly to a Community

1. Go tothe Communities portlet, and click on the Assign icon to the right of the community for which
you want to assign users. The following screen is displayed

Communities -«

Edit Assighmments for Cormnmunity: Test

Lsers Organizations Lacations st Groups

Current Awailable
First Marme Middle Marme Last Marme Ernail Address
And ;I Searnch

Update Asgociations

I Name Email Address

v Joe Bloggs testi@lifieray.com
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2. When a community isfirst created, only the user who created the community is assigned to it (in this
case, Joe Bloggs). Click on the Available tab.

. Use the search form to search for the users that you want to directly assign to this community.

A W

. Check the boxes to the left of the users that you want to directly assign to this community.

(621

. Click the Update Associations button.

6. Alternatively, users can directly assign themselves to open communities by joining them. See section
2.5.1 below.

Assigning UsersIndirectly to a Community

1. Go to the Communities portlet, and click on the Assign icon to the right of the community for which
you want to assign users.

2. Click on the Available tab.

3. Click on the Organizations, L ocations, or User Groups tab.

4. Use the search form to search for the organizations/locations/user groups that you want to assign to
this community. In other words, all of the members of your selected organizations/l ocations/user
groups will be indirectly assigned to this community viaalink. However, for al intents and purposes,

the users will function as members of the community.

5. Check the boxesto the left of the organizations/locations/user groups that you want to assign to this
community.

6. Click the Update Associations button.

2.4. How to Join and L eave an Open Community
Joining an Open Community

1. Click on the Available tab.

2. Assuming a community is open, it will have aJoin icon (@) to the right of the community.

Click on the Join icon.
3. Assuming that community already has pages configured for it, the My Places menu will now have an

entry for the community you just joined. Click on that community's name, and you will be able to
navigateto it.

L eaving an Open Community

1. Click onthe Current tab.

2. Assuming thereis an open community that you aready joined, it will have aL eave icon (@) tothe
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right of the community.
Click on the Leaveicon.

3. The community you just left will no longer appear in the My Places menu, and you will no longer
have accessto it.

2.5. How to Control Permissionsin a Community

See Chapter 3 for an exhaustive explanation of how to use the new security and permissions model in
Liferay 4.0. In particular, see sections 3.9.2 and 3.9.3 for explanations of how to control community and
page permissions.

3. Page Settings link

The Page Settings link functions almost exactly like the Pagesicon in the Community Portlet. The
following are the only differences:

» The Page Settings link does not have a Public and Private tab. When you click on the Page Settings
link, you only have access to manage the pages for the current community you're in. For example, if
you're in the public " Support" community, you only have access to manage the public pagesin the
"Support" community, and if you're in the private " Support" community, you only have access to
manage the private pagesin the " Support" community.

« If you click onthe Import / Export tab in the Page Settings link, you only have the option to export
and not import. Thisis because if you were given the option to import, you would overwrite al of the
communities pages including the current page that you're on.

» When you click on the Page Settings link, the current page is automatically selected in the left-hand
tree structure
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Chapter 5. Security and Permissions

This chapter will provide areference for administering permissions for existing portlets and objects
within Liferay Portal 4. Fine grain permissioning is one of the main new features of thisrelease. The
entire groups permissioning mechanism in Liferay has been reworked to allow for resource level
permissions for users, communities, organizations, locations, and user groups. Please refer to the
developers guide for implementation specifics.

1. Introduction

Liferay Portal introduces a new security model that incorporates a fine-grained permissioning system to
give administrators full control over access and privileges to portlets and objects within the portal. In all
prior releases, permissioning was handled on a per portlet basis and was therefore limited in use and
difficult to maintain. In this new release, the vast majority of permissioning logic has been extracted into
its own framework so that the integration of permissioning into new portletsis minimal. In addition, the
permissioning logic has been greatly enhanced so that administrators can finely tune security within the
portal. This document begins by giving a high-level overview of al the entities involved in the security
model. Some entities have aways existed in the portal and should be familiar to administrators, but
others are brand new and therefore require definition and explanation. Next, adiscussion of al of the
ways to assign permissionsto usersis given in a use case format.

2. Entity Definitions

Before using the new security model, an administrator must understand all the entities that compose the
model. This chapter will define each of the entities and explain how they are related to the others.

2.1. Resources

A resourceis ageneric term for any object represented in the portal. Examples of resources include
portlets (e.g., Message Boards, Calendar, Document Library, etc.), Java classes (e.g., Message Board
Topics, Caendar Event, Document Library Folder, etc.), and files (e.g., documents, images,
applications, etc.). Resources can have one of three types of scope — enterprise, community, or
individual. The diagram below shows how these types are related.

Enterprise
Community Community Community

|

Individual

l l

Essentially, an enterprise is the umbrella grouping for all objects within the portal. A resource that has
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enterprise scope appliesto al objects of that type in the company. For example, a Message Board
Category resource with enterprise scope encompasses every topic across all communities and all
message boards within the enterprise. An enterprise can contain any number of communities. A resource
that has community scope only applies to the objects within a particular community. For example,
assume that the “ Developer”" community has several message boards. A Message Board Category
resource with “Developer" community scope would encompass all category within the “Devel oper"
message boards. Each community can contain any number of objects. A resource that has individual
scope only appliesto asingle object. For example, assume that the “ Developer" community has a
message board that contains the topic “ Java lssues.” A Message Board Category resource with

individual scope would have a one-to-one correlation with the “ Java I ssues” topic.

2.2. Permissions

A permission is defined as an action acting on aresource. The table below gives some example
permissions related to message board topics.

Table 5.1. Example Per missions

Action Resource Explanation
View Message Board Category / Enterprise | The user has permission to view any
Scope category in any message board in the
enterprise
Update Message Board Category / The user has permission to only
"Developer" Community Scope update a category contained in a
message board in the "Devel oper"
community
Delete Message Board Category / "Java The user has permission to only
Issues" Individual Scope delete the "Java | ssues’ category
(which happens to be in a message
board in the "Developer" community)

Enterprise and community scoped permissions can only be assigned to entities (e.g., users, communities,
organizations, and locations) viaroles. See section 2.3 for more details. Individual scoped permissions
can be assigned to a user, community, organization, location, or guest. If apermission isassigned to a
community, organization, location, or guest, then all users that are members of that entity receive that
permission.

In general, permissions are additive. Therefore, auser could receive all three of the permissionsin the
table above even though they are all of different scope. Consider a situation where aview “Java | ssues’
permission of individual scope was assigned directly to a user and aview Message Board Category
permission of enterprise scope was assigned to the same user through arole (see section 2.3 for more
information on roles). Because permissions are additive, the user could receive the view permission for
the “Javalssues’ category from either the individual or enterprise scope. However, permissions are
always checked in the following order:

* Individua
o Community

» Enterprise

Therefore, as soon as the system finds the view permission of individual scope, it stops checking and
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gives the user permission to view. However, also consider the case where the individual scope
permission is removed from the user. Now when the system checks, it will not find an individua scope
or community scope permission, but it will find the enterprise scope permission. For an administrator,
this situation can often lead to a great deal of confusion —a permission is removed from one entity, but
the permission is still derived from another entity. As arule of thumb, if an administrator ever removes a
permission from an entity, yet user(s) still has the permission, the administrator should look for derived
permissions in the system.

2.3. Roles

A roleisacollection of permissions. As such, arole serves no purpose unless permissions are assigned
to it. An example role might be a“Message Board Administrator.” The role might be assigned
permissions to View, Update, and Delete Message Board category resources that have company scope.
Ultimately, a user assigned the “Message Board Administrator” role would be able to view, update, and
delete any topic for any message board in the company. Roles can be assigned to a user, community,
organization, or location. If aroleisassigned to a community, organization, or location, then all users
that are members of that entity receive therole.

2.4. Users

A user isan individual who performs tasks using the portal. Depending on what permissions and roles
that have been assigned, the user either has permission or does not have permission to perform certain
tasks. Before logging in to the portal, a user is considered a guest. Guests have their own set of default
permissions for objects in the portal, but even these can be customized by administrators. After logging
in to the portal, auser is considered aregistered user. Registered users can receive permissionsin the
following ways:

e Permissionisdirectly assigned to the user

» Permission is assigned to acommunity that the user belongsto

» Permission is assigned to an organization that the user belongsto

» Permission isassigned to alocation that the user belongs to

» Permission belongsto arolethat is directly assigned to the user

» Permission belongsto arole that is assigned to a community that the user belongs to

» Permission belongsto arole that is assigned to an organization that the user belongs to

» Permission belongsto arole that is assigned to alocation that the user belongs to
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2.5. Organizations and L ocations

Organizations and locations represent a corporate hierarchy. An organization represents a parent
corporation. An example would be Liferay USA. A location represents a child corporation of an
organization, often times distinguished by its geographic location. Organizations can have any number
of locations. Example locations of the Liferay USA organization might be Liferay Chicago, Liferay San
Francisco, and Liferay Los Angeles. A user can only belong to a single organization and location.

Both roles and individual permissions can be assigned to organizations and locations. By default,
locations inherit permissions from their parent organization. Going back to the example above, if the
“Message Board Administrator” roleis assigned to the Liferay USA organization, then all members of
the Liferay Chicago, Liferay San Francisco, and Liferay Los Angeleslocations would inherit the
permissions associated with therole.

2.6. Communities

A community is agrouping of users by interest or skill set. For example, a“Pet Lovers' community
would consist of users who have an interest in their pets, while a*“ Tech Support" community would
consist of users who have the skillsto provide technical support to an organization. A user can belong to
any number of communities. NOTE: In previous versions of Liferay, communities were called groups.
Asfar as permissions are concerned, communities are not specific to any organization or location. Both
roles and individual permissions can be assigned to communities.

2.7. User Groups

A user group is agrouping of users. Unlike organizations, locations, and communities, user groups have
no context associated with them. They are purely a convenience grouping that aids administratorsin
assigning permissions and rolesto a group of usersinstead of individual users or assigning a group of
users to acommunity. A user can belong to any number of user groups. Both roles and individual
permissions can be assigned to user groups, and every user that belongs to that user group will receive
the role or permission.

3. Administration

Now that the entities that compose the security model have been defined, this chapter explains how to
administer permissions using these entities. Whenever possible, examples using the Message Board
portlet are used to illustrate the steps an administrator would take to set permissions. In addition, the
administrator’s view of the portlet is contrasted to an end user’s view of the portlet. The administration
steps are presented in a use case format.

This discussion begins with a set of assumptions that set the environment for the rest of the discussion. It
then proceeds to explain how to use the Enterprise Admin portlet to create arole, assign company and
community permissions to the role, and then assign the role to users, communities, organizations,
locations, and user groups. Finaly, individual permissions at a portlet and object level are discussed.

Assumptions

For the purpose of our discussion, assume an Administrator has added a Message Board portlet to the
Support community (the support community can be found by clicking on My Places drop-down menu).
Also assume that a category called “ Test Category” has been created, and the category contains three
categories—"“Test Category 1," “Test Category 2," and “ Test Category 3." By default, all categories are
viewable by usersin the Support community. For this use case, assume that the permission to view Test
Category 3 has been removed for all community users (see section 3.7 Assigning Individual Permissions
to change the permissions for individual categories). The diagram below illustrates this scenario as seen
from the Administrator’s view.
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Message Boards
Categories My Posts Recent Posts Statistics

Categories » Test Category

Add Category Search Categories

Category Categories Threads Posts

Test Category 1 0 0 0 &EEE @
Test Category 2 i i 0 FEE=wm
Test Category 3 0 1 1 EE=F D
Threads

Post New Thread

Also assume that “ Test Category 3" contains a single thread. The following diagram depicts what an
Administrator would see after clicking on the “ Test Category 3" link.

Message Boards

Categories My Posts Recent Posts Statistics

Categories » Test Category » Test Category 3

Add Category

Threads
Post Mew Thread |
Thread Started By Posts Views Last Post
Hello World! Joe Bloggs 1 i Date: 12/28/06 12:14 AM

By: Joe Bloggs @@E@@

For comparison purposes, assume an End User (Test LAX 2) that belongs to the Support community

also logs in and views the Message Board portlet (by default, login = test.lax.2@liferay.com / password
= test). The user will seethe following after clicking on the “Test Category" link.

Message Boards

&

Categories My Posts Recent Posts Statistics
Categories » Test Category

Search Categories

Category Categories Threads Posts
Tast Category 1 0 0 1] =@
Test Category 2 0 i 0 =
Test Category 3 0 1 1 =

Threads

Post New Thread

When compared with the Administrator’ s view, it is clear that Test LAX 2'sview is much more limited
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in functionality. Test LAX 2 ismissing several buttons and icons that the Administrator has. If Test
LAX 2 wereto click on the“ Test Category 3" link, the following will appear.

Message Boards

Error

You da not have the required permizsions,

Instead of seeing the thread like the Administrator, Test LAX 2 only sees a message saying the required
permission to view the contents of this category has not been given. In the following sections, we will
discuss the different ways administrators can give the End User additional permissions so the user can
have greater control over the message board categories.

3.1. Creating a Role

Goal: To createarole called “MBTopic Admin" using the Enterprise Admin portlet. Thisrole will be
used in subsequent use cases.

1. Begin by logging into the portal as an Administrator (defaults to the Joe Bloggs user) and adding the
Enterprise Admin portlet to the desktop.

Enterprise Admin
zers Organizations Locations Roles
First Name Middle Name Last Name Email Address Active
Yes o«
I And - I Search
2. Click on the Rolestab. The following screen is displayed.
Enterprise Admin L
Users COrganizations Locations Raoles
MName
|
Add
Name
Adrniristrator =] Fiets
Glest EF =R
Porweer Llser 2] @
Llzar =] @

3. The screen above displays alist of current roles in the system. The administrator is able to search for
arole by name if desired. Click on the Add button. The following screen is displayed.
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Enterprise Admin
Users Crganizations Locations Roles
Name

4. The screen above allows the administrator to create a new role. Enter "MB Category Admin" in the
Name input field and click the Save button. The system displays the following screen with a success
message.

Enterprise Admin

=

Your request processed successfully.

Uzers Organizations Locations User Groups Roles
MName

Search
Add
Name
Administrator @ @
Guest EE] e
MB Category Adrmin EEERT
Power User I@ @
User & @

5. The administrator is returned to the role list screen. Notice that the new role has been created.

3.2. Assigning Company Permissionsto a Role

Goal: To assign a permission to the “MB Category Admin" role that allows users to view any message

board category in the company (i.e., action = View, resource = Message Board Category, scope =
Company).

1. From the Rolestab in the Enterprise Admin portlet, click on the Delegate icon ) next to the
“MB Categoryc Admin" role. The following screen is displayed.
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Enterprise Admin L

Lzers Qrganizations Locations Roles

Roles @ MBETopic Admin

Portlet

Flazh

Games

Global Prayer Digest
Google

Gospel for Asia
Hello Laszlo

Hello velocity

Hello world

IFrarme

Irmage Gallery
Journal

Journal Articles
Journal Content
Journal Content Search
Language

Loan Calculator
Location Admin
Paps

Py Account

wo 1 [2] 3 4 @

2. The purpose of the screen aboveisto find the resource to be acted upon. Every object in the portal is
contained within a portlet. Therefore, the administrator must find the parent portlet of the object in
guestion. Because the Message Board Category resource isto be acted upon, the administrator must
first find the Message Board portlet. Use the numbers or the right arrow in the lower Ieft corner of the
screen to scroll through the portlets and find the M essage Boards portlet. Click on the M essage
Boards link. The following screen is displayed.

Enterprise Admin -
Users Organizations Locations User Groups Raoles

Roles » MB Category Admin » Message Boards

Action Scope

Add Category [w]
Canfiguration %)
View %)

Mext
Resources

Name
Category
Message

3. The screen above presentstwo lists. First, it presents alist of the actions that can be performed on the
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portlet itself (in this case, a category can be added to the Message Boards portlet, the Message Boards
portal can be configured, or it can be viewed). These are known as portlet permissions. Second, it
presents alist of the "Resources’ (i.e., objects) that are contained within the portlet. For this use case,
the Category model isthe target. Click on the Category link. The following screen is displayed.

Enterprise Admin L]

Users Organizations Locations User Groups Roles

Roles » MB Category Admin » Message Boards » Category

Action Scope
Add Category

Add Message

Delete

Permissions

Subscribe

Update

Update Thread Priority
View

S ES EY A B B Y B B

MNext

4. The screen above presents alist of the actionsthat can be performed on the selected resource —in this
case, the Message Board Categroy. The goal of this use case isto create a permission that allows all
topicsin the Enterprise to be viewable. Therefore, click on the Scope drop-down menu next to the
View action and select “Enterprise.” Then, click the Next button. The following screen is displayed.

Enterprise Admin L]

Users Organizations Locations User Groups Roles

ol
ol

Roles » MB Category Admin » Message Boards » Category

You have successfully updated role MB Category Admin with the following permissions.

Resource Action Scope Communities
Category View Enterprise NfA
Finished

5. The screen above provides a summary of the permissions that were just created for the “MB Categroy
Admin" role. Click on the Finished button to return to the role list under the Roles tab.

3.3. Assigning Community Permissionsto a Role

Goal: To assign a permission to the “MB Category Admin" role that allows users to update any topic in
the Support community’ s message boards (i.e., action = Update, resource = Message Board Category,
scope = Community, community = Support).

1. Repeat steps 1 — 3 of section 3.2. The following screen is displayed.
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Enterprise Admin -«

Users Organizations Locations User Groups Roles

Roles » MB Category Admin * Message Boards » Categary

Action Scope
Add Category

Add Message
Delete
Permissions

.v.
b
hd
.v.
Subscribe [
Update |
Update Thread Priority |+ |
View Enterprise V

Mesxt

2. The screen above presents alist of the actions that can be performed on the selected resource —in this
case, the Message Board Category. Notice that the View action already hasits Scope field set to
“Enterprise" because of the previous use case. It should be noted that scopes can be set for any
number of actions on this screen before clicking the Next button. However, the goal of this use case
isto create a permission that allows users to update any topic of a message board in the Support
community. Therefore, click on the Scope drop-down menu next to the Update action and select
“Community." Click the Next button. The following screen is displayed.

Enterprise Admin -

tions User Groups Roles

ol

Users Organizations Loc

Roles » MB Category Admin » Message Boards » Category

Select communities associated with the action Update.
Current Available

MName

Search

Update Associations

[ Hame

No communities were found.

Previcus | | Mext

3. The purpose of the screen above isto alow the administrator to select one or more communities to
associate with the selected action — in this case, the Update action. Since the Current tab is selected,
it isclear that there are currently no communities associated with the Update action. Click on the
Availabletab. The following screen is displayed.
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Enterprise Admin

Users Organizations Locations User Groups Roles

Roles » MB Category Admin » Message Boards » Category

Select communities associated with the action Update.

Current Available

Search

Updste Assccistions

Name
Guest
CMs

Support

RN el =

test

Previous || Mext

4. The screen above displays all of the available communities that can be associated with the Update
action. If this had been along list, the administrator could have searched for the desired community
by its name. Check the checkbox next to the Support community, and click on the Update
Associations button. The administrator is presented with the same screen, but a success messageis
also displayed. Click on the Current tab to confirm that the association was successful. The
following screen is displayed.

Enterprise Admin

Users Organizations Locations User Groups Roles

Roles » MB Category Admin » Message Boards » Category

Select communities associated with the action Update.
Current Available

MName
Search

Update Associations

[v] Name

Support

Previcus | | Mext

5. The screen above confirms that the association was successfully made. Alternatively, if the
administrator decides that this association should be discarded, uncheck the checkbox next to the
community name and then click the Update Associations button. However, for this use case, this
association is correct, so click the Next button to continue. The following screen is displayed.
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Enterprise Admin

Users Organizations Locations User Groups Roles

Roles » MB Category Admin » Message Boards » Category

You have successfully updated role MB Category Admin with the folowing permissions.

Resource Action Scope Communities
Category Update Cormmunity Support
Category View Enterprise N/ A

Finished

6. Just asin the previous use case, this final screen displays a summary of the permissions that are now
associated with the “MB Category Admin" role. Note that the previously created Enterprise scope
permission is also included in the summary. Click on the Finished button to return to the role list

under the Roles tab.

3.4. Assigning Roles

Goal: To assign the“MB Category Admin" roleto the Test LAX 2 end user.

1. From the Rolestab in the Enterprise Admin portlet, click on the Assign icon (@ ) next to the “MB

Category Admin" role. The following screen is displayed.

Enterprise Admin

&
Users Organizations Locations User Groups Roles

Edit Assignments for Role: MB Category Admin

Users Cornmunities Organizations Locations User Groups
Current Available
First Mame Middle Name Last Mame Ermail Address Active

Yes | W

And (st | | Search

Updste Associstions

[ ] Name Email Address

No users were found.

2. Inthe screen above, notice that the Users tab and Current sub-tab are selected. This means the current
users associated with the “MB Category Admin" role are being displayed. Currently, there are no
users associated with thisrole. If there had been along list of users, the administrator could have used
the search form to search for particular users. However, the goal of this use case isto associate the
“MB Category Admin" role with the Test LAX 2 user. Therefore, click on the Availabletab in order
to search for this user. The following screen is displayed.

45



Security and Permissions

Enterprise Admin <~

Users org

ol
ol

tions Locations User Groups Roles

Edit Assignments for Role: MB Category Admin

Users Communities Organizations Locations User Groups

Current Available
First Name Middle Name Last Name Email Address Active

Yes W
And | & | | Search
Update Associstions

[} Name Email Address

F] Joe Blogas test@liferay.com

F] Test HKG 1 test.hkg.1@liferay.com

F] Test HKG 10 test.hkg.10@liferay.com

1 Test HKG 2 test.hkg.2@liferay.com

¥ Test HKG 3 test.hkg.3@lferay.com

F] Test HKG 4 test.hkg.4@liferay.com

F] Test HKG 5 test.hkg.5@lferay.com

r] Test HKG 6 test.hkg.6@liferay.com

3. The screen above lists al of the available users that can be associated with the “MB Category
Admin" role. The search for the Test LAX 2 user could be performed in two ways. First, the
administrator could use the search page numbers and the left/right arrows (below and to the left of the
user list) to scroll through all the users and look for Test LAX 2. However, the more efficient
approach would be to use the search form. In the Last Name field, typein “lax 2" and click on the
Search button. The following screen is displayed.
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Enterprise Admin L

Users org

o

Nizations Locations User Groups Roles

Edit Assignments for Role: MB Category Admin

Users Cornmunities Organizations Locations User Groups
Current Available
First Name Middle Name Last Mame Ermail Address Active
lax 2 es | W

And (s | | Search

Update Associations

] Name Email Address

il Test LAX 2 test.lax.2@liferay.com
] Test LAX 20 test.lax.20@liferay.com
F Test LAX 21 test.lax.21@liferay.com
"] Test LAX 22 test.lax.22@liferay.com
il Test LAX 23 test.lax.23@liferay.com
] Test LAX 24 test.lax.24 @liferay.com
F] Test LAX 25 test.lax.25@liferay.com
71 Test LAX 26 test.lax.26@liferay.com

4. Thedesired user isthefirst onein the list of search results. Check the checkbox next to Test LAX 2.
If the use case called for multiple users to be associated with this role, any number of checkboxes
could have been checked. Click the Update Associations button. The administrator is presented with
the same screen, and a success message is also displayed. To confirm that the association was
successfully created, click on the Current tab. The following screen is displayed.

Enterprise Admin L

Users Organizations Locations User Groups Roles

Users Communities Organizations Locations User Groups
Current Available
First Name Middle Name Last Name Ermail Address Active

Yes | W

And [w| | Search

Update Associations

Name Email Address

Test LAX 2 test.lax.2@liferay.com

5. From the screen above, it is clear that the association was successfully created. If the administrator
decided that this association should be discarded, uncheck the checkbox next to the user’s name and
click the Update A ssociations button.
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Results

What have we accomplished in these four use cases? We created two permissions: Enterprise scope
permission and Community scope permission—and we associated them with arole. We then
associated the role with an end user. Therefore in theory, this end user should now have permission to
perform these 2 actions on the selected resource. To test our theory, log into the portal as Test LAX
2. Go to the Support community using the My Places drop-down menu. Click on the “ Test Category”
link in the Message Boards portlet. Compare the "Before" and "After" screen shots below.

Message Boards -

Categories My Pasts Recent Paosts Statistics
Categories » Test Category

Search Categories

Category Categories Threads Posts

Test Category 1 i i i =

Test Category 2 0 0 0 &=

Test Category 3 0 1 1 =
Threads

Post New Thread

Before
Message Boards <«

Categories My Pasts Recent Pasts Statistics
Categories » Test Category

Search Categories

Category Categories Threads Posts

Test Category 1 i 0 i B m= @

Test Category 2 0 0 0 =@

Test Category 3 0 1 1 =@
Threads

Post New Thread

After

Notice that now Test LAX 2 has the Update icons (E]}-) next to each of the topics. Thisis aresult of

the section 3.3 use case. Now click on the “Test Topic 3" link. Compare the "Before" and "After"
screen shots below.

Message Boards

Errar

“fou do ot have the required parmissions,

Before
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Message Boards

&
Categories My Posts Recent Posts Statistics

Categories » Test Category » Test Category 3
Threads
Post New Thread Search Threads

Thread Started By Posts Views Last Post

Hello World! Joe Bloggs 1 1 ﬁfﬁ;ﬁlﬁégﬁ 12:14 AM = @

After

Whereas before an error message appeared, now the user can actually view the thread. Thisis aresult
of the section 3.2 use case.

Assigning Rolesto Other Entities

Alternatively, steps 1 — 5 in this use case could have been repeated for the Communities,
Organizations, Locations, or User Groupstab. In fact, the exact same results could have been
achieved by associating the “MB Category Admin" role with the appropriate community,
organization, location, or user group instead of directly to the Test LAX 2 user.

3.5. Assigning Individual Portlet Permissions

Goal: To assign the “Add Category" portlet permission to the Test LAX 2 end user.

1. Assumethat the Test LAX 2 user does not have permission to add aroot category to the Message

Boards portlet in the Support community. Based on this assumption, the portlet would appear like the
followingto Test LAX 2.

Message Boards

&=
Categories My Posts Recent Fosts Sta

| Search Categories

Category Categories Threads  Posts

!ﬂ?ygﬁgﬁo?ﬁt Category 1, Test Category 2, Test Category 3 : L i @ = @

2. Notice in the screen above that there is no “Add Category" button available. Log in to the portal asan
Administrator and go to the Support community located in the My Places menu. Click on the
Configuration icon (ﬁ*) in the upper-right corner of the Message Boards portlet. The following

screen is displayed.
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Message Boards L
Setup Look and Fee Permissions
Email From Message Added Ema Message Updated Ema Thread Priorities User Ranks

Mame Joe Bloggs
Address test@liferay.com

Definition of Terms

[SCOMPANY_IDS] The company id associated with the message board
[$SMAILING_LIST_ADDRESSS] The email address of the mailing list
[SMESSAGE_USER_ADDRESSS] The email address of the user who added the message

[$MESSAGE_USER_NAMES] The user who added the message
[$PORTLET_MNAMES] Message Boards
Save || Cancel

3. Click on the Permissions tab. The following screen is displayed.

Message Boards -
Setup Look and Fee Permissians
Users Locations User Groups Cornrmunit Guest
Current Available
First Name Middle Mame Last Name Errail Address
And v. Search
Update Permissions
] Name Email Address Permissions

Mo users were found.

4. In the screen above, notice that the User tab and Current sub-tab are selected. This means that the
current users that have portlet permissions assigned to them are being displayed. Obvioudly, there are
no users that have portlet permissions for this particular portlet. Click on the Available tab. The
following screen is displayed.
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Message Boards

Setup Look and Fee Permissions
Users Organizations Locatio User Groups Community
Current Available

First Name Middle Name Last Mame Ermail Address

And | s | | Search

Update Permissions

Name

Joe Blogas

Test HKG 1
Test HKG 10
Test HKG 2
Test HKG 3
Test HKG 4
Test HKG 5

Test HKG &

(R R ] (N

Test HKG 7

Email Address
test@lferay.com
test.hkg.1@lferay.com
test.hkg.10@liferay.com
test.hkg.2@liferay.com
test.hkg.3@lferay.com
test.hkg.4@liferay.com
test.hkg.5@lferay.com
test.hkg.6@lferay.com

test.hkg.7 @iferay.com

Guest

Permissions

5. Locate user Test Lax 2. The instructions are the same as steps 3-4 of section 3.4 except that after
checking the Test LAX 2 checkbox, the administrator should click on the Update Per missions
button. The following screen is displayed.

Message Boards

Setup Look and Fee
Users Organizations Locations
Test LAX 2

Current

Permissions

User Groups Community

[+

Add Category
Configuration
View

Finished

6. The screen above shows that the Test LAX 2 user currently has no portlet permissions assigned to
her. Select Add Category from the Available select box and click on the right arrow to add it to the
Current select box. If multiple users were selected in the previous step, the administrator can use the
Previous/Next buttons to scroll through all of the selected users and assign portlet permissions to
them. Inthis case, Test LAX 2 wasthe only user selected, so click on the Finished button. The

following screen is displayed.
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I'Iegsage Boards

.

Your request processed successfully.

Se Look and Fee Permissians

Users Organiza Locat User Groups Co it Gue

Current Available
First Name Middle Marme Last Name Errail Address

lax 2
And bl Search
Update Permissions

[} Name Email Address Permissions

i Test LAX 2 test.lax.2@liferay.com Add Category

=] Test LAX 20 test.lax.20@liferay.com

Ll Test LAX 21 test.lax.21@liferay.com

7. Inthe screen above, notice that the Test LAX 2 user has been updated with the “ Add Category"
portlet permission. To see this permission in effect, log in to the portal as Test LAX 2 and go to the
Support community. The user should see the following screen.
Message Boards -

Categories My Posts Recent Posts Statistics

Add Category | Search Categories
Category Categories Threads  Posts
Test Cat
S&tgoﬁgﬁ??ﬁt Category 1, Test Category 2, Test Category 3 3 1 1 @ = @

8. Notethat the Test LAX 2 user now has permission to add aroot category to the Message Boards
portlet.

9. Alternatively, steps 4 — 7 can be repeated for the Organizations, L ocations, User Groups, Community,
or Guest tab for assigning portlet permissions to each of these entities.

It should al so be noted that portlet permissions are only applicable to the portlet instance for which
they were configured. For example, Test LAX 2 can only add root categories to the message board in
the Support community. Test LAX 2 would not be able to add root categories to message boardsin
other communities unless they were specifically configured as such.

3.6. Assigning Default Permissions

Goal: To create anew Message Board Category in the Support community’s message board and assign
default permissionsto it.

1. Login to the portal asan Administrator and go to the Support community. Click on the “ Test

Category" link in the Message Boards portlet, and then click on the Add T opic button. The following
screen is displayed.

52



Security and Permissions

Message Boards «
Category
Categories » Test Category

Mame

Description

Permissions Configure =

B2

Text Verification

Save || Cancel

2. The screen above shows the form for creating a new topic. To set permissions for the category, click
Configure.

Message Boards -

Category

Categories » Test Category

MName

Description

Action Community Guest
Add Message

Perrrissions Subscribe

View

Mare =

562

Text Verification

Save || Cancel

3. Noticethat all actions under Community are checked and the Guest View option is checked. By
default, a new Message Board Category allows community members (in this case, Support
community members) to view it, subscribe to it, and add messagesto it, and it allows guests to view
it (NOTE: The process for setting these defaults is beyond the scope of this user guide. Please refer to
the programming guide for details).

4. Keep the default permissions checkboxes checked. Enter “ Test Category 4" into the Namefield, input
the text verification code, and click the Save button. The administrator is returned to the topic list
screen.
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If the Test LAX 2 user were now to click on the “Test Category" link, the user would see the new
“Test Topic 4" topic and would be able to view the contents of the topic and post a new
thread/message to the category because of the community default permissions.

3.7. Assigning Individual Permissions

Goal: To assign apermission to user Test LAX 2 to delete the “ Test Category 4" topic in the Support
community’ s Message Boards portlet.

1. Loginto the portal as Test LAX 2 and go to the Support community. Click on the “Test Category"
link in the Message Boards portlet. The following screen is displayed.

Message Boards «
Categories My Posts Recent Posts Sta
Categories » Test Categary
Search Categories
Category Categories Threads Posts
Test Category 1 0 0 0 =@
Test Category 2 0 0 0 =
Test Category 3 0 1 1 Em= @
Test Category 4 0 0 0 =@
Threads

Post New Thread

2. In the screen above, notice that the user has Update permissions on all of the topics due to the use
casein section 3.3. Now log in to the portal as an Administrator, go to the Support community, click
on the “Test Category" link in the Message Boards portlet, and then click on the Per missionsicon for
the “Test Category 4" topic. The following screen is displayed.

Message Boards "
Edit Permissions for Category: Test Category 4 « Back
Users Organizations Locations User Groups Co by Gue
Current Available
First Name Middle Name Last MName Email Address

And | % | | Search

Update Permissicns

[ Mame Email Address Permissions

Add Category, Add Message, Delete, Permissions, Subscribe, Update, Update Thread Priority,

Jne ;
i test@liferay.com View

Bloogs

3. Inthe screen above, notice that the Users tab and the Current sub-tab are selected. This means that
the current users who have permissions for the “ Test Category 4" topic are being displayed.
Currently, only the Administrator (i.e., Joe Bloggs) has permissions on this category. Go to the
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Availabletab, find the Test LAX 2 user, check the user’s checkbox, and click on the Update
Permissions button. The following screen is displayed.

Message Boards L
Edit Permissions for Category: Test Category 4 « Back
Users Organizations Locations User Groups Community Guest
Test LAX 2
Current Available
Add Category
Add Messsge
ﬂ Delete
Fermissions
Subsaibe
ﬂ Update
Update Thread Pricrity
Wiew
Finished

4. The screen above shows that the Test LAX 2 user currently has no assigned permissions. Select the
Delete action from the Available select box and click on the left arrow to add it to the Current select
box. If multiple users were selected in the previous step, the administrator can use the Previous/Next
buttons to scroll through all of the selected users and assign permissions to them. In this case, Test
LAX 2 wasthe only user selected, so click on the Finished button. The following screen is displayed.

Message Boards a.
Your request processed successfully.
Edit Permissions for Category: Test Category 4 « Back
Users Organizations Locations User Groups Community Guest
Current Available
First Name Middle Mame Last Mame Errail Address

lsx 2

And [w| | Searen

Update Permissions

] Name Email Address Permissions
il Test LAX 2 test.lax.2@liferay.com Delete

r] Test LAX 20 test.lax.20@lferay.com

il Test LAX 21 test.lax.21@lferay.com

r] Test LAX 22 test.lax.22@lferay.com

5. In the screen above, notice that the Test LAX 2 user has been updated with the “ Delete”" permission.

To see this permission in effect, log in to the portal as Test LAX 2, go to the Support community, and

click on the “Test Category" link in the Message Boards portlet. The user should see the following
screen.
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Message Boards L]

[%3]
oF
A

Categories My Posts Recent Posts

Categories » Test Category

Search Categories

Category Categories Threads Posts

Test Category 1 0 0 0 7=k

Test Category 2 i i i £ = @3

Test Category 3 i 1 1 B =@

Test Category 4 0 0 0 =@ 0
Threads

Post New Thread

6. In the screen above, note that the “ Test Category 4" topic now has a Deleteicon (m ) next toit.
Therefore, the Test LAX 2 user has permission to delete the “ Test Category 4" topic.

7. Alternatively, steps 3 — 6 can be repeated for the Organizations, L ocations, User Groups, Community,
or Guest tab for assigning individual permissions to each of these entities. Note that there is a special
case for assigning individual permissions to Locations that requires adightly different use case
which is covered in the next section.

It should a so be noted that very fine-grained permissioning can be obtained through using individual
permissions. As this use case showed, administrators have the power to control objects within a
portlet at avery micro level. For example, take the four topicsin “Test Category." An administrator
could easily decide that all usersin the Liferay USA organization can post messagesto “ Test
Category 1," but only members of the Support community can view the messagesin “Test Category
2." Inaddition, only Test LAX 2 can update “ Test Category 3," while anyonein the Liferay San
Francisco location can update “ Test Category 4." The possibilities are endless!

3.8. Special Case: Assigning Individual Permissionsto
L ocations

Goal: Firgt, to assign a permission to the Liferay Los Angeles location that allows members of that
location (including Test LAX 2) to delete the “ Test Category 1 topic in the Support community’s
Message Boards portlet. Second, to assign an "exclusive" permission to the Liferay Chicago location
that removes the delete permission from all Liferay Los Angeles members.

1. Logintotheportal as Test LAX 2 and go to the Support community. Click on the “Test Category"
link in the Message Boards portlet. The following screen is displayed.
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Message Boards <«

Categories My Posts Recent Posts Statistics

Categories » Test Category

Search Categories

Category Categories Threads Posts

Test Category 1 0 0 0 dr=-R.

Test Category 2 0 0 0 & =@

Test Category 3 i 1 1 B =@

Test Category 4 0 0 0 =W
Threads

Post New Thread

2. Inthe screen above, notice that the user has Update permissions on all of the topics due to the use
case in section 3.3, and has Delete permission on “Test Category 4" due to the use case in section 3.7.
Now log in to the portal as an Administrator, go to the Support community, click on the “Test

Category" link in the Message Boards portlet, and then click on the Permissionsicon for the “ Test
Category 1" topic.

Now click on the L ocations tab, and then click on the Available sub-tab. Check the Liferay Los
Angeles checkbox and click on the Update Per missions button. The following screen is displayed.

Message Boards -
Edit Permissions for Category: Test Category 1 « Back
Users Organizations Locations User Groups Community Guest

Liferay Los Angeles

Current Available

Add Category

Add Message

Delste

Permissions

Subsaibe

Update

Update Thread Pricrity
View

t *

Permission exclusive to members of current location and community? | Mo ||

Finished

3. The screen above shows that the Liferay Los Angeles location currently has no permissions assigned
to it. Notice the “ Permission exclusive to members of current location and community?* drop-down.
Leaveit defaulted to “No," but think about what this question might mean. It will be fully explained
later.

Select the Delete action from the Available select box and click on the |eft arrow to add it to the
Current select box. Click on the Finished button. The following screen is displayed.
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Message Boards -
Your request processed successfully,
Edit Permissions for Category: Test Category 1 « Back
Users Organizations Locations User Groups Community Guest
Current Available
Mame Street City Zip
Country __Region

w w

And 'v. Search
Update Permissions

Name City Permissions Exclusive
Liferay Chicago

Liferay Hong Kong

Liferay London

Liferay Los Angeles Delete Mo

Liferay Madrid

Liferay New York

Liferay San Francisco

(I 1RSI 1 I i )

Liferay Shanaghai

4. Inthe screen above, notice that the Liferay Los Angeles location has been updated with the “Delete”
permission and an Exclusive value of “No." Thisvalue will be explained later. To see this permission
in effect, log in to the portal as Test LAX 2, go to the Support community, and click on the “ Test

Category" link in the Message Boards portlet. The user should see the following screen.
Message Boards -«

Categories My Posts Recent Posts Statistics

Categories » Test Categary

Search Categories

Category Categories Threads Posts

Test Category 1 0 0 0 B =@ W

Test Category 2 0 0 0 =

Test Category 3 0 i 1 B =@

Test Category 4 i i i &= @ W
Threads

Post New Thread

5. Inthe screen above, notice that “ Test Category 1" now has a Deleteicon (m ) next to it. Therefore,

the Test LAX 2 user has permission to delete “ Test Category 1."

6. Now repesat steps 1 — 5 for the Liferay Chicago location. The Administrator’s screen should appear as
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follows.
Message Boards

Your request processed successfully,

Edit Permissions for Category: Test Category 1

Users Organizations Locations User Groups Community Guest
Current Available

MHame Street City Zip

Country ___ Region
b b

And [w| | Search
Update Permissions

Hame City Permissions
Liferay Chicago Delete
Liferay Hong Kong

Liferay London

Liferay Los Angeles Delete
Liferay Madrid

Liferay New York

Liferay San Francisco

LI SIS i

Liferay Shanghai

« Back

Exclusive

Mo

Na

...and Test LAX 2 should still see the same screen as before:
Message Boards

Categories My Posts Recen

1<
I
=
=]
M
o
tn
1%y}
t
o
)
n

Categories » Test Category

Search Categories

Category Categories Threads Posts

Test Category 1 0 0 0
Test Category 2 0 0 0
Test Category 3 0 1 1
Test Category 4 0 0 0

Threads

Post New Thread

=k}
& = @
& = #
/== AT

7. Now go back to the Administrator’s view, check the Liferay Chicago checkbox, and click the Update
Permissions button. From the “Permission exclusive to members of current location and
community?' drop-down menu, select “Yes" and click the Finished button. Now the Administrator’s

screen looks like the following.
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Message Boards «
Your request processed successfully.
Edit Permissions for Category: Test Category 1 « Back
Users Organizations Locations User Groups C Gue
Current Available
Mame Street City Zip
Country Region
s '

And s | | Search

Update Permissions

a Name City Permissions Exclusive
F] Liferay Chicago Delete Yes
] Liferay Los Angeles Delete No

8. In the screen above, notice the “Exclusive" value for Liferay Chicago has now changed from “No" to
“Yes." Go back to Test LAX 2'sview and refresh the screen. It should appear as the following.

Message Boards L

Categories My Posts Recent Posts Statistics

B

Categories » Test Category

Search Categories
Category Categories Threads Posts
Test Category 1 0 0 0 = #
Test Category 2 i i 0 B =@
Test Category 3 0 i 1 =@
Test Category 4 i i 0 =@ m

Threads

Post New Thread

9. Inthe screen above, notice the Test LAX 2 user no longer has permission to delete “ Test Category 1."
Exclusive Permission Defined
Confused? Hopefully this discussion will clear things up.

Let's consider what occurred in this use case. Initially, the delete permission for “ Test Category 1"
was added to the Liferay Los Angeles location. As expected, the Test LAX 2 user received the delete
permission. Then, the delete permission for “Test Category 1" was added to the Liferay Chicago
location. Though an explicit check was not made, it is assumed that this allowed all members of the
Liferay Chicago location to also have delete permission. In other words, any member of either
Liferay Chicago or Liferay Los Angeles had delete permission on “ Test Category 1."

However, when the value of the “ Permission exclusive to members of current location and
community?" drop-down menu was changed from “No" to “Yes" for Liferay Chicago, suddenly Test
LAX 2 lost the delete permission. Why?
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By answering “Yes' to the question, the permission became an exclusive one. In other words, in
order to have the delete permission on “Test Category 1," auser had to be amember of both the
Liferay Chicago location and the Support community. Since Test LAX 2 was only a member of the
Support community and not a member of the Liferay Chicago location, LAX 2 did not meet the
criteria and was excluded from receiving the delete permission.

Exclusive permissions take precedence over all other permissions except permissions assigned
directly to auser. Therefore, even if the delete permission had been assigned to the Liferay Los
Angeles location and the Support community, or if the delete permission had enterprise scope and
had been assigned to arole that was assigned to Test LAX 2, it wouldn’t have mattered. The
exclusive permission would still have taken precedence, and Test LAX 2 would not have received the
delete permission. However, if the delete permission had been assigned directly to the Test LAX 2
user, LAX 2 would have received the permission

Although exclusive permissions are not additive with other permissions, they are additive among
themselves. In other words, if the “Permission exclusive to members of current location and
community?’ drop-down was changed from “No” to “Yes’ for Liferay Los Angeles aswell, Test
LAX 2 would once again receive the delete permission. However, it should be noted that only Liferay
Chicago and Liferay Los Angeles users would receive the permission, even if the delete permission
was assigned to other users through other entities (e.g., via organization, vialocation, viacommunity,
viarole, etc.).

3.9. Delegating Permissions

So far in this discussion, it has been assumed that a user with the "Administrator” role has been creating
roles and assigning permissions to various entities. However, it is also possible for an Administrator to
delegate permissions to users which allow them to have certain administrative rights aswell. The
following sections will explain each of these scenarios using use cases.

Assumptions

For the purposes of this discussion, assume the Administrator has created arole called "Delegated
Admin" and assigned it to the Test LAX 2 user. Also assume that the "Enterprise Admin" portlet and the
"Communities" portlet have been added to the Support community.

Portal Permissions

Goal: To assign the Test LAX 2 user permissions to add communities, organizations, and roles to the
system.

1. Loginto the portal as Test LAX 2 and go to the Support community. Click on the Current tab in the
Communities portlet. The following screen is displayed.

Communities -«

Currert Awailable

IName

Search

Name
Support
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2. Inthe screen above, notice the Test LAX 2 user has no way of adding a new community to the
system. Now log in to the portal as an Administrator. Go to the Support community and click on the
Rolestab in the Enterprise Admin portlet. Click on the Delegate icon next to the "Delegated Admin®
role. The following screen is displayed.

Enterprise Admin L]

Users Crganizations Locations User Groups Raoles

Roles » Delegated Admin

Portlet

Mavigation

Metwork Utilities
ews

Organization Adrmin
Password Generator
Palls

Polls Display

RES

Random Bible Werse
Recent Documents
Rerverend Fun

SMS Text Messenger
Search

Shopping

Sign In

Site Map

Stocks

Therme Gallery
Today in Christian History

w1 2 [3] 4 =

3. Find the Portal link in thelist and click on it. The following screen is displayed.

Enterprise Admin L

Lsers Organizations Locations User Groups Roles

Roles » Delegated Admin » Portal

Action SCope

Add Community 2|
Add Crganization =
Add Role =
Add User Graup =

4. Choose "Enterprise" from the Scope drop-down next to the "Add Community" action. Click the Next
button. The following screen is displayed.
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Enterprise Admin

Lsers Organizations Locations User Groups Roles

Roles » Delegated Admin » Portal

ou have successfully updated role Delegated Admin with the following permissions.,

Resource Action Scope Communities
Portal Add Cornrmunity Enterprise R

5. The result of these stepsisthat any user with the "Delegated Admin" role can now add communities
to the system. To confirm this, go back to Test LAX 2 and refresh the Current tab in the
Communities portlet. The following screen is displayed.

Communities

Current Awailable

MName

Add

Name

Support

6. In the screen above, notice there is now an Add button. We will add a new community in a

subesquent use case. Now, as Test LAX 2, go to the Enterprise Admin portlet and click on the
Organizationstab. The following screen is displayed.

Enterprise Admin

Users Organizations Locations User Groups Rales
Mame Street City Zip
Country o Re_gio_n

W .v.

And [s] | Search

Delete

] Name City Region Country

F] Liferay Asia China B\ @
"] Liferay Europe Spain Jei @
Fl Liferay USA California United States 2

7. Inthe screen above, notice there isno way for Test LAX 2 to add a new organization to the system.
Go back to the Administrator and perform steps 2-4 again, only thistimein step 3, choose

"Enterprise” from the Scope drop-down next to the "Add Organization" action. These steps have

enabled any user with the "Delegated Admin" role to have permission to add organizations to the

system. To confirm this, go back to Test LAX 2 and refresh the Or ganizations tab in the Enterprise
Admin portlet. The following screen is displayed.

63



Security and Permissions

Enterprise Admin L=
Users Organizations Locations User Groups Roles
Mame Street City Zip
lCl:nuntr'rr Region
W et

And |w| | Search

Add Delete

] Name City Region Country

il Liferay Asia China J i @-
"] Liferay Europe Spain Ji @-
i Liferay LUSA California United States ﬁ @-

8. In the screen above, notice there is now an Add button. We will add an organization in a subsequent

use case. Now, as Test LAX 2, click on the Roles tab in the Enterprise Admin portlet. The following
screen is displayed.

Enterprise Admin L]
Users QOrganirations Loca User Groups Rales
Marne
Search
Name
Adrministrator
Delegated Admin
Guest

MB Category Admin
Power User
User

9. In the screen above, notice there isno way for Test LAX 2 to add a new role to the system. Go back
to the Administrator and perform steps 2-4 again, only thistimein step 3, choose "Enterprise” from
the Scope drop-down next to the "Add Role" action. These steps have enabled any user with the
"Delegated Admin" role to have permission to add roles to the system. To confirm this, go back to
Test LAX 2 and refresh the Roles tab in the Enterprise Admin portlet. The following screenis
displayed.
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Enterprise Admin
Users Organizations Locations User Groups Roles

Mame
Search

Add

Name
Administrator
Delegated Admin
Guest

MEB Category Admin
Power User

User

10.In the screen above, notice there is now an Add button. We will add arole in a subsequent use case.

Now, as Test LAX 2, click on the User Groups tab in the Enterprise Admin portlet. The following
screen is displayed.

Enterprise Admin

&

Uzers Crganizations Locations User Groups Roles

IName

I Name

Mo user groups were found,

11.In the screen above, notice there is no way for Test LAX 2 to add a new user group to the system. Go
back to the Administrator and perform steps 2-4 again, only thistime in step 3, choose "Enterprise”
from the Scope drop-down next to the "Add User Group" action. These steps have enabled any user
with the "Delegated Admin" role to have permission to add user groups to the system. To confirm
this, go back to Test LAX 2 and refresh the User Groups tab in the Enterprise Admin portlet. The
following screen is displayed.

Enterprise Admin

Lzers Qrganizations Locations LUser Groups Roles

MName

I Name

MO user groups were found,

12.In the screen above, notice there is now an Add button. We will add a user group in a subsequent use
case.
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Community Permissions

Goal: To understand the concept of a"Community Admin" and how a”Community Admin” can further
delegate permissions to members of the community.

1. Logintothe portal as Test LAX 2 and go to the Support community. Click on the Current tab in the
Communities portlet. Asaresult of the previous use case, Test LAX 2 has permission to add a new
community. Add a new community called "Test". The Current tab in the Communities portlet
should now look like the following screen.

Communities -

Your request processed successhully,

Current Available
Mame
Search
Add
Name
Support
Test & @ BPIE @

2. Inthe screen above, notice that the Test community has several icons next to it. When a user creates a
new community, that user automatically becomes the "Community Admin" of that community.
Therefore, the user has permission to perform al functions to that new community.

To start, let's add some members to the Test community. Click on the Assign icon and associate users
Test LAX 3, Test LAX 4, and Test LAX 5 with the community. Notice that Test LAX 2 isamember
of the community by default. The Current tab under Assign should look like the following.

Communities =

Edit Assignments for Community: Test
Current Awailable Back

First Marne Middle Marne Last Mame Ernail Address

IAnd vl Search

Update Aszociations

Iv Name Email Address

Il Test L&X 2 test.|ax, 2@liferay.com
Il Test Lax 3 test.|ax. 2dliferay.com
7 Test L&X 4 test.|ax, 4@liferay.com
Il Test L&X S test.|ax. S@liferay.com

3. Now let's add some pages to the Test community. Click on the return arrow, click on the Current tab
in the Communities portlet, and click on the Pagesicon (ﬁ). Click on the Children tab and add

three public pages called "Test 1," "Test 2," and "Test 3." Go to the Test community, click on the
Test 1 tab, and add a Calendar portlet to the page using the Add Content link. Click on the Test 2
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tab and add a Calendar portlet. Finaly, click on the Test 3 tab and add a Navigation portlet.
4. NIn step 2, we added the Test LAX 3 user as amember of the Test community. Log in asthat user

(by default, test.lax.3@liferay.com / password). Navigate to the Test community. The following
screen is displayed.

LI FER ﬂ Y Welcome Test LAX 3!
. Enterprise. Open Source. For Life.

Test 2 Test 3

Calendar
Sumrmary Day Week Month Year Events
January 6, 2007 Time Title Type
5 M T W T F 5 There are no events on this day.
123|456

7|8 |9 (10]11(12) 13
14 |15 | 16 | 17 | 18 | 19 | 20
21 |22 |23 | 24| 25 | 26 | 27

28|29 |30 |31

5. Inthe screen above, notice that Test LAX 3 has no way of adding a new event to the calendar. Go
back to Test LAX 2, and go to the Current tab in the Communities portlet in the Support
community. Click on the Delegate icon next to the Test community. The following screenis

displayed.

Communities «
Delegate Permissions for Commmunity: Test « Back
Portlet
Adrrin

Alfresco Content
Arnazon Rankings
Analog Clock
Announcements
Bible Gateway
Elogs

Bookmmarks
Breadcrurmb

CSZ Search
Calculator

Chat

Communities

Countdown
Currency Converter
Dictionary
Directary
Docurnent Library
Enterprise Admin

@i [1] 2 3 4 »»
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6. Click on the Calendar link in thelist. The following screen is displayed.

Communities &

Delegate Permissions for Comrmunity: Test » Calendar « Back

Proceed to the next step to delegate permissions to the Calendar portlet itself,

Next
Resources

Delegate permissions to a resource that belongs to the Calendar portlet,

Name
Event

7. In the screen above, we have to decide whether to delegate portlet permissions or to delegate resource
permissions. In this case, we want to allow users to be able to add events to the calendar. Thisisa
portlet permission, so click on the Next button. On the new screen, click on the Available tab. The
following screen is displayed.

Communities =

Delegate Permissions for Community: Test » Calendar « Back

Current Avalabile

First Marne Middle Marne Last Mame Ernail Address

| Update Fermiszsions |

I Name Email Address Permissions
r Test Lax 2 test.lax, 2@liferay.com
r Test L&X 3 test.lax. 3@liferay.com
- Test LAY 4 test.lax. ddliferay.com
r Test L&X S test.lax, S@liferay.com

8. In the screen above, notice that we can only delegate permissions to members of the community.
Check the"Test LAX 3" user and click on the Update Per missions button. On the next screen, give
Test LAX 3the"Add Event" permission and click on the Finished button. The following screenis
displayed.
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Communities =

Your request processed successhully,

Delegate Permissions for Commmunity: Test » Calendar « Back
Currert Awailable
First Mame ricdle Marne Last Marne Email Address

| Update Permissions |

I Name Email Address Permissions
- Test LAY 2 test.lax. 2@liferay.com

| est LAX 3 test feray.com Add Event
- Test LAY 4 test.lax. 4@liferay.com

r Test L&X S test.lax, S@liferay.com

9. Inthe screen above, notice that Test LAX 3 now hasthe "Add Event" permission. This means that
Test LAX 3 can now add an event to any Calendar portlet in the Test community. To confirm this, go
back to Test LAX 3 and refresh the Test 1 tab in the Test community. The following screenis
displayed.

Calendar

SurmMmary Day Wieek Month Year Events

June 2, 2006 &dd Event
S M T W T F 5§
1 2 3 Time Title Type

There are no events on this day,
4 s 6|7 8|9 10

11 12 13 14 |15 16 17
1 19 20 21 22 23 24

25 |26 27 028 29 30

10.In the screen above, notice that Test LAX 3 now has the Add Event button available. Now click on
the Test 2 tab. Test LAX 3 aso has permission to add events to this calendar. Alternatively, steps 7-9
could have been repeated using the "Event" resource to control permissions related to calendar
events.

11.1t should be noted that the preceding use case allowed the "Community Admin" to delegate
permissions such that a user could add an event to any calendar in the Test community. Alternatively,
the "Community Admin" could have delegated permissions such that a user could add an event to
only anindividual calendar in the "Test" community. Refer to section 3.5 for instructions on
assigning individual portlet permissions.

Page Permissions

Goal: To delegate permissions to users such that they will be able to manage pages within their
communities.

1. Loginto the portal as Test LAX 3 and navigate to the Test community. The following screenis
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displayed.

® .LIFERAY e

[ Enterprise. Open Source. For Life.

Test 1 Test 2 Test 3 . .

Calendar
Summary Day Week Month Year Events
January 6, 2007 Add Event
S M T W T F 5
123|455 |Mme Title Type

TR EE There are no events on this day.

14| 15| 16| 17|18 |19 |20
21 (22|23 |24 |25| 26 | 27

28| 29|30 |31

2. In another browser, log into the portal as Test LAX 2 and also navigate to the Test community. The
following screen is displayed.

® LIFERAY wpede

[T Enterprise. Open Source. For Life.

Test 1 Test 2 Test 3 Add Page

Calendar

summary Day Week Month Year Events H

January 6, 2007
S M T W T F §
1 2 3 4 5 3

7 (8|9 (1011|1213
14 | 10| 16 (17 | 18 | 19 | 20

21| 22|23 |24 |25 | 26 | 27

Add Event

Time Title Type

There are no events on this day.

3. Comparethe 2 screens. Notice that Test LAX 3 doesn't have the "Add Content" and "Page Settings"
links in the upper right corner like Test LAX 2 does. In addition, Test LAX 3 doesn't have the portlet
icons for Configuration, Minimize, Maximize, or Remove like Test LAX 2 does. Also, Test LAX 3is
not able to drag and drop the portlet like Test LAX 2 isableto.

Now, as Test LAX 2, navigate to the " Support" community and click on the Current tab in the
Communities portlet. Click on the Per missionsicon next to the "Test" community. Under the Users
-> Available tab, find the Test LAX 3 user, Update Per missions, and add the "Manage Pages"
permission to this user. The resulting page should appear like the following.
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Communities L]

Your request processed successhu Y.

Edit Permissions for Community: Test « Back
Users Organizations Locations User Groups Cormmunity Guest
Current Available
First Mame Middle Name Last Mame Ermail Address
la 3

And [w] | Search

Update Pemissions

A Name Email Address Permissions
il Test LAX 3 test.lax.3@liferay.com Manage Pages
F1 Test LAX 30 test.lax.30@liferay.com

Fi Test LAX 31 test.lax.31@liferay.com

4. Go back tothe Test LAX 3 user and refresh the Test 1 tab in the "Test" community. The following
screen is displayed.

= _LIFERAY

] Enterprise. Open Source. For Life.

Test 1 Test 2 Test 3 Add Page
Calendar
Summary Day Week
January 6, 2007 Add Event

Time Title Type

ra
wa
s
[
=3

There are no events on this day.

4 (15|16 (17|18 | 19 | 20
21 (22|23 |24 (25 | 26 | 27

28 (29|30 |31

5. In the screen above, notice that the Test LAX 3 user now has access to the "Add Content" and "Page
Settings' links. Test LAX 3 also has all the portlet icons (icons will appear when the cursor is placed
on the top right region of the portlet) and is able to drag and drop portlets. This appliesto al the
pages within the "Test" community.

6. Alternatively, since Test LAX 2 was previously given the "Add Role" permission, Test LAX 2 could
have created arole, assigned the roleto Test LAX 3, clicked on the new role's Delegate icon, chosen
the Communities portlet, chosen the Community resource, and given the "Manage Pages' permission
at either Community or Enterprise scope. This would have achieved the same results as the previous
stepsin this use case.

7. Let'snow assumethat Test LAX 4 should be able to only add and manipulate portlets on the Test 2
page of the Test community. Log in as Test LAX 4, navigate to the Test community, and click on the
Test 2 tab. The following screen is displayed.
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lcome Test LAX 41

" _LIFERAY

. Enterprise. Open Source. For Life.

Test 1 Test 2 Test 3
Calendar
Summary Day Week Month Year vents
January &, 2007 Time Title Type
S M T W T F S There are no events on this day.

1 2 3 4 5 8
7|8 9 (10111213
14|15 | 16 |17 |18 | 19 | 20
21 |22 | 23 | 24| 25| 26 | 27

28|29 |30 |31

8. Inthe screen above, notice that Test LAX 4 does not have the "Add Content" link and does not have
the Configuration, Minimize, Maximize, and Removeicons for the portlet. Test LAX 4 aso can not
drag and drop the portlet. Now, as Test LAX 2, go to the Test community, and click on the "Page
Settings' link. The following screen is displayed.

Page Settings x

Edit Public Page: Test » Test 2

Page Children Look and Feel

Parent Test  [w]

Name Test 2 English (United States) [
HTML Title

Type Portlst ]

Hidden No [

Friendly URL You must first enter a friendly URL for the user.

Copy Page [+]
Meta Tags: [Show]
JavaScript: [Show]
Save Pemissions Delete

9. Click onthe "Test 2" page in the tree structure on the | eft, then click on the Per missions button.
Under the User -> Availabletab, find Test LAX 4 and give that user Update permissions (by
default, all usersin the community are given "View" permissions -- click on the Community tab to
see this). The resulting screen should appear as the following.
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Page Settings L

Edit Permizsions for Page: Test 2 « Back

Users Crganizations Locations Cornrnunity Guest Associated

Current Awvailable

First Mame ricdle Marne Last Marmne Email Address

| Update Permissions |

I Name Email Address Permissions
- Test LAK 2 test. lax, 2@liferay. com Update, Wisw
r Test LA&X 3 test lax, 3@liferay.com

[ | Test LAY 4 test. lax. 4@liferay.com Update

r Test LAX S test lax, S@liferay.com

10.To see this permission in effect, go back to Test LAX 4 and refresh the Test 2 tab in the "Test"
community. The following screen is displayed.

" LIFERAY s e

. Enterprise. Open Source. For Life.

Test 1 Test 2 Test 3

Calendar
Summary Day Week Month Year Events
January 6, 2007 Add Event
5 M T W T F §
123 |45 [NE S Title Type

PP DI RS There are no events on this day.

14 |15 | 16 (17 | 18 | 19 | 20
21|22 | 23| 24 | 25 | %6 | 27

28| 29|30 |31

11.In the screen above, notice that Test LAX 4 now has the "Add Content" icon. The Minimize,
Maximize, and Remove portlets icons appears when the cursor is pointed at the top right region of the
calendar portlet. Test LAX 4 can now also drag and drop portlets. However, also notice that Test
LAX 4 does not have the "Page Settings' link or the Configuration icon. The "Page Settings' link is
only available to users who are Administrators, Community Admins, or have the "Manage Pages'
permission. The Configuration icon is only available to users who are Administrators, Community
Admins, or have the "Configuration” portlet permission. If Test LAX 4 weretogotothe Test 1 or
Test 3tab, no "Add Content" link or portlet icons would be available.

12 Alternatively, since Test LAX 2 was previoudly given the "Add Role" permission, Test LAX 2 could
have created arole, assigned the roleto Test LAX 4, clicked on the new role's Delegate icon, chosen
the Communities portlet, chosen the Page resource, and given the "Update" permission at either
Community or Enterprise scope. This would have achieved the same results as the previous stepsin
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this use case except that it would have applied to every page and not just the Test 2 tab.

13.Let'snow assume that Test LAX 5 should not be ableto view the Test 1 tab. Loginas Test LAX 5
and navigate to the "Test" community. The following screen is displayed.

HE Welcome Test LAX 5!
= .LIFERAY
1=
[ Enterprise. Open Source. For Life.

Test 2 Test 3
Calendar
summary Day Week Month Year Events
January 8, 2007 Time Title Type
s M T w T F S There are no events on this day.
1234|568

7 a9 (10 | 11| 12 | 13
14|15 | 16 |17 | 18 | 19 | 20
21|22 |23 |24 | 25 | 26 | 27

28|29 |30 | 31

14.In the screen above, notice that Test LAX 5 has accessto al 3 tabs within this community. Now, go
back to Test LAX 2, navigate to the "Test" community, click on the "Page Settings' link, and "Test
1" should already be selected in the tree structure on the left. Under the Page tab, click on the
Per missions button. Click on the Community tab and remove the "View" permission. Now, no one
in the community (except for the admins) can view the Test 1 tab. To confirm this, go back to Test
LAX 5 and refresh the "Test" community. The following screen is displayed.

LI FER g Y Welcome Test LAX 5!
. Enterprise. Open Source. For Life.

Test 3

Calendar
Summary Day Week Month Year Events
January 8, 2007 Time Title Type
s M T W T F 5 There are no events on this day.

1 2|3 |4 |5|6
7 a3 (10| 11| 12| 13
14 (15|16 (17 | 18 | 19 | 20
21 | 22 |23 | 24 | 25 | 26 | 27

28|29 |30 |31

15.In the screen above, notice that the Test 1 tab no longer appears. If step 14 were repeated for the Test
2 and Test 3tabs, Test LAX 5 would see the following screen upon trying to access the "Test"
community.

Error

You do not have permission to view this page. Please contact the administrator because you do not have any pages configured,
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16.Let's now assume that the Test 3 tab has severa subpages, and the "Community Admin" (in our case,
Test LAX 2) wantsto show and hide certain subpages for Test LAX 5. Go back to Test LAX 2, go to
the "Test" community, click on the "Page Settings" link, and create subpages for Test 3 according to
the screen below.

Page Settings X

Edit Public Page: Tast » Test 3 » Chid 2
Page Children Look and Fee

Add child pages.

Mame
Grandchild 1
Grandchild 2
Grandchild 3
[E] Chid 3 Add Page

Type Portlet b
Hidden 'No [s

Set the display order of child pages.
Grandchid 1 +|

Grandchild 2 +
Grandchild 3 ﬂ

|Update Display Order

17 AlsoasTest LAX 2, gotothe Test 3 tab, click on the Child 2 link in the Navigation portlet, then
click the"Add Content" link and add the Navigation portlet to this page. The following screen is
diplayed.

HE Welcome Test LAX 2!
™ LIFERAY
I
N | Enterprise. Open Source. For Life.

Test 1 Test 2 Add Page

Navigation
Test 3 » Chid 2

Grandchild 1
Grandchild 2
Grandchild 3

18.In the screen above, notice that the subpages created in step 16 all appear here. As mentioned earlier,
by default, newly created pages are viewable by all members of the community. To confirm this, go
back to Test LAX 5 and refresh the Test 3 tab in the "Test" community. The Navigation portlet
displaysthe "Test 3" link and its 3 children links. Click on "Child 2". Now the Navigation portlet
appears exactly like the screen above.

19.Now we are going to hide the "Grandchild 1" and "Grandchild 2" subpages. Go back to Test LAX 2
and click on the "Page Settings' link. Using the left-hand tree structure, navigate to "Grandchild 1"
and click on it. Under the Page tab, click on the Permissions button. On the next screen, click on the
Community tab and remove the "View" permission. Repeat this step for the "Grandchild 2" subpage.
Now go back to Test LAX 5 and refresh the Child 2 subpage in the "Test" community. The following
screen is displayed.
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" _LIFERAY

. Enterprise. Open Source. For Life.
Test 2

Navigation

Test 3 » Child 2
Grandchild 3

Welcome Test LAX 51

20.In the screen above, naotice that the "Grandchild 1" and "Grandchild 2" links no longer appear.

Portlet Per missions

Goal: To delegate permissions to users so that they will be able to manage portlets within pages.

1. Section 3.5 explained how to assign individual portlet permissions for a portlet. The two most

common portlet permissions are Configuration and View. If auser is given the Configuration
permission, the user has permission to update the portlet's Setup, Look and Feel, and Permissions
sections. If auser is given the View permission, the user has permission to view the contents of the
portlet. Both permissions can be granted at the individual portlet level viathe Configuration icon ->
Permissionstab, or they can be granted at Enterprise or Community scope viaarole.

2. In addition, if auser is given the M anage Pages permission for a community, that user has

permission to update any portlets Setup, Look and Feel, and Permissions sections within the

community. In other words, it's asif the user has the Configuration permission for every portlet

within the community.

Enterprise Admin Permissions

Goal: To delegate permissions to users such that they will be able to manage organizations, locations,

users, and user groups.

1. Loginto the portal as Test LAX 2. Go to the "Support" community, and click on the Userstab in the
Enterprise Admin portlet. The following screen is displayed.

Enterprise Admin

Users Organiz

tions Locations

ol

First Name Middle Name

And [w] | Search

Add Deactivate

Name Job Title
Joe Blogas

Test HKG 1

Test HKG 10

Test HKG 2

OO O

Test HKG 3

User Groups Rales
Last MNamne Email Address
Location

Liferay Los Angeles
Liferay Hong Kong
Liferay Hong Kong
Liferay Hong Kong

Liferay Hong Kong

Active
Yes |w|
Region Country
California United States
China
China
China
China

&
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2. Inthe screen above, notice that Test LAX 2 has no permissions to do anything to the users. If Test
LAX 2 triesto add, update, deactivate, or even view a user, eventually Test LAX 2 will seethe
following error screen.

Enterprise Admin L]

Error Back

Yfou do not have the required permissions,

3. Now, log into the portal as an Administrator, navigate to the Enterprise Admin portlet, and click on
the Userstab. The following screen is displayed.

Enterprise Admin L]
Users Organizations Locations User Groups Roles

First Mame Middle Mame Last Name Email Address Active

Yes hd

And v Search

Add Deactivate
[] Name Job Title Location City Region Country
[1 1Joe Blogas Liferay Los Angeles California United States @ [E5]
[0 TestHKG1 Liferay Hong Kong China @ & .2
[0 Test HKG 10 Liferay Hong Kong China @ E=gEe)
[1 TestHKG 2 Liferay Hong Kong China @ E= e
[1 TestHKG 3 Liferay Hong Kong China @ EE) 2
[0 Test HKG 4 Liferay Hong Kong China @ &2

4. Inthe screen above, notice that the Administrator has all the available icons to update, permission,
and deactivate the users. Go back to Test LAX 2 and click on the Organizations tab in the Enterprise
Admin portlet. The following screen is displayed.

Enterprise Admin

Zip

Users Organizations Locations User Groups Roles
Mame Street City
Country __Region

[ne] [ (e

fnd [w] | Search

Add Delete

] Name City Region

F] Liferay Asia

F] Liferay Eurape

F] Liferay USA California

Country
China
Spain

United States

=

28
2B
2B

5. Inthe screen above, notice that Test LAX 2 has permissionsto View Users and View Locations
associated with the organizations. Also, because of the use case in section 3.9.1, Test LAX 2 has
permission to add an organization. However, Test LAX 2 does not have permission to do anything
else. Now click on the Add button and create an organization called "Liferay Test Organization."
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After you click the Save button, you can optionally add other organization details like email
addresses, website, phone numbers, etc. When you're done, click on the Organizationstab again.

The following screen is displayed.

Enterprise Admin @«
Users Organizations Locations User Groups Roles
Mame Street City Zip
Country Region
And |w| | Search
Add Delete
[ HName City  Region Country
7] Liferay Asia China Jei @-
A Liferay Eurape Spain Ji8 @-
[l Liferay Test Organization California United States @ @& g & @- ||
[0 Lferay USA calfornia United States 2E
6. Inthe screen above, notice that Test LAX 2 has all available permissions on the "Liferay Test
Organization” organization. Now, click on the L ocations tab. The following screen is displayed.
Enterprise Admin L
Users Organizations Locations User Groups Roles
Mame Street City Zip
Country Region
And |w| | Search
Add Delete
] Name City Region Country
F] Liferay Chicago Tlinois United States S&
"] Liferay Hong Kong China J
F] Liferay London United Kingdom S&
"] Liferay Los Angeles Calfornia United States S&
" Liferay Madrid Spain S
a Liferay New York MNew York United States 52\
] Liferay San Francisco California United States ﬁ\
] Liferay Shanghai China S

7. Inthe screen above, notice that Test LAX 2 only has permission to View Users for the locations. Test
LAX 2 does not have permissions to do anything else except add a location to the "Liferay Test
Organization" organization. To confirm this, click on the Add button, use "Liferay Test Location 1"
for the namefield, select "Liferay USA" for the organization, fill out the other fields, and click the

Save button. The following screen is displayed.
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Enterprise Admin L

Error Back

You do not have the required permissions,

8. Theerror screen is displayed because Test LAX 2 does not have permission to add locations to the
"Liferay USA" organization. Repeat step 7, only thistime, select the "Liferay Test Organization”
organization. After you click the Save button, again you have the option to provide additional
location details. When finished, click on the Locations tab. The following screen is displayed.

Enterprise Admin -«
Users Organizations Locations User Groups Roles
Mame Street City Zip
Country Region
b bl

And |w| | Search

Add Delete

] Name City Region Country

i Liferay Chicago Tlinois United States ,52~
F1 Liferay Hong Kong China Jr
Fl Liferay London United Kingdom 52\
1 Liferay Los Angeles Calfarnia United States 52\
F] Liferay Madrid Spain 2
"] Liferay New York MNew York United States fx
F] Liferay San Francisco Calfornia United States fx
"] Liferay Shanghai China J
i Liferay Test Location 1 Calfornia United States @ @ f ﬁ\ il

9. Inthe screen above, notice that Test LAX 2 has full permission rights over the "Liferay Test Location
1" location. Repeat step 8 to create 2 more locations under the "Liferay Test Organization” called
"Liferay Test Location 2" and "Liferay Test Location 3."

10.Let's now assume that Test LAX 3 should be the "Location User Admin" for the "Liferay Test
Location 1" location. This means Test LAX 3 should be able to manage any user in thislocation. As
Test LAX 2, click on the Permissionsicon next to the "Liferay Test Location 1" location. Under the
Users-> Available tab, find and check Test LAX 3, and click the Update Per missions button. The
following screen is displayed.
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Enterprise Admin &«
Edit Permissions for Location: Liferay Test Location 1 « Back
Users Organizations Locations Associated
Test LAY 3
Add User
Delete
ﬂ Delete User
Fermissions
Fermissions User
ﬂ Update
Update User
Wiew
Wiew Uzer

11.In the screen above, notice the list of available permissions. The following list defines each in the
context of alocation:

* Add User - You can add a user to this|ocation
» Delete - You can delete this location
» Delete User - You can delete any user in thislocation
» Permissions - You can control the permissions for this location
* Permissions User - You can control the permissions for any user in thislocation
» Update - You can update this location
» Update User - You can update any user in thislocation
* View - You can view the details of this location
» View User - You can view the details for any user in thislocation
12.Give Test LAX 3 all of the available user permissions (i.e., Add User, Delete User, Permissions User,
Update User, and View User. Do not add Delete, Permissions, Update, and View) and click the
Finished button. Now, log into the portal as Test LAX 3, navigate to the "Support" community, and
click on the User stab in the Enterprise Admin portlet. Click on the Add button. Create a user with
the following attributes:
+ First Name = Test
» Last Name= User 1
e Email Address = test.user.1@liferay.com
» Organization = Liferay Test Organization
e Location = Liferay Test Location 1

After clicking the Save button, click on the Userstab and search for Test User 1. The following
screen is displayed.

80



Security and Permissions

Enterprise Admin

Users Organizations Loc

First Narme Middle Mame

And (s | | Search

Add Desctivate

[] MName

[0 TestUser1

Job Title

ations User Groups Raoles

Last Mame Ermail Address Active

user 1 Yes [ W
Location City Region Country
Liferay Test Location 1 Calfornia United States

@2

13.In the screen above, notice that Test LAX 3 has all the permissions for the "Test User 1" user. Now

click on the L ocations tab. The following screen is displayed.

Enterprise Admin

Users Organizations Locations User Groups Roles
MName Street City Zip
Country Region
V. v.
And |+ | Search
Add | | Delete
] Name City Region
il Liferay Chicago Tlinois
] Liferay Hong Kong
] Liferay London
"] Liferay Los Angeles California
] Liferay Madrid
] Liferay New York New York
P Liferay San Francisco California
"] Liferay Shanghai
il Liferay Test Location 1 California
a Liferay Test Location 2 California
il Liferay Test Location 3 California

Country
United States
China

United Kingdom
United States
Spain

United States
United States
China

United States
United States

United States

b
pip iRkl

&

14.In the screen above, notice that the Test LAX 3 user has permission to add a user to the "Liferay Test

Location 1" location.

15.Now let's assume Test LAX 4 should be the "Organization Admin" for the "Liferay Test

Organization" organization. Thismeans Test LAX 4 should be able to manage all users within the

organization (which means the ability to manage any user in any location in the organization) and

manage the organization itself (which means the ability to update/del ete the organization as well as

add new locations to the organization). Go back to Test LAX 2 and click on the Organizationstab in
the Enterprise Admin portlet. Click on Liferay Test Organization's Per missions icon. Under the
Users-> Availabletab, find and check the Test LAX 4 user, and click on the Update Permissions
button. The following screen is displayed.
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I+

Add Location
Add User

ﬂ Delete
Delete User
Fermmiszions
Fermmissions User
Update
Update User
Wiew
Wiews Uzer

S tweent 0 Avallable

Enterprise Admin L
Edit Permizzions for Organization: Liferay Test Organization « Back
Users Orgarizations Locations Associated
Test Lax 4

16.In the screen above, notice the list of available permissions. The following list defines each in the
context of an organization:

» Add Location - You can add alocation to this organization

* Add User - You can add a user to any location in this organization

» Delete- You can delete this organization

» Delete User - You can delete any user in any location in this organization
e Permissions- You can control the permissions for this organization

* Permissions User - You can control the permissions for any user in any location in this
organization

» Update - Y ou can update this organization

» Update User - You can update any user in any location in this organization

» View - You can view the details of this organization

» View User - You can view the details for any user in any location in this organization

Give Test LAX 4 dll of the available permissions and click the Finished button. Now, log into the
portal as Test LAX 4, navigate to the " Support" community, and click on the Userstab in the
Enterprise Admin portlet. Click on the Add button. Create a user with the following attributes:
* First Name = Test

» Last Name= User 2

e Email Address = test.user.2@liferay.com

» Organization = Liferay Test Organization

» Location = Liferay Test Location 2

After clicking the Save button, click on the User s tab and search for Last Name = "User". The
following screen is displayed.

82




Security and Permissions

Enterprise Admin

Users Organizations Locations User Groups Roles

First Narme Middle Mame Last Mame Ermail Address Active
user s .v.

And [w| | Searen
Add Deactivate

[] Name Job Title Location City Region Country

[0 TestUser1 Liferay Test Location 1 Calfornia United States |§? @
[l Test User 2 Liferay Test Location 2 Calfornia United States @ @ 2

17.In the screen above, notice the Test LAX 4 user has all permissions (except the impersonate function
for "Test User 1") for both the "Test User 1" and "Test User 2" users. Thisis because Test LAX 4
was given permission to manage any user in any location in the organization. Now click on the
Organizationstab. The following screen is displayed.

Enterprise Admin

&
Users Organizations Locations User Groups Roles

Mame Street City Zip
Country ___Region

And [s] | Search

Delste

[1 HName City  Region Country

[  Liferay Asia China J i @-
[0  Liferay Europe Spain 2 @
[0  Lferay Test Organization California United States @ EE] f Q @- il
] Liferay USA California United States g

18.In the screen above, notice the Test LAX 4 user has all permissions for the "Liferay Test

Organization" organization (including "Add Location"). Now click on the L ocations tab. The
following screen is displayed.
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Enterprise Admin =
Users Organizations Locations User Groups Roles

Mame Street City Zip

Country __Region

W W

And 'v' Search

Add| | Delete

[} Name City Region Country

] Liferay Chicago Tinois United States Jr
"] Liferay Hong Kaong China Jr
] Liferay London United Kingdom ﬁ\
"] Liferay Los Angeles California United States ﬁ\
" Liferay Madrid Spain J
"] Liferay New York New York United States Q\
il Liferay San Francisco California United States ﬁ\
a Liferay Shanghai China J
[l Liferay Test Location 1 California United States 2 &
"] Liferay Test Location 2 California United States f f\
Fl Liferay Test Location 3 California United States ol

19.In the screen above, notice that Test LAX 4 has permission to add usersto any location in the
"Liferay Test Organization" organization.

20.Alternatively, al of the permissions discussed in this use case could have been controlled at an
Enterprise or Community scope viaroles. The Enterprise Admin portlet has four resources available
for the permission assignments -- L ocation, Organization, User, and User Group -- as shown in the
following screen.

Enterprise Admin -«

Users Organizations Locations User Groups Raoles

Roles » Delegated Admin » Enterprise &dmin

Action Scope
Configuration -

Wignwy =l

Resources

Name
Location
Crganization
Rale

Liser

Liser Group
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Role Par missions

Goal: To delegate permissions to users such that they will be able to manage roles.

1. Loginto the portal as Test LAX 2, navigate to the " Support" community, and click on the Roles tab
in the Enterprise Admin portlet. The following screen is displayed.

Enterprise Admin -

Users Organizations Locations User Groups Raoles

Name
Search

Add

Name
Administratar
Delegated Admin
Guest

MB Category Admin
Power User

User

2. Inthe screen above, notice that Test LAX 2 has no permission to do anything to the existing roles.
Test LAX 2 only has permission to add anew role. Now log into the portal as an Administrator,
navigate to the Enterprise Admin portlet, click on the Roles tab, and click on the Permissionsicon
next to the "Delegated Admin" role. Under the Users-> Available tab, find and check the Test LAX
2 user, and click the Update Per missions button. Give the Test LAX 2 user the "Add Permissions’,
"Assign Users', and "View" permissions and click the Finished button. Now go back to Test LAX 2
and refresh the Roles tab in the Enterprise Admin portlet. The following screen is displayed.

Enterprise Admin <A

Users Organizations Locations User Groups Raoles

Name
Search

Add

Name

Administratar

Delegated Admin Fie
Guest

MB Category Admin

Power User

User

3. Inthe screen above, notice the Test LAX 2 user now has permission to delegate permissions and
assign thisrole to users.

NOTE: Be very careful when assigning the "Add Permissions" permission to arole. This essentially
gives any user who has this role Administrator access since the user can add any permission in the
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system to their role.

4. Alternatively, all of the permissions discussed in this use case could have been controlled at an
Enterprise or Community scope viaroles. The Enterprise Admin portlet has a Role resource available
for the permission assignments.

Personal Community Permissions

Portal users who have the "Power User" role are given a personal community or "Desktop". Users are
defaulted to this community when they log in. A user's personal community can not be seen or accessed
by any other user including Administrators. Within the personal community, the user functions as an
Administrator and has al permissions on all pages, portlets, and resources.

86



Chapter 6. Admin Portlet

The functionalites of each tab in the Admin Portlet, except for the Auto Deploy tab, will be explained in
this section.

1. Server Tab: Shut Down Server

1. From the Server tab you can shutdown the server.
Admin

Server Auto Deploy Enterprise Portlets Uzers

Liferay Portal Professional 4.1.1 (Cowper / Build 3101 / August 14, 2006)

Uptime: 04:45:56
Free Memory: 11,334,424 Bytes
Total Memory: 133,300,224 Bytes

Maximum Memory: 532,742,144 Bytes

Mare Options =

2. Click More Options.

3. Input the number of minutes before the server will be shutdown in the Number of Minutes box.
Admin

4=.
Sarver Auto Deploy Enterprisa Portlats
Lifieray Portal Professional 4.1.1 {Cowper [ Build 3101 [ August 14, 2006)
Uptime: 04:50:00
Free Memory: B, 247,896 Bytes
Tokal Mermary: 133,300,224 ByTes
Madrrurm Mamory: 532,742,144 Bytas
Shutdown the server in the specified number of minutes. Input 0 to Gncel shutdawn,
Hurmber of Minutes
Custom Message
Shutdewn |
Tasks: [Shan]
Log Levels: [Shaw]
System Properties: [Shere]
Paortal Properties: [Shere]

4. Notes can be added in the Custom Message box.
5. Click Shutdown.
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6. To cancel shutdown, enter 0 and click Shutdown.

2. Enterprise Tab: Edit Enterprise's Profile

1. Anenterprise’sinformation can be viewed or edited from the Enter prise tab. The Mail Domain box
contains the domain names that the server will recognize.

Admin L
Enterprsa

Hame Lifasay CIC Coda Portal URL  locaimest 2080
Legal Namé  Liteay, LLS Ticker Symbol Home URL  lccalinost $080
Legal ID Industry Mal Domain  lifersy.com
Legal Type Type

Save

Digply
Language | English (United Seates) | '!l._' Ll FE RAY
Tme Zone | [SMT ) GMT w o |
Resolstion | 800 by 600 Pl |4 BN Ererprise. Open Seurce. For Life

Changs
Save

Ermai Addresses

A

2. The default language, time zone, and resolution can be changed in the Display section.

3. Click Save after making any changes.

3. Portlets Tab: Set Minimum Reguired Roles for
Portlet Access

1. The Portlets tab shows the minimum required roles for an individual to access a portlet. For
example, in the case of the Blogs portlet, a person must have the minimum required role of a User or
Power User. Guests will not have accessto this portlet.
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Adrmin o

Enterprisa Parthats

Portiet Active Raoles

Admin Yes Administrator

Alfresco Content &5 Guest, Power Usar, Usar

Amazon Rankings fes Power Usar, Uisar

Analag Clock es Power Usar, Usar

Announcaments ‘fas Power Lsar, Lisar

Bible Gateway fes Power Usar, Lisar

Blogs s Power Usar, Usar

BookrrarnkP orthet R

Bookrarks fes Power User, User

Breadcrumb Yes Guest, Power User, User

2. To change the minimum required roles, click on the portlet and make any changes in the text box,
and click Save.

4. UsersTab

Under the User tab are six sub-tabs:

4.1. Live Session: View Current Usarsand End User's Session

1. TheLive Session tab shows alist of al users who are currently logged in.

2. Toend auser's session, click on the user and click Kill Session.

[ Admin o
Sesson
Sesgon I 1040033F2F573EB82DA0T ANGFIBS4 30
User ID: Heray.com.100
Nama: Test LAX 1

Ermail Address: test. . 1 @iferay.com
Last Reguast: Bf30/06 10:06 PM

# of Hits: 3

Browser/ 05 Mozilaf4.0 (compatible; MSIE 6.0; Windows NT 5.1; SV1; NET CLR 1.0.3703; .NET CLR 1.1.4322; Meda Center PC
Typés 4,0; InfoPath,1)

Remate HostfIP: 127.0.0.1 f 127.000.1

Accessed URLs [Shan]
Session Attributes [Shre]

Hill Sarusizn Caroal

4.2. Authentication: User Account Authentication
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Admin
Usars
Authentication
General
How do users suthenticate? Sy Email Address | v

Alow users to automatically login? T | W
Abow strangers to create accounts? | Me [

Save

1. With the General tab selected, the mode of authentication, whether a user signsin by email address
or by user ID, can be selected on thefirst line. The second line provides the option for usersto
automatically login. The third line provides the option to allow strangers to create accounts.

2. Click Save after making any changes.

4.3. Default Communities and Roles: Setg Default Community
Names and Roles

Admin

Usars

Defauk Communities and Roles

Enter the defauk communiy names per line that are assooated with newly created usars.

Enter the defauk rode names per line that are assocated with newly oreated usars.

Pawer Liser
BELY)

1. Under the Default Communities and Rolestab, you can enter default community names that are
associated with newly created users.

2. In the second box, you can enter default roles that are associated with newly created users.

3. Click Save after making any changes.

4.4. Reserved Users. Reserve User | D and Email
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Admin

Usars

Resarved Users

Enter one usar 1D per line to reserve the user 0.

Enter one user emal address per line to reserve the user emad address.

1. Inthefirst box, you can reserve user ID names that can not be used by users.
2. Inthe second box, you can reserve user email addresses.

3. Click Save after making any changes.

45. Mail Host Names; Add Mail Host Name
Admin

Usars

Mai Host Hames

Enter one mal host name per line for 21 additional mai host names basidas Meray. com

1. Additional mail host names besides liferay.com can be entered here.

2. Click Save after making any changes.

4.6. Emails.: Automatically Generated Emails
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Admin L]
Users
Mall Host Names

Enter one mall host name per Bne for all addtonal mad host names besdes Feaycom

Save

1. From the Emailstab, with the Email From sub-tab selected, you can enter the name and email
address of automatically generated emails.

2. Withthe User Added Email sub-tab selected, you can make changes to the default message that is
automatically sent when accounts are created. To disable new account emails, uncheck the Enabled
box.

3. With the Password Sent Email tab selected, you can make changes to the default message that is
automatically sent when a new password is created. To disable new account emails, uncheck the
Enabled box.

4. Click Save after making any changes.
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1. Adding Category

Message Boards

5]
i~
a1

Categories My Posts Recent Posts

Add Category

1. Click Add Category.

Message Boards

Category

Name

Description

Permissions Configure »

St

Text Verification

Sawve | | Cancel

2. Enter aname and a description.

3. Set Permissions by clicking on Configure.
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Message Boards «

Category

MName

Description

Action Community Guest
Add Message

Permissions Subscribe

View

Maore »

St

Text Verification

Save (| Cancel

4. To configure additional permissions, click on More.
5. Enter the Text Verication code and click Save.
6. To create sub-categories, click on the newly created category and click Add Category.

7. Enter aname and description, and click Save.

2. Adding Thread

1. Click Post New Thread.
2. Enter aname and description.

3. Save.

3. Editing Category and Thread

Message Boards L=
Categories My Posts Recent Posts Stat
oo catgoy | |

Category Categories Threads Posts

test o 0 0 (RE=R=- AT &

1. To edit acategory or thread, click on the Edit (@}) button located next to the category or thread you
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want to edit.

4. Deleting Category and Thread

1. To delete a category or thread, click on the Delete ( m ) button next to the category or thread you

want to delete.

5. Thread Subscription

Message Boards -

(%]

Categories My Posts Recent Posts

Categories » test

Add Category

Threads
Post New Thread Search Threads
Thread Started By Posts Views Last Post
test thread Joe Bloggs il 1 2 R FE=#m

By: Jo= Bloggs

1. To be notified by email when a new message has been posted or updated, click Subscribe (@).

2. Tounsubscribe, click Unsubscribe (-[é).

6. Configuring Subscription Emails

1. To configure the subscription function, click on Configuration ( .#.* ).

2. With the Setup tab selected, there are four sub-tabs that appear.

Message Boards L

Setup Look and Fee Permissions
Errail From Message Added Ema e e —

MName Joe Bloggs
Address test@liferay.com

Save | | Cancel

3. With the Email From tab selected, you can change the name and address of the automatically sent
emails.
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4. The Message Added Email tab allows the Administrator to edit the email that is sent whenever a
posting is added. To disable email aerts, uncheck the Enabled box. Click Save after making any
changes.

Mg Boands El
Sartup
Wesmoe Added Emad H pdabed E F
Erabked [+

Subject IPOATLET_HAVEY HANSSAGE SURSECTH|

[E] Seurce L] L& | & M T B o

B 5 O &= o SIS/ EXEHN|- i
Bf0=Da-T W AFrFrEFEad=

Syl ol = Foed | Bral = Sk = 'l:.:l.-'\h

Ciear [STO_HAMES]

Tris is an utopeneraled gmad Sor i [EPORTLET_MAMES] poeliet
[FMESSAGE_LIGER_MAKES]
Bty [SMESSAGE_SUBECTY
[EMESSLCE_BOOYVS]
Sancereh
[EF ROM_HAMES]

[#F RRE_SOORESRS
flp AP ORTAL_LIRLE|

Dl ol Tarms

| SFROM _ADDRESSS| testilersy com
|'!l i _RAMIEs ) B g
SHESSAGE_BOOTs ) The messspe body

| S$HESSAGE SURIECTS) Thid MlsSad Sujinm
|iﬂlm_mﬂ,_ﬂ.ﬂl'|i!] Thi uiér whe Mded the madahpe

SPORTAL_URLSE] inCalhost-EaE0

|SPORTLET WAMES] Masazs Boarss
|ilu_mm| The sddriis of tRhe evad redpest
STO_MAMES] Thie name of the emal recpient
Be=n | Careml

5. The Message Updated Email tab allows the Administrator to edit the email that is sent whenever a
posting is updated. To disable email aerts, uncheck the Enabled box. Click Save after making any
changes.

6. With the Ranking tab selected, the Administrator can manage the ranking profiles. The default
setting assigns the youngling ranking to a message board poster with 0 to 24 postings. A poster with
250 to 499 postings will be assigned a Jedi Master ranking. The Administrator can change the
ranking names and posting number requirements by making changes directly and clicking Save.
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: Message Boards

Satup Look and Fes

Message Added Ema Message Updated Ema Rank
Enter rank and minimum post pairs per line.
Younglimg=0
Padawan=25
Jedi Knight=100
Jedi Master=250

Jedl Council Membear=500
Yoda=1000

Save | | Cancel

Note

Starting with Liferay 4.2 it is also possible to activate Liferay SMTP eventsto allow users to respond to

mails sent by the message boards. In order to avoid HTML problems when posting through replies the
mails are now sent in plain text.

/7. My Posts

1. Click onthe My Poststab to view alist of your postings.
Message Boards

Categories My Posts Recent Posts Statistics

Thread Started By Posts Views Last Post
Date: 1/8/07 7:44 FM
tast thread Joe Bloggs 1 1 - EE=F o

8. Recent Posts

1. Click the Recent Posts tab to see alist of recent postings.

0. Statistics

Message Boards

Categories Recent Posts Statistics

General Top Posters

# of Categories: 1
# of Posts: 1
# of Participants: 2
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1. Click the Statisticsto see posting statistics.

2. Click Top Postersto see alist of most active users.

10. RSS

1. To subscribeto a RSS feed that will be added to browser's bookmark, choose a topic you want to
subscribe to and click RSS (E).

2. Follow the browser's instructions to subscribe.
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1. To set the the feeds that you want displayed in the RSS portlet, click on Preferences (@).

RSS
Enter one URL per line.

# of Entries Per Feed |2 |w

Save

2. Enter one URL per line.
3. Select the number of enteries per feed that will be displayed.

4. Save.
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1. Deploying Wor kflows

Once the user logsin to the portal and adds the workflow portlet to her page, the user will see something
similar to the following:

*_LIFERAY T

] Enterprisa. Open Souncs. For Life,

E. Add Page

Search Hessage Boards

SCexch F Categonies My Posts Recent Posts Statistics

Aadd Colegony

Workflow
Definitions Instances Tasks

Definition Mame

Ard =] | Sewch

If user clicks on the Definitions tab, the following will be displayed:

Wik flow «—
Defiritions Irstances Tasks
Deefirition Marme
drd =] | Seach
Add
Definition ID Definition Name Definition Version
3 datatypes 2.0 (-
2 datatypes 20 EES L
1 datatypes 1.0 (g
5 Haoliday 2.0 BB S
4 Hiokday 1.0 7 R
o websde 2.0 BB L
& websale 1.0 & % 2

The Definitionstab displays all of the workflows that have been deployed in the system. To deploy a
workflow, click on the Add button. The user will see the following screen:
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winirk flons

i=

Deafinition

Enter the workfiow diefinition below in XML format,

Peernissions  Configuee o

Save Meow Venimn || Cancsl

At this point, the user can paste in the contents of a definition XML (see
jbpm-web.war/WEB-INF/definitions for examples) and click the Save New Version button. If the XML
isinvalid, an error message will be displayed. If the XML isvalid, it will be deployed, the user will be
returned to the Definitions tab, and a success message will be displayed.

Because business processes may change over time, every version of the workflows is maintained. To
edit an existing version, click on the Edit icon (@)) located next to the definition name. Update the

XML in thetext area, and click the Save New Version button. The new version number will be
incremented by one from the previous version. To start a new instance of aworkflow definition, click on
the Add Instanceicon (%). A new instance will appear on the Instances tab. To view all the

instances of a particular definition, click on the View I nstancesicon (%). Finally, the user can also

search for a definition by name using the Definition Name input box.

2. Managing | nstances

After adefinition is deployed and an instance of that definition is started, it is up to the user to manage
the life cycle of the instance. Instance management is controlled from the | nstances tab. Below isan
example of what the user might see:
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wWorkflow
Instances
Deefirition Marme Definition Visrsion
Start Date (Range)
= = EHmEre
End Date (Rarge)
H = Zl@Te
brd =] SGearch
Instance  Definition  Definition
D Mamme Version
3 datatypes 1.0
2 datatypes 2.0
1 datatypes 3.0
5 Holiday 1.0
4 Holday 20
B wiebsde 1.0
7 wibaae 2.0
& wibrsaha 3.0

Start Date

1/19/07
12:47 AM

1/19/07
12:47 AM

1/19/07
12:43 AM

1f19/07
12:47 AM

1/19/07
12:47 AM
1/19/07

12:48 AM

1/19/07
12:47 AM

1/19/07
12:47 AM

End Date

A

Mf&

119407
12:49 AM

Hfa

1/19/07
12:49 AM

N

Hf&

Hf&

=177 T Hde instances that have skeady ended
State
View data
View data (& By
Enter data (B
Enter data B O
End -]
evauate-holiday-request (B
evaluate-hobday request & By
End (&
evaluate-web-order B
evahiate-web-order @ by
perform-shipping-and-payment i)
wait-for-chipment-to-be-delivered 3
walt-for-money & By
perform-shipping-and-payment i)
wait-for-shipment-to-be-delivered !
Waitinng on sbling

complated-shipping-and-paymeant t to ot

The Instances tab displays every instance of every version of every workflow deployed in the system.
They are listed alphabetically by “Definition Name” followed by “ Start Date” in descending order. The
search form at the top of the screen allows the user to find specific instances to manage. In particular,
the Hideinstancesthat have already ended checkbox allows the user to display only active, running
instances. The date ranges also allow the user to search by “ Start Date” and/or “End Date” (NOTE: Date
ranges are inclusive of the day. For example, if the “ Start Date” range was set to January 27, 2007 —
January 27, 2007, then only instances that were started between January 27, 2007, 12:00am to January
27,2007, 11:59pm would be displayed). The first row for each instance describes the state of the
instance. Any subsequent rows in the instance define tasks associated with the current state. Often times,
the current state and current task have the same name. In the example screenshot above, notice that
websale version 2.0 is currently in the “ Perform shipping and payment” state, and it has two outstanding
tasks associated with it —“Wait for shipment to be delivered” and “Wait for money.”

The right-most column in the results table displays the actions the current user can perform on the given
instance in its current state. The table below shows all of the possible actions and what each means:
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Action

Explanation

Blank

3 possibilities: 1) The user does not have the appropriate
role/swimlane to perform an action on the instance in its
current state 2) The user does not have permissions to
perform an action 3) The instance has already ended

Manage icon ([5:-..)
&

The user directly has the appropriate role/swimlane to
perform an action or the user belongs to a group which
has the appropriate role/swimlane. If the user clicks on
the M anage icon, she will be taken to aform which must
be submitted to complete the task. See section 3.3 for
more details

Signal icon (=,.. )

Theinstance is currently in await state and must be
“signalled” to continue. Typically, signals come from
eternal processes (e.g. the arrival of a package and the
successful update of alegacy system) and are not
manually entered by a user. However, in the case that
user intervention is required, the “ Signal” iconis
available.

Waiting on sibling tokens to complete

This only occurs when the process has forked into
multiple subprocesses. In order for the main process to
continue, all of the subprocesses must complete. As each
of the subprocesses completes, they will go into this
state. Once all subprocesses complete, the main process
will continue like normal.

3. Managing Tasks

Task management is controlled from the Tasks tab. Below is an example of what the user might see:
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eaees  oemess UL, BUID, N
2 e dea 2 datatyoes Mo Moo Lo, WA A o
D owan 3 e weww O, M, MO0
4 et -Hoiday 4 Holdlay Joer Bloggs “"T... m m
S requt-hokdy 5 Holeday xewco JINN VIO UBGER @
&  vtate crooess 8 wiie  delko o, MiMmL L B
T betate procen 7 e o0 Blecxs fm fr% ﬂ% i ]
8 Iitude procens ] wtr g e Blesr ”“"'mm m m i ]
9 Wi clita 3 Ot artypars Iy (BACROIS m A LY ;._'
0 Viewdita 1 L L L L
11 eviuehckinrequst S . oemkoos DU WA E
1iyor LiEor Liamor
12 wedate-okdrepest 4 oy Joo Hopgs 14 A L b Lo
13 cesterewwesbedecrder 8 web e e Bloggs ﬂ'ﬁu :‘_"'E'g'ﬁ* }_fm -]
T T
15 costerewwebsaeorder 7 weiale oo MENOT, MENR, L. B
16 s kol 7 witrike T Blecos :_Hu% umm::f" i’zis"’i"L @
1 Rt e witide  belkon DT, UmeT o umw, @
19 st wenk-ondie é wltr Ay eaie ﬂ% ﬂ% ﬂ% @
20 it oy & e Joa Blogge ”ﬂﬂ.‘"mﬂ m E‘#’L i ]
14 wauahe-weborer 8 wekride E‘ﬁu WA Mis E:
17 waltermorey 7 witri fﬁ% K L E

The Taskstab displays every task that has either been assigned directly to the user or to the group/role

pool that the user belongsto. They are listed by “ Create Date” in ascending order, and the tasks assigned
directly to the user are listed before the tasks assigned to the user’s pool (if the “Assigned To” columniis
blank, that means the task is open to the pool). The search form at the top of the screen allows the user to
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find specific tasks to manage. In particular, the Hide tasks that have already ended checkbox allows
the user to display only active tasks. The date ranges also allow the user to search by task “Create Date,”
“Start Date,” and/or “End Date.” The user can also choose to only display tasks assigned directly to her,
tasks assigned to her pool, or all tasks assigned to either by using the “ Assigned To” drop-down.

The right-most column in the results table displays the actions the current user can perform on the given
task. It will either be blank or the Manage icon (E:E) will appear. The logic to determine which of

these will be displayed is exactly the same logic described in the table in section 3.2.

If the user clicksthe Manage icon, aform similar to the following will be displayed:

workflow L]
Task
M *
Password *
Birthday * 3 i
bge
Email Address
Fioms Mumbers *
fanviorite-color wd =]
C ves
aeyourhingry * O Mg
T adittie-bit
this-porthet-is-codl T
Wferay-rocks * I
Comments

Save Cancel

These task forms are generated from the control variables associated with the task and defined in the
definition XML. Depending on the data type, the corresponding element is created in the form. Required
fields are denoted by ared asterisk. If invalid datais submitted, the user will be returned to the form
with error messages next to each of theinvalid fields. If al datais valid and the form is submitted, the
user will be returned to the Tasks tab with a success message displayed.

4. Technical Explanations

This section provides a detailed explanation of the technical elements of the workflow portlet. Since the
default implementation relies heavily on the capabilities of jBPM, this section gives atechnical

overview of jBPM and explains how it integrates into Liferay using their JPDL formatted XMLSs. It does
not, however, give an in depth view of jBPM. For that, refer to the jJBPM user guide
(http://docs.jboss.com/jbpm/v3/userguide).

4.1. Process Definitions

Before the workflow portlet can be used, business processes must be defined. Business processesin
jBPM are defined by XML documents known as process definitions which are written in jBPM Process
Definition Language (JPDL). These XML s specify entities such as the process roles (known as
swimlanes), the various states in the process (known as nodes), the tasks associated with each node, the
roles associated with each task, the transitions from one node to the next, the variables associated with
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each task’ s form, the external actions executed on entry or exit of anode, and many others. For anin
depth understanding of process definitions and JPDL, refer to JBoss' jBPM user guide at
http://docs.jboss.com/jbpm/v3/userguide/jpdl.html.

There are three sample process definition XMLs that are packaged with the portlet. They can be found in
jbpm-web.war/WEB-INF/definitions. An explanation of each isincluded in section 2.4. In addition,
section 2.4 includes a“Notes’ section that gives pointers on Liferay specific implementations of JPDL.

4.2. Integrating with Users, Groups, and Roles

In JPDL, there are process roles called swimlanes. Swimlanes can be associated with Liferay users,
groups, and roles viathe IdentityAssignmentHandler class.

<swi m ane namne="approver">
<assi gnnent
class="comliferay.jbpm handl er.|dentityAssi gnnent Handl er"
config-type="field">
<type>user</type>
<conpanyl d>l i f eray. conx/ conpanyl d>
<id>liferay.comi</id>
</ assi gnnment >
</ swi m ane>

Inthe XML above, the “approver” swimlane is associated with the Liferay user that hasa User ID of
“liferay.com.1” and belongs to a Company ID of “liferay.com.” Y ou can also associate a Liferay user
with a swimlane by email address as shown in the following XML snippet.

<swi m ane nane="shi pper" >
<assi gnhnent
class="comliferay.jbpm handl er.|dentityAssi gnnent Handl er"
config-type="field">
<t ype>user</type>
<conpanyl d>l i f eray. conx/ conpanyl d>
<nanme>test.l ax.2@i f eray. conx/ nane>
</ assi gnment >
</ swi m ane>

Inthe XML above, the “shipper” swimlane is associated with the Liferay user that has an email address
of “test.lax.2@liferay.com” and belongsto a Company ID of “liferay.com.”

<swi nl ane name="sal esman" >
<assi gnnent
class="comliferay.jbpm handl er.|dentityAssi gnnent Handl er"
config-type="field">
<t ype>group</type>
<conpanyl d>l i f er ay. conx/ conpanyl d>
<i d>3</id>
</ assi gnhnment >
</ sw m ane>

Inthe XML above, the “salesman” swimlane is associated with any Liferay user that belongs to a Group
with the Group ID of “3” (which defaults to the “ Support” community) and Company ID of
“liferay.com.” In other words, the salesman swimlane is assigned to the pool of “ Support” users. If one
of these users were to manage a salesman task, he/she would automatically be assigned to all other
salesman tasks in the workflow.

<sw nl ane nane="accountant">
<assi gnnent
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class="comliferay.jbpm handl er.|dentityAssi gnnent Handl er"
config-type="field">
<t ype>group</type>
<conpanyl d>l i f er ay. conx/ conpanyl d>
<nane>Support </ nane>
</ assi gnhnment >
</ sw m ane>

The XML above shows an alternative way to associate the “ accountant” swimlane with the Support
community using the actual community’s name. Since community names must be unique per Company
ID, this format accomplishes the same results as the previous XML.

<swi ml ane nanme="user _adm n">
<assi gnnent
class="comliferay.jbpm handl er.|dentityAssi gnnent Handl er"
config-type="field">
<type>rol e</type>
<conpanyl d>l i f eray. conx/ conpanyl d>
<i d>1001</i d>
</ assi gnnent >
</ swi m ane>

<swi m ane nane="user _intervi ewer">
<assi gnnent
class="comliferay.jbpm handl er.|dentityAssi gnnent Handl er"
config-type="field">
<type>rol e</type>
<conpanyl d>l i f eray. conx/ conpanyl d>
<nane>User | ntervi ewer</nane>
</ assi gnhnent >
</ swi m ane>

Thetwo XML snippets above are very similar to the Group XML snippets. Both associate their
respective swimlanes with arole, but the first XML does so using the Role ID and the second XML does
so using the rol€’ s unique name.

4.3. Data Typesand Error Checking

Currently, jBPM does not have support for variable data types. However, data types have been dealt
with in the workflow portlet by incorporating them into the names of the controller variables. The table
below shows the data types supported by the portlet and the syntax for the variable names:

Data Type Syntax Description

Checkbox checkbox:name:checkedValue name = the caption next to the
checkbox checkedValue = the value
assigned to the variableif the
checkbox is checked

Date date:name name = the caption next to the date
selector object

Email email:name name = the caption next to the text
input field

Number number:name name = the caption next to the text
input field

Password password:name name = the caption next to the text
input field
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Phone phone:name name = the caption next to the text
input field
Radio Button radio:name: optionl,option2,...* name = the caption next to theradio

buttons optionl1,option2,...* =a
comma-delimited list of options that
represent the different radio button
options

Select Box select:name: optionl,option2,...* name = the caption next to the select
box optionl,option2,...* = a
comma-delimited list of options that
represent the different optionsin the
select drop-down

Text text:name name = the caption next to the text
input field
Textarea textareaname name = the caption next to the

textareainput field

Note that for all name and option values, the values should be entered in the XML in lowercase with
hyphens used between words. For example:

radi o: are-you- hungry:yes, no,a-little-bit

In addition, you should register the corresponding display values in the Language.propertiesfile. For
example:

ar e-you- hungry=Are you hungry?
yes=Yes

no=No

a-little-bit=Alittle bit

Thiswill ensure that the values are displayed correctly in the portlet to the user. By default, al variables
are readable and writable by the user. Therefore, they can be defined as follows:

<vari abl e name="t ext area: comments" />

However, if variables should only be readable or writable, or if variables are required, these must be
specified in the variable definition:

<vari abl e name="t ext:nane" access="read,wite,required" />
<vari abl e nane="dat e: bi rt hday" access="read" />

Variables of data type Date, Number, Email, and Phone are validated in the service call. Also, required
fields are validated to ensure a value of some kind was submitted. If invalid values are submitted, the
user isreturned to the original form and error messages are displayed next to the invalid input fields.
Refer to the sample definition jbpm-web.war/WEB-INF/definitions/datatypes_definition.xml for
examples of all datatypesin usein asingle form.

4.4. Sample Process Definitions

The best way to understand JPDL isto look over the 3 sample PAR files included with the workflow
portlet. They can be found in jbpm-web.war/WEB-INF/definitions/. Below is a quick summary of each:
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 datatypes definition.xml —agood guide to follow to understand how to use each of the data types
described in section 2.3

 holiday_definition.xml —a simple workflow that allows an employee to make a holiday request with a
start and end date, and then a manager can either approve, reject, or send the request back for review

» websale definition.xml —amore complex workflow that emulates an online auction site in which

control of the workflow passes through variousroles. It isthe most complicated of the 3 workflows,
but it demonstrates almost all of the BPM features offered by jBPM

Notes:

» The JPDL definition XMLs can be created through a graphical design tool offered by JBoss, but that
is beyond the scope of this document (see http://docs.jboss.com/jbpm/v3/gpd/ for a detailed
explanation) and is also beyond the scope of the portal.

» [or nodes that have tasks associated with them, each of the variablesin the controller will be
converted to aform element that the user must update.

 For nodes that have tasks associated with them, each of the transitions out of the node is represented
as abutton in the task’ s form. The transition’ s name attribute should always be in lowercase with
hyphens between words and registered in Language.properties. The display valueis used as the
button’s name.

» Many of the action handler classes found in the com.liferay.jbpm.handler package are just place
holders that output relevant text to the console. Conceivably, these classes could perform operations
such as sending out emails, initiating batch processes, updating legacy systems...etc.

» The websale workflow demonstrates the following jBPM concepts, all of which are discussed in
further detail in the jBPM user guide (http://docs.jboss.com/jbpm/v3/userguide/):

* Events
e Beanshell scripting
o Swimlanes
* Tasks
» Assigment (User/Pool)
» Controllers
* Variables
* Timers
* Node Types
o State
e Task
» Fork
e Join

* Decision
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* Transitions

* Actions

4.5. Warning M essages

If you have warning messages turned on for your server, in your console you may see some variant of
the following message output several times when jBPM is called:

WARN [org. hi bernate. engi ne. St at ef ul Persi st enceCont ext] Narrow ng
proxy to class org.jbpm graph. node. TaskNode - this operation breaks ==

According to the following post on the JBoss forums (from Koen Aers, one of the key contributorsto
the jBPM project), thisis not an error and is not of significance. He explains the reason thiswarning is
thrown: http://www.jboss.com/?modul e=bb& op=viewtopic&t=73123

5. Future Enhancements

5.1. Logging

Currently, the workflow portlet has no notion of logging other than the ability to review all of the tasks
that a user has assigned to them or has completed. However, jBPM provides rather robust logging
functionality so administrators/users can monitor every action that has ever been taken in a particular
workflow.

The reason logging functionality has not been built out in the current release is because the Liferay
development team is not sure what the most effective logging metrics would be to the end user. If you or
your organization has logging requirements, please submit them to the Liferay Forums, and we will add
logging functionality as we seefit.

5.2. Customizable Front-End

Though the workflow portlet’s strength isthat it can provide a forms-based data entry application
virtually on-the-fly, the forms are very plain and would not be suitable for an organization to roll-out for
their end-users. To address this concern, the Liferay development team plans to create stylesheets and
templates that can be applied to the forms. The functionality would be very similar to how XSL
stylesheets are currently applied to numerous web applications. This enhancement would give
organizations flexibility in layout and Ul design of their forms.

5.3. File Upload Data Type

There have already been several requests to add afile data type to provide a means for users to upload
filesthat are associated with workflow tasks. Thiswill definitely be a future enhancement.
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